Lecture Notes in Computer Science 2414
Edited by G. Goos, J. Hartmanis, and J. van Leeuwen



Springer
Berlin
Heidelberg
New York
Barcelona
Hong Kong
London
Milan

Paris

Tokyo



Friedemann Mattern
Mahmoud Naghshineh (Eds.)

Pervasive Computing

First International Conference, Pervasive 2002
Zurich, Switzerland, August 26-28, 2002
Proceedings

Springer




Series Editors

Gerhard Goos, Karlsruhe University, Germany
Juris Hartmanis, Cornell University, NY, USA
Jan van Leeuwen, Utrecht University, The Netherlands

Volume Editors

Friedemann Mattern

Department of Computer Science, ETH Ziirich IFW
Haldeneggsteig 4, 8092 Ziirich/Switzerland

E-mail: mattern @inf.ethz.ch

Mahmoud Naghshineh

Director, Emerging Markets and IP Creation
IBM Technology Group

E-mail: mahmoud @us.ibm.com

Cataloging-in-Publication Data applied for

Die Deutsche Bibliothek - CIP-Einheitsaufnahme

Pervasive computing : first international conference, pervasive 2002,
Zurich, Switzerland, August 26 - 28, 2002 ; proceedings / Friedemann Mattern ;
Mahmoud Naghshineh (ed.). - Berlin ; Heidelberg ; New York ; Barcelona ;
Hong Kong ; London ; Milan ; Paris ; Tokyo : Springer, 2002

(Lecture notes in computer science ; Vol. 2414)

ISBN 3-540-44060-7

CR Subject Classification (1998): C.2.4, C.3,C.5.3, D.4, H.3-5, K4, K.6.5,J.7

ISSN 0302-9743
ISBN 3-540-44060-7 Springer-Verlag Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer-Verlag. Violations are

liable for prosecution under the German Copyright Law.

Springer-Verlag Berlin Heidelberg New York
a member of BertelsmannSpringer Science+Business Media GmbH

http://www.springer.de

© Springer-Verlag Berlin Heidelberg 2002
Printed in Germany

Typesetting: Camera-ready by author, data conversion by PTP-Berlin, Stefan Sossna e. K.
Printed on acid-free paper SPIN: 10873748 06/3142 543210



Preface

This volume contains the proceedings of Pervasive 2002, the first in a series of
international conferences on Pervasive Computing. The conference took place at
ETH Zurich from August 26 to 28, 2002. Its objective was to present, discuss,
and explore the latest technical developments in the emerging field of pervasive
computing, as well as potential future directions.

Pervasive Computing is a cross-disciplinary area that extends the applica-
tion of computing to diverse usage models. It covers a broad set of research
topics such as low power, integrated technologies, embedded systems, mobile de-
vices, wireless and mobile networking, middleware, applications, user interfaces,
security, and privacy. The great amount of interest we are witnessing in Perva-
sive Computing is driven by relentless progress in basic information technologies
such as microprocessors, memory chips, integrated sensors, storage devices, and
wireless communication systems that continue to enable ever smaller, lighter,
and faster systems. Such systems are also becoming affordable due to their high
integration and mass production, paving the way for their adoption.

Over the past five years, Pervasive Computing has emerged as an area with
tremendous potential where new computing models and associated applications
and usage scenarios are driving many new research topics as well as business
models. We are entering an era beyond large hosts, PCs, and laptop computers
where we find computers in every aspect of our lives. Computers are becoming
so ubiquitous that they are integrated inside all sorts of appliances or can be
worn unobtrusively as part of clothing and jewelry. Pervasive Computing is the
catalyst for the Internet being extended to billions of new hosts. This explosive
game-changing phenomenon can be compared to the spread of electric motors
over the past century, but promises to revolutionize life much more profoundly
than, say, elevators ever did. While this transition is exciting, it bears profound
and tremendous new challenges including technical, safety, social, legal, political,
and economic issues. We hope to have covered at least some of these topics with
a diverse collection of papers here.

Pervasive Computing has become an active and popular research area, which
is witnessed by the 162 submissions we received from authors all over the world.
The program committee chose 21 papers for inclusion in the conference. It was
a difficult choice, based on several hundred reviews produced by the program
committee and many outside referees, where each paper was typically reviewed
by three reviewers.

In addition to the papers contained in these proceedings, the conference pro-
gram included a special short-paper session presenting late-breaking results, a
demo and exhibition track, and a panel discussion on security and privacy. We
also had two invited presentations: Randy Katz, from the University of Ca-
lifornia, Berkeley, delivered the invited talk on the first day titled “Pervasive
Computing: It’s all about Network Services”. Ralf Guido Herrtwich from Daim-
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lerChrysler Research gave the second invited talk on “Ubiquitous Computing in
the Automotive Domain”.
Moreover, the conference offered six half-day tutorials:

— Data Management for Pervasive Computing (Anupam Joshi, University
of Maryland Baltimore County)

— Personal Privacy in Pervasive Computing (Marc Langheinrich, ETH Zurich)

— Developing i-mode Services and Mobile Applications with Java Technolo-
gies (Olivier Liechti, Karim Mazouni, Kim Kauffmann, Sun Microsystems/
Mobile Webzone)

— Context Aware Communication (Bill Schilit, Intel Research Lab Seattle)

— Introduction to Wearable Computing (Thad Starner, Georgia Tech)

— Pervasive Portals and WebServices (Martin Welsch, IBM Boeblingen Deve-
lopment Lab)

In closing, we would like to express our sincere appreciation to all authors
who submitted papers. We deeply thank all members of the program committee
and the external reviewers for their time and effort as well as their valuable input.
Finally we would like to thank Springer-Verlag for their excellent cooperation,
our sponsoring institutions, and the organizing committee, in particular Jirgen
Bohn, Vlad Coroama, Phil Janson, and Marc Langheinrich.

June 2002 Friedemann Mattern
Mahmoud Naghshineh
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The SAHARA Model for Service Composition across
Multiple Providers

Bhaskaran Raman, Sharad Agarwal, Yan Chen, Matthew Caesar, Weidong Cui,
Per Johansson*, Kevin Lai, Tal Lavian®, Sridhar Machiraju, Z. Morley Mao,
George Porter, Timothy Roscoef, Mukund Seshadri, Jimmy Shih, Keith Sklower,
Lakshminarayanan Subramanian, Takashi Suzuki, Shelley Zhuang,
Anthony D. Joseph, Randy H. Katz, and Ion Stoica

University of California at Berkeley

Abstract. Services are capabilities that enable applications and are of crucial
importance to pervasive computing in next-generation networks. Service Compo-
sition is the construction of complex services from primitive ones; thus enabling
rapid and flexible creation of new services. The presence of multiple independent
service providers poses new and significant challenges. Managing trust across
providers and verifying the performance of the components in composition be-
come essential issues. Adapting the composed service to network and user dynam-
ics by choosing service providers and instances is yet another challenge. In SA-
HARA, we are developing a comprehensive architecture for the creation, place-
ment, and management of services for composition across independent providers.
In this paper, we present a layered reference model for composition based on
a classification of different kinds of composition. We then discuss the different
overarching mechanisms necessary for the successful deployment of such an ar-
chitecture through a variety of case-studies involving composition.

1 Introduction

Pervasive computing demands the all-encompassing exploitation of services inside the
network. By services, we mean both the components of distributed applications and
the glue that interconnects them as they function across the network. Services range
from providing basic network reachability to creating overlay networks with enhanced
qualities like predictable latencies and sustained bandwidths. Services also include in-
stances of application building blocks, requiring processing and storage, judiciously
placed in the network to control connection latencies and to achieve scale through load
sharing. Such services may be simple format translators, interworking functions, or
major subsystems for content distribution or Internet search, which are often regarded
as applications in their own right. Composition via interconnection of services allows
more sophisticated services and applications to be constructed hierarchically from more
primitive ones. Since economics makes it unlikely that any single service provider will
be able to provide all of the connectivity, applications building blocks, processing, and

* Ericsson Berkeley Wireless Center; T Nortel Networks; ¥ Intel Berkeley Research Lab
! Project supported by Sprint, Ericsson, NTTDoCoMo, HRL, and Calif. Micro Grant #01-042.

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 1-{14] 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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Fig. 1. Service Composition: A Multi-Provider Scenario

storage resources to effectively deploy a globe-spanning application, the composition of
services across independent providers is essential. This paper proposes a comprehensive
reference model for composed services in support of pervasive computing.

To illustrate our concept of service composition across service providers, consider
the following scenario (Figure[l). Ms. Tanaka travels from Tokyo to Salt Lake City to
attend the Winter Olympics. Her cellular provider, NTTDoCoMo, maintains roaming
agreements with several foreign network operators, such as Sprint, so she can make and
receive calls in the U.S.. But her new information appliance, built by Ericsson, is much
more capable than just a phone — it is a gateway to extensive information, entertainment,
and messaging services. In Japan, she subscribes to NTTDoCoMo’s restaurant recom-
mendation service, and would like to use the same application in Utah. In the U.S., Sprint
has an arrangement with Zagat’s Guide to present such information to its subscribers, but
the text is in English and formatted for presentation on a different kind of display than
Ms. Tanaka’s. A third party, JAL Travel, assembles a special new service for Japanese
tourists at the Olympics from component services: Zagat’s Restaurant Guide, Japanese
translation using Babelfish, and reformatting for Japanese-style information appliance
displays. Ms. Tanaka subscribes to this service for two weeks, and the usage charges
appear on her NTTDoCoMo bill back in Japan.

This scenario exemplifies several key points about services composition. In next
generation networks, users will demand enhanced services like restaurant recommenda-
tions, but they expect them to look and feel the same whether they are at home or in a
foreign network. A new service, composed from localized information sources, appro-
priate language translators, and content reformatters, makes the underlying differences
transparent to the user. Such a service can be created quickly by simply connecting the
components across the network. But many entities participate in the realization of this
service, and they must be managed, authenticated and compensated in some way.

In the context of object-based systems, programming by composition across the net-
work is hardly new. Yet there are critical new challenges. The first is compositions across
independent service providers: Zagat owns the database and the web site, NTTDoCoMo
maintains the relationship with the client and collects her monthly bill, and Sprint pro-
vides the local wireless access as well as the gateway access to local services. Creating the
necessary mechanisms to support cooperative composition of services across indepen-
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dent service providers, each with its own authentication, authorization, and accounting
mechanisms, is an essential challenge.

JAL Travel created a new service from pieces, some of which were provided by
other third parties, such as Babelfish, and all of which need to run on machines intercon-
nected across the network, spanning Internet Data Center providers and Internet Service
Providers. Herein lies the second challenge: the ability for third parties to discover com-
ponents and to broker new services from constituent pieces, some of which may not
even be aware of the composition in which they are participating. As the qualities of
a composed service are no better than its weakest component, an essential need is for
brokers to be able to verify the performance and behavior of the assembled components,
whether or not these underlying participants are aware of their role in compositions.
If a component does not meet its performance or behavioral specification, it must be
“composed out”, and a new instance from a different provider “composed in”.

A third challenge for service providers is the need for an extensive set of new service
composition management tools. From a provisioning viewpoint, sufficient instances of
the components need to be placed at locations within the network to ensure scalable
performance and high availability even in the face of site failures or network outages.
Such placement also needs to ensure appropriate network and processing latencies to
achieve adequate responsiveness for the supported applications. Such tools include a
policy management mechanism for service providers to inform service composers about
how their instances in their network should be used for providing fault tolerant and load
balanced behavior. A pervasive monitoring and measurement infrastructure is needed to
detect changing access patterns and shifting workloads, to drive redirection to unloaded
service instances or to change the number and placement of deployed instances. Network
topology-awareness is important, for availability as well as performance. Placement and
connectivity issues are complicated since some service instances are anchored to fixed
locations, while lighter weight services can be placed close to the user community.

Further challenges arise when we consider user dynamics. A large number of for-
eign roamers like Ms. Tanaka converge in Salt Lake City, yielding flash crowds and
over-utilized spectrum. We need new ways of efficiently allocating resources in the con-
text of new service provider business models. The 3rd Generation Partnership Project
(3GPP) defines the concept of a Mobile Virtual Network Operator (MVNO) [[1], an en-
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tity with subscribers but no network. The MVNO provides wireless connectivity service
composed from the physical network resources of underlying wireless operators. In our
example, NTTDoCoMo acts as a virtual operator using spectrum for its subscribers from
the already established network operators such as Sprint, Cingular, and AT&T Wireless.
We view such a multi-provider relationship as just another case of service composition.
Today, the relationships between the virtual operator and the Mobile Network Opera-
tor (MNO) are static and negotiated long in advance (e.g., between Virgin Mobile and
One20ne in UK [T, see Fig. 2). But this is inefficient when user dynamics are con-
sidered; and we expect much more dynamic formation and dissolution of relationships
in the future. Thus, as a fourth challenge, we address issues in efficient resource allo-
cation across providers, considering the dynamics of user communities. In our MVNO
scenario, this translates to dynamically selecting (“roaming”) among co-located MNOs.
Figure Rl illustrates such dynamic allocations in the MVNO context. We envision that
dynamic relationships will last for short time-scales of minutes to hours, thus allowing
for load balancing, and efficient resource usage.

Our overall goal is to define a comprehensive reference model that is able to de-
scribe the assembly from components of end-to-end services with desirable, predictable,
enforceable properties, yet spanning potentially uncooperating service providers. We
are developing these concepts in the context of the SAHARA] project, which is also the
name of our prototype architecture. The next section summarizes the discussion above
with the technical issues in composition. Sec. Blpresents a classification of the different
kinds of composition and Sec. [4 presents a layered reference model for composition.
We describe the different mechanisms we employ to address the technical issues in
composition in Sec.[5l We discuss related work in Sec. [fland conclude in Sec.

2 Technical Issues

The scenario in our prior section can be understood along three dimensions in the choices
in service composition: (a) what set of services to use for composition, (b) which service
providers’ resources to use, and (c) which instances of each service to use for a particular
client session. In addition, we also have the issue of who makes these decisions. Consid-
ering these three dimensions, the technical issues that must be addressed in a reference
model for service composition are:

— Trust management and behavior verification: When multiple providers interact, it is
important to establish mutual trust. This is not only for the purpose of user authenti-
cation and billing, but also to verify the behavior of the components in composition.
Does a component meet its promises in terms of functionality, protocols, perfor-
mance, availability, or other properties?

— Adapting to network dynamics: With network dynamics, workloads can shift, con-
gestion can arise, and reachability to services can be lost. This implies the need
for performance monitoring, modeling and prediction, and a performance-sensitive
choice of providers and instances. We term this the service selection problem.

2 SAHARA: Service Architecture for Heterogeneous Access, Resources, and Applications;
http://sahara.cs.berkeley.edu
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— Adapting to user dynamics: User dynamics can cause different providers to face
varying demand for physical resources from their users. Allocation of resources
(spectrum, network bandwidth, CPU, etc.) across providers, based on current de-
mand is important to achieve fair/utility-driven resource allocation.

— Resource Provisioning and Management: For a given community of users and a set
of performance, availability, and administrative constraints, how many instances of a
service are needed? How can this be optimized given a knowledge of the provisioning
done by other service providers, and network topology information? We call this
the service placement problem. Also, how can service providers enforce their local
policies of the use of their service instances in a composition performed by a third
party? We term this the policy management issue.

— Interoperability across multiple service providers: When composing services across
providers, we have to deal with heterogeneity in protocols and data formats, as well
as authentication and authorization mechanisms.

3 Service Composition Models

We now classify service composition into two models based on the type of interaction
between composed component service providers and analyze their pros and cons: (1)
Cooperative Model: Service providers interact in a distributed fashion, with distributed
responsibility, to provide an end-to-end composed service; (2) Brokered Model: A sin-
gle provider, the broker, uses the functionalities provided by underlying service providers
and encapsulates these to compose the end-to-end service.

In either case, the end-user subscribes to only one provider. However, the difference
lies in the way the responsibility for the composed service is apportioned. The two
possibilities represent different business models for composition. In the cooperative
model, the properties of the composed service such as functionality, performance, and
availability, are guaranteed by the design of the distributed interaction, and through
service-level agreements between the interacting entities. Each service provider is only
responsible for providing guarantees for the portion of the composed service within
its domain. In the brokered model, the broker assumes responsibility for the properties
of the composed service. We can imagine a broker entering into contracts with service
providers, and using these to construct end-to-end composed services. The broker verifies
the functionality of the individual pieces in the service path. This is because individual
component providers may not trust each other — they may limit the information about
the state of their service they expose to the other providers in the composition, or may
actively seek to cheat on the quality of service they provide.

An example of cooperative composition is cellular roaming as a service, composed
from the resources of multiple mobile network operators, as in Sec. [[] The distributed
interaction between operators (NTTDoCoMo and Sprint) enables roaming. Another ex-
ample is end-to-end connectivity service in the Internet. An inter-domain routing protocol
allows cooperation between domains in a distributed fashion. In these examples, there
are long-term, static, negotiated contracts between the participant providers.

An example of brokered composition is the restaurant guide service assembled by
JAL Travel in our earlier scenario. It assumes responsibility for the functionality and
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performance of the composed service. Another example is the Yahoo portal service that
composes third party services such as the Google search engine, stock ticker and news.

Fig. Bl illustrates these alternate composition models. The models of composition
say nothing about the data flow, only the nature of interaction, or the business model,
between providers. As an example, in the brokered model, we could have data flow
through the broker, who assembles it (shown by the dotted lines on the top). Instead, the
broker could set up the data exchange and not be in the data path (shown by the dotted
line at the bottom of the figure).

The same composed service could be implemented in either model. Consider the
provision of a connectivity service with QoS guarantees between two points on the
Internet. In a cooperative model, ISPs enter into service level agreements that specify
mutual QoS guarantees. These may be stitched together in a distributed fashion to of-
fer end-to-end guarantees (www.merit.edu/working.groups/i2-qbone-bb). In a brokered
model, a provider like InterNAP (www.internap.com) purchases pipes with specified
guarantees from individual ISPs and uses them to provide QoS to its customers.

Each of these models is suited to a particular environment. In the cooperative model,
providers work together and can share performance information to ensure end-to-end
properties of the composed service. However, they must rely on each other, which leads
to issues of trust. Since the responsibility for the composed service is distributed, each
provider must continuously verify that the others with whom it has agreements meet their
service specifications. These specifications are in terms of functionality, protocol, per-
formance, and availability. Such comprehensive verification is absent in the cooperative
composition of Internet connectivity service across network domains today.

In the brokered model, the broker composes an end-to-end service by selecting indi-
vidual services residing in different domains. This simplifies service deployment since
the members of the composition need not agree among themselves, only with the broker.
This also enables the composition of services across competing service providers. The
broker assumes responsibility for constructing the entire end-to-end service path. Bro-
kering is a powerful tool to construct services from providers who are not necessarily
aware that they are participating in a larger end-to-end service (e.g., in Figure [[l Zagat’s
restaurant guide service does not know it is being composed with Babelfish’s language
translation service). However, because the broker has limited visibility into the under-
lying provider resources, sub-optimal utilization of provider resources may result. The
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nature of the composition and the relationships of the underlying service providers will
determine which model is most appropriate.

4 Service Composition: A Layered Reference Model

The previous section classified service composition by how responsibility is shared
across providers. Here we present a layered reference model for composition across
different layers of concern.

Composed services build on top of connectivity provided by the IP layer, the bottom
slice in Fig.[4(a). We assume that IP provides reachability, and build several “desirable”
properties in the connectivity plane. These include features such as performance guaran-
tees (e.g., latency, bandwidth, loss-rate bounds), availability guarantees (e.g., available
99.99% of the time), as well as functionality or protocol guarantees (e.g., guaranteeing
that a particular advertised Internet route is valid). We achieve them through composi-
tion at the connectivity plane, across multiple providers. This results in an “end-to-end
network with desirable properties”, as shown in the middle slice of the figure.

The connectivity plane is further divided into two layers: Enhanced links, and En-
hanced paths. The enhanced links abstraction is built between two interacting entities:
between two service providers, or between a provider and the end-user. This abstraction
achieves desirable performance oriented properties, and verification of routing protocols
between peering entities. Verification checks if the routes advertised by a peer are valid.
An example of this composition is of the MVNO choosing between multiple MNOs.
Here the enhancement is the improved performance through reduced call blocking rate,
due to dynamic load sharing across multiple MNOsH

Enhanced paths build on enhanced links, and provide desirable properties in an end-
to-end path between points on the Internet. The path spans multiple service domains, and
can be chosen adaptively via resource allocation across providers to meet performance or

3 Although it is not obvious here how this example builds on IP technology, it will be clear after
a discussion of the mechanisms for resource allocation, in Sec. [
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availability constraints. Our reference model is independent of whether the performance
guarantees are strict, or simply “enhancements” to the best-effort Internet. Alternative
enhancements might be appropriate for different end applications.

The top half of the figure represents the application plane. These layers support
end-user applications and are in turn built on top of the end-to-end network. The middle-
ware services are enablers, such as the Babelfish language translation service, content-
distribution networks or video/audio transcoders. The application services layer consists
of services useful to end-users, such as the Zagat’s restaurant guide, search engines or a
voice-mail service. Composition at the application plane results in enhanced functional-
ity. In our example, the enhanced functionality is that of the restaurant guide appearing
in the user’s native language (Japanese) and presentation style (NTTDoCoMo user in-
terface) in a foreign network.

Service composition can be applied within and across these layers, as illustrated in
Fig. d(a). Fig. db) shows this more explicitly. A composed service at a higher layer
is composed of multiple services in the same layer, or of services at the layers below.
In Fig.[1, composition takes place across the application (restaurant guide), middleware
(language translation), and connectivity plane (roaming service enabled by Sprint) layers.
In Fig. B, composition is at the enhanced link layer, using the component connectivity
services offered by co-located MNOs.

We note that this layerization is only a reference model, and compositions need not
strictly adhere to it. Some application services can be composed directly of enhanced
links, without using the enhanced paths abstraction or middleware services. This will
occur typically in performance sensitive applications, where the composer needs full
visibility via a flat rather than a hierarchical composition. We next discuss the techniques
and mechanisms used in enabling composition as shown in Fig.[d(b).

S Mechanisms for Service Composition

The issues we listed in Sec. Rlappear in different flavors in the alternate models of com-
position. SAHARA is our architectural prototype to explore the mechanisms required to
address these issues. To understand the various mechanisms, we are working on several
case studies of composition. These cover the dimensions of classifications in last two
sections. We now describe the various mechanisms that we are designing to address
the challenges presented earlier and how they are used in the individual case studies.
We have performed in-depth evaluations of several of these mechanisms. Due to space
limitations, we summarize the evaluations of only a subset of these mechanisms.

5.1 Measurement-Based Adaptation

For service composition, it is desirable to dynamically choose service providers, and
service instances based on current network and server loads. Measurements can be
carried out by a third party measurement service — a common element of the service
infrastructure, or by the composer itself. This applies to both the cooperative and brokered
models of composition. We now describe two services that we are developing involving
measurement-based adaptation.
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We are developing a general end-to-end Internet host distance estimation service.
Such a service is especially useful in a brokered composition since the broker does not
have insight into the network characteristics of individual providers. Given the potential
large numbers of service providers and instances, to scale the measurement service, we
cluster the end hosts to be monitored based on the similarity of their perceived distance
to the measurement points. The cluster center is then used as a single measurement
target for future monitoring. Simulations with real Internet measurement data show that
our scheme has good prediction accuracy and stability with a small communication and
computation cost [2].

An application service that we have developed is the Universal Inbox [3]], a metaphor
for any-to-any communication across heterogeneous devices and networks. Data trans-
formation services such as audio/video transcoders and text <+ speech engines are ex-
tensively used to adapt content between communicating devices. For example, in our
earlier scenario, Ms. Tanaka’s email service could be composed with a text-to-speech
conversion service so that she can listen to emails over her cellular-phone. We use the
brokered model of composition here. To adaptively choose service providers and in-
stances, we have designed a middleware measurement layer that exchanges network and
server load using a link-state algorithm [4]. This exchange takes place across service
execution platforms, enabling a dynamic choice of service instances, possibly in the
middle of the user sessions, to hide network and server failures from end-users.

A critical challenge that we address in the context of such an application is availabil-
ity. When composed services span multiple providers, data could traverse the wide-area
Internet. We detect and recover from Internet path failures quickly by using the mid-
dleware measurement layer to choose alternate service instances for the client session.
Our measurements in [4] show that Internet path failures that happen due to congestion
or other factors can be detected reliably within about 2 seconds. Further, subsequent
recovery by using alternate service instances can be completed in a few hundred mil-
liseconds. Thus, network path failures lasting several tens of seconds to minutes [5]] can
be completely masked from the end client.

In addition to these two services, we have also designed and implemented a mea-
surement methodology [6] to improve DNS-based server selection, which is a common
technique used by Content Distribution Networks (CDNs) today. Our technique enables
the collection of client to local DNS server mappings to allow more accurate server
selection based on a client’s local DNS server. Understanding the distribution of HTTP
requests corresponding to local DNS servers also enables better load prediction given a
DNS request and thus improved server selection mechanisms.

5.2 Utility-Based Resource Allocation Mechanisms

In a multi-provider environment, different providers may experience different demands
for resources due to user dynamics. Demand or utility-based resource allocation can
be applied within a service provider to manage its instances. In the brokered model, it
can be used to allocate resources across providers. In SAHARA, we are exploring two
resource allocation mechanisms.

Auctions are one way of constructing a marketplace where a resource, such as band-
width or physical spectrum, can be dynamically allocated. Auctions allocate resources
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Fig. 5. Congestion-sensitivity in QoS-based redirection

to consumers based on their bids, which represent the value of the good to them. Further-
more, the resource can be subdivided into units, and multiple bidders can be allocated the
resource until the resource pool is exhausted. Auctions can occur in rounds, where the
allocation determined by each round can be for some future time period. Auction-based
allocations in a multi-provider environment can provide the mechanism for demand-
based resource allocation. For instance, in the MVNO scenario in Section [I] spectrum
resources could be auctioned off every few minutes to competing virtual operators based
on their current user-load in the area of coverage.

Congestion pricing is an allocation mechanism that assigns scarce resources to con-
sumers using the abstraction of price as a means to moderate demand. During high
demand, such a market ensures that the price increases. Only those consumers with the
greatest need and having sufficient currency will obtain the needed resource. During low
demand, the price drops, and access to the resource with be cheap and plentiful. This
approach should yield an assignment of resources (supply) to the need (demand) that
adapts to instantaneous demands [7]].

As an application that uses the congestion pricing mechanism, we have looked at the
selection of Voice-over-IP (VoIP) gateways across multiple providers [8]]. These gate-
ways are deployed by independent entities, and exchange dynamic pricing information
as well as the peering relationships between the provider entities based on the IETF
TRIP (Telephony Routing over IP) protocol. The price is decided based on the load,
or congestion, at each gateway; and the user gets to choose between several gateways
based on the price and the required quality of service. This achieves pricing-based load-
sharing among the gateways. In [9], we looked at the trade-off between using QoS-based
redirection (nearest VoIP gateway) and congestion-based redirection. This is shown in
Figure[3where we see that incorporating congestion-sensitivity in QoS-based redirection
can improve call blocking rate by as much as a factor of three in comparison to random
redirection. We also observe that increasing congestion-sensitivity does not significantly
degrade the QoS of the VoIP calls.

5.3 Trust Management and Verification of Service/Usage

An important issue for composition is the establishment and monitoring of trust relation-
ships between inherently untrusting entities. This is important in cooperative composition
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where providers have pairwise service agreements between them. This is also important
in brokered composition where the agreements are with the broker. Typically a AAA
(Authentication, Authorization and Accounting) server governs service instances and
users within one administrative domain. However, in our scenario, we need to compose
services across domains governed by multiple, different AAA servers.

We are investigating an authorization control scheme with credential transformations
to enable cross-domain service invocation [[I0]. Federated administrative domains form
credential transformation rules based on established peering agreements. These are used
by a AAA server to make authorization decisions for a service request from an affiliated
domain.

Another important issue in service composition is to verify whether the provided
service adheres to the desirable properties advertised by its provider. Such properties
can be specified in a bilateral Service Level Agreement (SLA) between provider and
requester. We use parameter verification and usage monitoring as mechanisms to ensure
that the properties specified in the SLA are being honored. For instance, in a case-study
of connectivity composition across domains, we have border routers monitoring control
traffic from different providers to detect malicious route advertisements.

5.4 Policy Management

An advantage of cooperative composition is that each provider has visibility into its
network of services, while a broker does not. The disadvantage of this distributed form
of composition is the lack of central control over the composition that the broker enjoys.
This disadvantage can be minimized if some form of distributed policy management
is in place. Specifically, in cooperative composition, the service composition policies
of one service provider can be made visible to and applied at distant service providers
further along the composed path. Such policies may include which service instances are
for primary use and which are solely for use in various failure modes, and policies that
govern load balancing between instances.

A case study involving this principle is the distributed application of policies in
inter-domain routing on the Internet. The BGP protocol was not designed to allow local
policies to be imposed at distant points in the network. The Internet infrastructure has
been plagued of late with pathological routes that attempt to impose such inter-domain
routing policies by tricking distant service providers’ route selections [[L1].
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To address this issue, we are developing an architecture [12] that allows distributed
policy management between service providers. By negotiating policy changes at various
points in the topology using a map, policy agents can improve load balancing and fault
tolerance. We build an AS relationship map in [13]] by using BGP measurements from
multiple vantage points. The map indicates the nature of inter-provider relationship that
exists between neighbor ASes: peer-to-peer or customer-provider. Figure (6] shows a
summary of the results from this study.

5.5 Interoperability through Transformation

Interoperability is important for service composition across different service providers.
Data and protocols formats may need to be transformed for interoperability across het-
erogeneity. This is an important issue for composition in the connectivity plane and in
the application plane where services have more complex interfaces. Defining the service
interface and propagating it are two key challenges here. We have investigated one such
interoperability service at the connectivity plane. In our broadcast federation work [[14],
a global multicast service is composed from the multicast implementations in differ-
ent provider domains. We use protocol transformation gateways between administrative
domains that have non-interoperable implementations of multicast.

5.6 Service Deployment

In any composition model, a service provider has to decide how many instances to place
and where to place them. In SAHARA, we are exploring two mechanisms to enable such
decisions. (1) First, we infer inter-provider relationships between Internet ASes by pas-
sively monitoring inter-domain routes from multiple locations [13]. Such a relationship
map allows us to understand traffic flows in the underlying network topology by giving
more information about reachability between points in the network, than a simple con-
nectivity graph. This richer reachability information helps in service instance placement
— the provider can ensure that there are sufficient instances with good reachability from
various points on the Internet. (2) Next, we have designed a dynamic replica placement
protocol that enables an application level multicast tree for Web content distribution.
This can meet client QoS constraints and server capacity constraints, while retaining
efficient and balanced resource consumption [[15]. To provide a scalable solution, we
aggregate the access patterns of clients that are topologically close in the network. We
use incremental clustering and distribution based on client access patterns to adaptively
add new documents and purge old ones from the content clusters [|L6].

6 Related Work

Related work falls into two categories: (a) Architectures for seamless integration of
devices and services, and (b) Internet-based web-services initiatives.

Architectures for Seamless Device/Service Integration: The UMTS model [17] ad-
mits of a sophisticated accounting, billing, and settlements architecture to support third-
party brokering between subscriber needs for service and multiple service providers.
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However, there is no explicit consideration of where service provision and service medi-
ation should exist in this architecture, other than in the core network that ties together var-
ious access networks. The Virtual Home Environment (VHE) concept of IMT2000 [18]]
permits users to roam away from home, seeing the same service interface (service mo-
bility). ICEBERG [|19] looks at extensible personal and service mobility. Nevertheless,
these efforts do not consider composition of services across multiple providers, efficiency
through network awareness, or resource allocation issues.

TINA [20] is a CORBA-based [21] service architecture. The TINA reference archi-
tecture contributes the conceptual separation of the business model, the informational
model, and the computational model. Its three layer model of applications, distributed
processing, and network environment has influenced our layerization of composition
in SAHARA. Key differences are that SAHARA adds elements of composition across
heterogeneous providers, with a greater awareness and management of the underly-
ing network topology. SAHARA also considers resource management via placement,
allocation, redirection to services and resources.

Internet-Based Web-Services Initiatives: There are several industrial initiatives to
enable web-services which “integrate PCs, other devices, databases, and networks into
one virtual computing fabric that users could work with via browsers” [22]]. These include
HP’s e-speak (www.e-speak.net) and web-services platform, Microsoft’s .NET, and Sun
ONE. These are based on a language for description of web services (WSDL), acommon
wire format for these descriptions (SOAP), and a registry to support service location
(UDDI). Microsoft’s .NET also defines a language independent software platform for
easy and secure interoperation of applications [22)]. However, these do not define a
wide-area service architecture; they are complementary to SAHARA'’s goals of service
placement, resource allocation, and network awareness aspects.

7 Conclusions

In this paper, we have presented a vision of distributed systems composed from ser-
vices placed in the wide-area Internet, and spanning service providers at different levels.
SAHARA is our evolving architectural prototype for the creation, placement, and man-
agement of services in next generation networks. Our goal is to enable end-to-end service
composition with desirable, predictable and enforceable properties spanning multiple
potentially distrusting service providers. We investigate two forms of service compo-
sition under different business models with varying degrees of cooperation and trust
among providers. We classify component services and composed services into a lay-
ered hierarchy. The overarching themes in the various techniques and mechanisms that
we use for composition include (a) measurement-based adaptation through dynamic
choice among service providers and service instances, (b) utility-based resource alloca-
tion for demand-driven load sharing across provider resources, and (c) a trust-but-verify
approach to management of trust and behavior verification when multiple providers in-
teract to provide a composed service. We continue to develop these mechanisms through
prototype distributed applications spanning wide-area networks, and constructed through
service composition at various layers under different models.
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Abstract. Examples for ubiquitous computing applications usually
come from the household domain. Typical lists include microwave ovens
with integrated web-pads, refrigerators or washing machines with remote
Internet connections for maintenance access, and even instrumented cof-
fee mugs or clothes. While many of these examples have substantial en-
tertainment value, the likelihood of their realization and pervasive de-
ployment in the not too distant future is questionable. There is, however,
another application domain for ubiquitous computing which holds sub-
stantial promise, but is often overlooked: the automotive sector.

Cars are fairly attractive protagonists for ubiquitous computing: They
are large enough to have communication devices integrated in them, in
fact, a substantial portion of them has integrated phones today. They
come with their own power source which can also feed their communica-
tions equipment. Their price is some orders of magnitude higher than
that of the device to be included, so the relative price increase to make
them communicate is small. And, perhaps most importantly, some ser-
vices such as mayday, remote tracking, or telediagnosis make vehicle
connectivity desirable for car buyers and car manufacturers alike.

In this talk, we discuss how ubiquitous computing in the automotive do-
main can become a reality. We investigate the principal services resulting
from network-connected cars, focussing on vehicle-originated rather than
passenger-related communication as we believe that ubiquitous comput-
ing is more about communicating machines than communicating hu-
mans. Within the vehicle-centric services identified, we distinguish be-
tween client/server and peer-to-peer applications, resulting in different
communication requirements and system setups. We outline some net-
work solutions to meet these requirements, including technologies for
car-to-infrastructure and car-to-car communication in different regions
of the world. We conclude by discussing the overall effect which these
developments may have on the automotive industry.
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Abstract. Ubiquitous computing embodies a fundamental change from
traditional desktop computing. The computational environment is aug-
mented with heterogeneous devices, choice of input and output devices,
mobile users, and contextual information. The design of systems and
applications needs to accommodate this new operating environment. In
this paper, we present our vision of future computing environments we
term User Virtual Spaces, the challenges facing developers, and how they
motivate the need for new application design. We present our approach
for developing applications that are portable across ubiquitous comput-
ing environments and describe how we use contextual information to
store and organize application data and user preferences. We present an
application we have implemented that illustrates the advantages of our
techniques in this new computing environment.

1 Introduction

Ubiquitous computing challenges the conventional notion of a user logged into a
personal computing device, whether it is a desktop, a laptop, or a digital assis-
tant. When the physical environment of a user contains hundreds of networked
computer devices each of which may be used to support one or more user appli-
cations, the notion of personal computing becomes inadequate. Further, when a
group of users share such a physical environment, new forms of sharing, cooper-
ation and collaboration are possible and mobile users may constantly change the
computers with which they interact. We believe this requires a new abstraction
for computing which we term a User Virtual Space. The User Virtual Space is
composed of data, tasks and devices associated to users, it is permanently active
and independent of specific devices, moves with the users, and proactively maps
data and tasks into the users’ ubiquitous computing environment according to
current context.

User Virtual Spaces pose several challenges regarding data availability, ap-
plication mobility and adaptability, context management, and resource coordi-
nation. As a result, applications must provide functionality to be partitioned

* This research is supported by a grant from the National Science Foundation, NSF
0086094, NSF 98-70736, and NSF 99-72884 CISE.
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among different devices, move from device to device, and adapt as demanded by
users and their environment. We believe that this environment requires support
from an external software middleware infrastructure that provides a standard set
of mechanisms and interfaces to coordinate the contained resources. We use the
term active space to refer to any ubiquitous computing environment orchestrated
by such a middleware infrastructure.

In this paper, we discuss our proposed solution for constructing user-centric,
space-aware, multi-device applications, which meet the requirements imposed by
User Virtual Spaces and describe an example application that we have imple-
mented in our prototype active space. The remainder of the paper continues as
follows: Section Bl discusses the motivation for our application framework. Sec-
tion [3] details the framework and Section Hl discusses how data is managed in
our environment. Section Bl gives an overview of our development platform and
Section [Bl describes an application developed with our framework, which includes
how the application is created, instantiated, and used. Sections [7 and [§] discuss
related work and conclusions, respectively.

2 DMotivation

Aspects unique to User Virtual Spaces motivate the need for a different approach
to application construction. Below we discuss some of the inherent difficulties in
the environment that affect applications. In later sections, we present our model
for building applications that accommodates these challenges.

Context. A distinguishing feature of ubiquitous computing is context-driven
application adaptation. Context can trigger changes in applications to adapt to
the surroundings of a user in order to facilitate the use of the computational
environment [10J2]. User Virtual Spaces maintain a collection of data for each
user that may be remotely distributed and constitutes user’s application data,
configurations, and preferences. For any given task, only a portion of this per-
sonal data may be required; context can be used to organize data such that the
information pertinent to the current context is easily accessible. Limiting the
amount of data is even more important when a space is populated by a number
of users that have come together to perform a specific task, where each user may
contribute some amount of information to the shared space, and the amount of
aggregate information can become large. By pruning irrelevant material not nec-
essary for the current task, locating information may be simplified. In addition,
continually running applications may not have the luxury of human interven-
tion to manually search for data. If relevant information, which may change over
time, is known to exist in a particular location, the application is relieved from
performing costly searches over the entire collection of data.

Binding. Ubiquitous environments are often task-driven, which often precludes
applications from being permanently associated to a single device, or to a col-
lection of well-defined devices. Applications must be constructed so they can be
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partitioned and mapped into the most appropriate resources according to phys-
ical context, personal configurations, and other attributes, thereby transferring
the application binding from particular devices to users and spaces. Consider
a music jukebox application, in which the application automatically finds and
uses the most appropriate resources to continue playing and controlling the mu-
sic as context changes (e.g., as the user moves from office to car) The emphasis
is on the application itself, instead of the devices used to execute and control
the application.

Mobility. Mobility affects the application architecture by requiring the ability
to migrate parts of their functional components at runtime. User mobility also
has implications on data availability; users should not be burdened with man-
ually transferring files or data, be it configurations, preferences, or application
data. Personal data should be available to them regardless of their physical lo-
cation. Data becomes implicitly linked to a user and can follow them around,
becoming available whenever they enter a new active space.

Adaptability. Application developers should not be concerned with the com-
plexities of data format conversions; they should gain access to data in a par-
ticular format by simply opening the data source as the specific desired type
and the system should be responsible for automatically adapting content to the
desired format.

User preferences or influences from the environment may also affect the inter-
nal structure of an application. Applications must expose a means to configure
this structure in order modify the way in which a user interacts with an ap-
plication or the way in which the application data is presented. For example,
control of an application running in an active space may be passed between
group members who have different devices, new controllers may be attached to
enable parallel manipulation of the application, or a user may switch to a new
type of controller, such as from pen-based to voice-activated.

3 Application Framework

Ubiquitous environments require a user-centric multi-device application model
where applications are partitioned across a group of coordinated devices, receive
input events from different devices, and present their state using different types
of devices. Applications must be designed such that their composition may be
changed based on the context of the current situation. Therefore, the structure
of an application must be described by a generic set of components that can
be customized based on the available resources or preferences. This gives users
more flexibility in deciding how to interact with applications by allowing them
to choose among a number of input, output, and processing devices.

To address the challenges inherent in developing applications for ubiquitous
computing environments, we have developed an application framework that as-
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sists in the creation of generic loosely coupled distributed component-based ap-
plications. The framework reuses the application partitioning concepts described
by the traditional Model-View-Controller and introduces new functionality to
export and manipulate the bindings of the application components. Exposing
information about component bindings allows reasoning about the composition
of the application components, and enables modification of this composition
according to different properties, such as context and user preferences.

Our application framework defines three basic components that constitute
the building blocks for all applications: the Model, Presentation (a generalization
of the View), and Controller, where the Model implements the application logic,
the Presentation exports the model’s state, the Controller maps input events
(e.g., input sensors and context changes) into messages sent to the model. To
coordinate these components, the application framework introduces a fourth el-
ement, called the Coordinator, which is responsible for storing the application
component bindings, as well as exporting mechanisms to access and alter these
bindings, such as (dis)connecting a controller or presentation, and listing cur-
rent presentations. The Model, Presentation, and Controller are strictly related
to application functionality, while the Coordinator implements the meta-level
functionality of the application. The application framework (MPCC) defines
methods for performing common tasks, such as application mobility.

Coordinator

! 'l Input Sensor |
T | Presentation

Application ! Application
Base-Level | Meta-Level

Fig. 1. The Model-Presentation-Controller-Coordinator application framework decou-
ples application components and exposes the internal structure of the application

Applications are constructed independent of a particular active space by us-
ing generic application descriptions that can be customized for the resources
available in a specific space. For example, a calendar application running in an
active office may use a plasma display to present the appointments for the week,
a handheld to display the appointments for the day, and may use a controller
running in the desktop PC to enter data. However, the same calendar running
in a vehicle may use the sound system to broadcast information about the next
appointment, and use a controller based on speech recognition to query the cal-
endar or to enter and delete data. The framework defines two types of application
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description files: the application generic description (AGD), and the application
customized description (ACD). The AGD is independent of the space in which
the application runs and contains information regarding the required compo-
nents that compose the application, such as the name and type of components
and the number of instances allowed. The AGD acts as a template from which
concrete application configurations can be generated. The ACD is an application
description that customizes an AGD to the resources of a specific active space.
The ACD consists of information about what components to use, how many
instances to create, and where to instantiate the components. The application
framework offers tools that allow users to create and store ACDs. The resulting
ACD is a script that coordinates the application instantiation process.

4 Application Data

Generated ACDs are typically associated with the context for which they are
created. Therefore, we store application configurations in the context of the ac-
tive space, particular to the owner of the configurations. We have developed a
data management system that is context aware and plays the role of a file system
in a traditional environment. It allows application data to be organized based
on context to limit the scope of a user’s full collection of data to what is im-
portant for the current task and provides dynamic data types to accommodate
device characteristics and user preferences. The system uses context to alleviate
many of the tasks that are traditionally performed manually or require addi-
tional programming effort. More specifically, context is used to 1) automatically
make personal storage available to applications, conditioned on user presence,
2) organize data to simplify the location of data important for applications and
users, and 3) retrieve data in a format appropriate to user preferences or device
characteristics.

The file system is composed of distributed file servers and mount servers.
Each file server manages data on the machine on which it is executing. An
active space maintains a single mount server, which stores the current storage
layout (i.e., namespace) of the space. The mount server contains mappings to
data relevant to the active space, as well as the personal data of users. The
user mappings are dynamic, changing as users move between spaces; when a
user enters an active space, their personal data is dynamically added, making it
locally available.

There are occasions when data is generated in a different context from which
it will be used. In such cases, the context in which the data is important must be
explicitly attached to the data to make it available in the specified context. Our
system uses standard file system primitives (i.e., rename, remove, copy, mkdir)
to attach and detach context to files and directories.

The system constructs a virtual directory hierarchy based on what types of
context are available and what context values are associated with particular files
or directories. What data items are available depends on the current context of
the active space, which may change over time as users move, situations change,
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Fig. 2. The file system architecture consists of distributed file servers (FS) and mount
servers (MS). A mobile handheld may be used to carry the mount points of a user,
which can be merged into an active space to make remote personal storage available
to the space

or new tasks are initiated. The layout of the directory hierarchy is implemented
using the mounting mechanism, where mount points are owned by users and
contain context indicators. Mount points may be automatically retrieved from
a home server or can be carried with a user via a mobile handheld device and
injected into the current environment to make personal storage available to ap-
plications and other users, as shown in Figure 2l In our current implementation,
we employ the latter approach. A special directory called “current” aggregates
data that is important to the current context. This supports the concept of the
User Virtual Space by automatically configuring an active space to the needs of
the user and the tasks being performed. Even though a user’s data may be dis-
persed among several remote machines, that data is presented as a single source
with only pertinent information visible.

We have implemented a shell and graphical directory browser, shown in Fig-
ure [3, that can be used to view the virtual directory structure, can be used to
associate context with files and directories, and can launch applications.

5 Infrastructure

We have developed a middleware infrastructure, called Gaia [9], that exports and
coordinates the resources contained in a physical space and provides a generic
computational environment. Gaia converts physical spaces and the ubiquitous
computing devices they contain into a programmable computing system. Gaia
is similar to traditional operating systems by managing the tasks common to
all applications built for physical spaces. Each space is self contained, but may
interact with other spaces. Gaia provides core services, including events, entity
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Fig. 3. Screenshot of the context file system browser. The virtual hierarchy is used to
attach context to files and directories

presence (devices, users, and services), context notification, discovery, and nam-
ing. By specifying well-defined interfaces to services, applications may be built
in a generic way that are able to run in arbitrary active spaces. The core services
are started through a bootstrap protocol that starts the Gaia infrastructure.

6 Presentation Manager

In this section, we present the Gaia Presentation Manager (GPM), an application
based on the application framework that provides functionality for creating and
presenting synchronized slide shows. These slide shows exploit multiple input and
output devices contained in a ubiquitous computing environment, can present
multiple (possibly different) slides simultaneously in multiple form factors, can
attach and detach controllers, and can migrate slides views to different displays.

The functionality to edit synchronized slide shows allows users to define the
number of steps for the presentation, select multiple slides from existing Power
Point files, and specify synchronization rules. These synchronization rules define
which slides to present in every step, and what display to use for every slide.
The functionality to present the synchronized slide shows allows users to navi-
gate through the different steps of the presentation. As an MPCC application,
the GPM also exports functionality to move and duplicate controllers and pre-
sentations, adapt to different active spaces, and partition the application among
multiple devices. Figure [ shows the application running in our prototype ac-
tive space. We have implemented and currently use the GPM to present slide
shows in our experimental active space, which implements the full functionality
described in this section.
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Fig. 4. Example of an active meeting room in which the presentation manager is de-

ployed
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Fig. 5. Schematic of the GPM application architecture

6.1 Application Design and Implementation

The GPM is composed of five components: Model, Presentation, Controller,
Editor, and Coordinator, as shown in Figure Bl The GPM implements the first
four components and reuses the default Coordinator provided by the application
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framework; the GPM does not require any special behavior from the Coordina-
tor.

The GPM model uses an acyclic directed graph to model the synchronized
slide show presentation. Nodes in the graph store information about the slides to
present and the displays to use, while arcs define the transition order. The GPM
model defines an abstraction called a wvirtual display that decouples the slide
show views from specific environmental resources. While editing, users assign the
slides to the virtual displays, which will be mapped to real displays contained in
the ubiquitous computing environment. When the state of the model is changed
by a controller, the model sends a notify event to all presentations. Presentations
affected by the model’s state change contact the model to retrieve the new
changes and update their presented information. The GPM Model leverages
the event functionality implemented by the Gaia middleware infrastructure to
notify the GPM presentations.

The GPM presentation provides functionality to display the contents of a
slide. When instantiating a GPM presentation, the application assigns it an id
that corresponds to one of the virtual display ids used by the GPM model. During
the presentation of a synchronized slide show, the GPM model sends update
events including a virtual display id and information specific to the update.
GPM presentations compare the received virtual display id with their assigned
id to decide whether or not to they need to update their assigned slide.

The GPM controller is used during the presentation of the synchronized slide
show and provides functionality to start and stop the presentation, and move to
the next and previous step.

The GPM editor is a design-time tool used to edit the synchronized slide
show presentation. It provides functionality to create and delete steps, create
and delete virtual displays, select existing Power Point presentations, assign
slides to virtual displays, and save the synchronized slide show presentation.

Table [ presents the AGD defined for the GPM. The model, for example, is
implemented by a component named CORBA/GPMModel, requires the name
of a previously created synchronized slide show as an input parameter, has a
cardinality of one (a GPM application has exactly one model), and requires an
ExecutionNode device (device with functionality to execute components) run-
ning on Windows 2000.

6.2 Using the Application

This section describes the different mechanisms involved in using the GPM ap-
plication in a real environment: a meeting room equipped with a variety of
resources including four 61” plasma displays, 6 touch screens, two Sound Web
audio systems, badge detectors, and IR beacons. Mobile devices communicate
with the applications and services in the active space via 802.11 wireless. We
describe the usage of this application for a group presentation in the active
meeting room, consisting of the following actions: creating an ACD for the ac-
tive meeting room, entering the meeting room, registering a handheld device,
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Table 1. Examples of a presentation manager AGD (left) and ACD (right)
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Model { Application = {
ClassName CORBA/GPMModel Model = { {
Params -f <fileName> ClassName ="CORBA/GPMModel",
Cardinality 1 1 Hosts = {{ "amrl.as.edu" },}
Requirements device=ExecutionNode T3,
and 0S=Windows2000 Presentation = {
} ClassName ="CORBA/GPMPresentation",
Presentation { Hosts = { { "plasmal.as.edu","-i Outline" },
ClassName CORBA/PPTPresentation { "plasma2.as.edu","-i Current" },
Params -i<VirtualDisplayID> { "projector.as.edu","-i Main" },
Cardinality 1 * { "plasma3.as.edu","-i Figures" },
Requirements device=Display { "plasma4.as.edu","-i Details" }
and 0S=Windows2000 }
} } 3},
Controller { Controller = { {
ClassName Exec/VCRController Classname ="Exec/GPMNavigationController",
Cardinality 1 * Hosts = {{ "touchscreenl.as.edu"},}
Requirements device=Touchscreen } 3,
and 0S=Windows2000 Coordinator = { {
} ClassName ="CORBA/Coordinator",
Coordinator { Hosts = {{ "amr2.as.edu","" },}
ClassName CORBA/Coordinator } 1,
Cardinality 1 1 }
Requirements device=ExecutionNode
and 0S=Windows2000
}

mounting personal data storage, starting the application, and interacting with
the application.

Creating an ACD for the Active Meeting Room. The application frame-
work provides a tool to generate ACDs from an AGD based on the resources
available in an active space, as shown in Figure [6l This tool parses the GPM
AGD and presents a list of devices contained in the active meeting room compat-
ible with the requirements specified by each application component. When the
specialization is finished, the specialization tool generates an ACD customized
for the active meeting room where the presentation will be held.

ACDs are space dependent and user specific. Different users may have differ-
ent configuration preferences for the same application and the same active space.
The specialization mechanism stores the resulting ACD in the users’ personal
storage and attaches information specific to the context for which the AGD was
customized. The customized application description presented in Table [l is the
result of customizing the AGD to the active meeting room.

Entering the Active Meeting Room. The active meeting room is equipped
with active badge detectors, iButtons, and infrared beacons to detect people en-
tering the room. The speaker walks in the room with a handheld device (equipped
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Fig. 6. The specialization tool is used to customize an AGD to the resources available
in an active space

with an infrared port) and points it at the infrared beacon. The handheld device
receives a reference to the active meeting room that allows the speaker to access
available services via the handheld’s wireless interface. The handheld uses this
reference to register itself with the the active space, thereby becoming a resource
of the active meeting room. The speaker then uses the handheld to merge the
personal data mount points into the mount server of the room. Based on the
current context, the synchronized presentation and the ACD files are visible in
the “current” directory.

Starting the Application. Using the graphical directory browser, the speaker
finds the file for the presentation in the “current” context directory. The context
file system browser allows mapping file extensions to applications. Although this
is a common practice in almost every traditional file browser (e.g., Windows
Explorer, and KDE File Manager), ubiquitous computing environments require
additional functionality for the mapping mechanism. Specifying a single default
application for every file extension is not sufficient because an active space al-
lows multiple layouts for the same application. Furthermore, different users may
have different preferred configurations. The file browser solves this problem by
selecting the ACDs in the speaker’s “current” directory and allowing the speaker
to choose one of these ACDs. This mechanism presents the speaker with ACDs
associated to the file extension and relevant to the current context. Once the ap-
plication is started, the four plasma displays and the projector have an instance
of a GPM presentation and the GPM controller is displayed on the touch screen.
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The GPM controller is a GUI with four push buttons and is used to start, stop,
and navigate through the slides.

Interacting with the Application. The speaker starts the presentation us-
ing the controller, which triggers the four plasma displays and the projector to
display the first slide of the presentation, according to the synchronization infor-
mation stored in the model. The flexibility of the application framework allows
the speaker to move or duplicate both controllers and presentations to any dis-
play in the room, including handhelds owned by attendees. For example, if the
speaker wishes to start a video that requires an occupied display, the slide ren-
dered on the display can be moved to an auxiliary display. Since both the video
and presentation applications have the same control interface, the controller may
be reused by simply attaching it to the video application.

7 Related Work

Our work is related to work involving ubiquitous computing, application con-
struction, and data management. The Easy Living project at Microsoft [6] fo-
cuses on home and work environments and includes an infrastructure that allows
user interfaces to move, according to user location. We differ in that we change
the way in which applications are built by partitioning them across devices. Our
work is similar to the Interactive Workspaces [4] from Stanford in that we believe
there is a need for a supporting infrastructure or operating system in workspaces.
However, we consider the concept of the virtual space in which applications and
data are associated to the user and can move with them. The Aura architec-
ture [12] allows tasks to be bound to users, similar to our virtual space concept.
We are also considering application partitioning and dynamic composition. The
Virtual Home Environment (VHE) model [3] proposes an architecture where
mobile users may access their environment (e.g., services) from different loca-
tions and devices. The model considers device and network heterogeneity with
the goal of presenting a consistent look and feel to services. Our model is more
related to an operating system, by treating a space as a programmable entity to
assist in the development of interactive ubiquitous applications.

PIMA [1] and I-Crafter []] propose models for building platform independent
applications. Developers define an abstract application that is automatically cus-
tomized at run-time to particular devices. PIMA and I-Crafter generate appli-
cations for a single device, while we consider applications partitioned across de-
vices. The Pebbles [7] project is investigating partitioning user interfaces among
a collection of devices. While Pebbles is mostly concerned with issues related to
GUIs, our application model focuses on the application structure (logic, control,
presentation, and meta-level management), application life-cycle, and applica-
tion adaptability and configurability.

Early work in integrating context with file access was investigated as part of
the ParcTab project [I1]. The tab allowed access to files that were meaningful to a
particular location. As users moved between office spaces, the file browser would
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change to display relevant data. While they only considered location in their file
system, this seminal work was important in establishing the relevance of context
in data access and application adaptation. Research in tangible interfaces has
proposed tying digital information to physical objects, which can trigger some
action (e.g., file transfer) when they are discovered by a new environment [5]. We
expand on this idea by treating the user as the physical object that triggers the
addition of information into a space. The FUSE research group has developed
applications for teamwork support based on active documents [13]. Our work
differs in that we allow arbitrary context to be attached to data and we consider
user configurations and preferences as part of the user’s context data.

8 Conclusions and Future Work

This paper has presented our framework for building applications in future com-
puting environments in which a user’s environment is implicitly linked to them
and is available as they move between physical spaces. Such an environment di-
verges from the traditional desktop environment due to factors such as context,
mobility, and device heterogeneity. Our framework deals with both the structure
of the application and the management of the data, which includes application
data, configurations, and user preferences. Application logic is separated from
presentation and control and the framework introduces a meta-level component
that is used to expose the internal structure of the application so that it may be
manipulated. Our framework is built on top of a ubiquitous computing middle-
ware infrastructure we have developed that has allowed us to experiment with
several applications. Applications built using the framework are described in
generic terms and may be customized for the resources that are available in a
particular space. As a user moves between spaces, the application can (un)bind
new hardware resources and interfaces when they become (un)available. We be-
lieve that future applications will have increased flexibility in terms of choice of
devices, partitioning, and migration to accommodate the requirements of User
Virtual Spaces. This degree of suppleness is amenable to applications being con-
structed with a component-based approach, where portions of the application
may be swapped, removed, or added.

Our future work will involve increasing the ease with which our applications
may be used and configured. We have built several applications that have fit
well into the framework. However, we will be constructing more applications
to validate our approach to building a wide range of ubiquitous applications.
Gaining more experience with building and instantiating ubiquitous applications
will help us to refine the framework and the management of application data.
Our current implementation does not include access control or authentication.
We are currently developing a security architecture to control access to devices,
applications, and data.
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Abstract. Labscape, a ubiquitous computing environment for cell biologists,
was implemented twice: once using only standard tools for distributed systems
(TCP sockets and shared file systems) and once using one.world, a runtime
system designed specifically to support ubiquitous applications. We analyze
Labscape in terms of the system properties that are required to provide a fluid
user experience. Though the two implementations are functionally and
architecturally similar, we found a significant difference in the degree to which
they each exhibited the required properties. The fact that one.world was not
designed specifically with Labscape in mind yet was found to support the
application’s requirements well suggests that ubiquitous applications have
many aspects in common, and can benefit from a system support layer for
coping with dynamic environments. We present, in detail, the concepts
embodied in one.world that we have found to be most important for Labscape,
and how some of these concepts might be extended.

1 Introduction

Labscape is a ubiquitous laboratory assistant that helps cell biologists in several ways:
it presents needed information in the context of the experiment; it records experiment
data and observations as the work is performed; and it provides ubiquitous access to
the experiment record to support communication and collaboration. This project was
not undertaken explicitly to evaluate systems technologies for ubiquitous computing,
yet we have learned a great deal about the role that systems technology should play in
realizing high performance, robust smart environments.

Labscape was initially developed using standard tools for distributed systems (TCP
sockets and shared file systems). Although we achieved some degree of success in our
first development effort, the resulting system failed to deliver adequate performance
and reliability to support continued development. As a result, Labscape was re-
implemented on one.world [1], a comprehensive run-time system that imposes a
programming model specifically designed to support ubiquitous applications. The
purpose of this paper is not to evaluate one.world against other systems for distributed
programming; rather it is to offer some conclusions, based on our application
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experience, about the proper division of labor between the applications and systems
communities in the development of ubiquitous computing environments.

In Section 2, we describe the user requirements of Labscape that place it squarely
in the domain of ubiquitous computing, and which distinguish it from typical
distributed applications. In Section 3, we review the system support alternatives that
we had considered before deciding on one.world. Our purpose is to argue that our
choice of one.world is reasonable, and that our experience demonstrates that many of
the concepts it embodies are likely to be useful for a wide range of ubiquitous
computing applications. In Section 4, we describe the architecture and the two
implementations of Labscape, followed by a detailed comparison of the two
implementations. In Section 5, we focus on the implementation strategies we
employed in both cases, and how they were driven by user requirements. We
conclude in section 6 with a summary of lessons learned.

2 The Application Requirements

An abstract flow-graph representation of a biology experiment is at the center of the
Labscape user interface. The flow graph is a convenient abstraction for keeping track
of planned and completed laboratory work. As laboratory work proceeds, the flow-
graph is visually transformed into a record of the actual experiment, which is
annotated with parameters used, observations made, and data files produced. Most
importantly, the resulting electronic record can easily be shared or searched, thus
providing new opportunities for collaboration and communication. To achieve the
high degree of adoption that is required for the resulting record to have significant
value, it is important that the interface itself be designed to deliver benefits to the
biologist in all phases of laboratory work. However, good interface design is not
sufficient — our aim is for Labscape to be perceived as a basic laboratory utility like
purified water, laboratory gasses, ventilation, and electricity, which are all
ubiquitously available and easily accessed throughout the laboratory.

Some characteristics of laboratory work that strongly influenced our design are: 1)
information access is highly interleaved with the physical activities required of the
experiment; and 2) the biologists’ hands are typically full or busy when they move
about the environment, and 3) information access is not currently well integrated into
the laboratory workflow [2,3]. Our goal is to build a system that improves the overall
fluidity of the work process with respect to information access and recording.

To increase the accessibility of information throughout the laboratory without
adding additional items for the biologist to carry, we have equipped the environment
with several pen/touch tablet computers (Fujistu Stylistic 3400), and radio frequency
ID (RFID) and barcode scanners at each of the work areas. Access to the Labscape
application is controlled by a system that keeps track of user proximity to the work
areas. Proximity is detected either through direct touch interaction with the tablet
computers, or through body-worn short-range infrared badges (similar to active
badges [4]) that communicate with wireless sensors [5] arrayed along the lab bench.
When our location system detects that the user has entered the region of influence of a
device, such as a display, scanner, or digital camera, the user is associated with that
region unless another user is currently present. If the device has a display, then the
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user’s application interface appears, showing the evolving record of the current
experiment.

Establishing the physical environment is, of course, the relatively easy part.
Developing the software that orchestrates these devices into a fluid user experience is
another matter. By fluidity, we mean that the tools and devices introduced into the lab
should actually enhance the biologist’s ability to focus on the biology. For Labscape,
there are three major elements of a fluid user experience.

1. Ubiquitous accessibility. The biologists should be able to access their personal
Labscape interface with low latency and high responsiveness at any work area they
visit.

2. Flexible control of I/O resources. Work areas in the laboratory are task-specific
rather than user-specific. And, not all work areas will necessarily be served by a
separate CPU. This means that control of devices must be granted to users based
on location and context rather than on how those devices are physically connected
to computers. This includes scanners and cameras as well as microphones,
keyboards, and specialized laboratory instruments.

3. Robustness. Our goal is that the biologists should not be concerned with file 1/O,
the risk of losing work due to system failures, or the need to be aware of the state
and topology of the network. This means that we must provide transaction-level
persistence and support for disconnected operation.

Taken individually, these requirements are not unique. It is the combination of all
three that is characteristic of ubiquitous computing, and which presents
implementation challenges that go beyond traditional distributed systems. Take, for
example, the dynamic nature of our network: machines may come and go from our
system frequently since the pen tablet computers can easily be removed from their
dock. This level of dynamism is not unusual; the set of clients connected to the
Internet is highly dynamic. The fact that Labscape has computation spread across a
large number of machines is also not unique. Thousands of machines are commonly
employed to solve computationally intense problems like weather simulation. Finally,
the fact that Labscape has a variety of different types of components that interact in
non-trivial ways is also not new. Most enterprise environments have a variety of
component types including gateways and servers for web pages, files, and mail.

But, each of the above examples takes advantage of design trade-offs that simplify
implementation in ways that are acceptable to their users and their needs. The Internet
works, despite its dynamics, in part because it has a simple interaction model that
exposes delays and errors to the user. Parallel computations take advantage of
regularity to simplify programming and deployment of large numbers of
homogeneous interacting components. Finally, complex heterogeneous enterprise and
supply chain systems are feasible in practice because the networks are stable —
changes do occur, but they are carefully managed by skilled staff. In contrast,
Labscape must allow for dynamic reconfiguration of the system in the presence of
complex interactions between heterogeneous software and hardware components,
without an army of support personnel, and yet, it must appear stable and reliable to its
users.

Though we had a clear understanding of the user requirements from the outset, we
did not have a clear understanding of what sort of systems support would be most
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useful in our case. For this reason, we first chose to develop the application entirely
from scratch using networked file I/O for storage, and low-level networking APIs
such as sockets [6] for communication. Though we were able to complete crucial user
studies in a real user environment with this implementation, it was necessary for us to
seek higher-level systems support for the next implementation so that we could focus
our effort on application level concerns rather than detailed system level interactions.
In Section 3, we outline the basis for our selection of one.world.

3 System Support for Ubiquitous Computing

Software engineers developing ubiquitous computing applications have a number of
choices of platforms on which to build. This section compares and contrasts the
programming models and capabilities offered by these platforms relative to one.world,
our chosen platform.

Some of the most common types of software platforms for developing distributed
applications are remote procedure call (RPC) systems. RPC systems have been
around for decades [7] and have proven to be flexible and long-lived. Sun/RPC is an
example of a classic RPC system [8]; more recent examples include XML/RCP [9]
and SOAP [10]. Distributed object systems such as CORBA [11], Modula-3’s
network objects [12] and Java RMI [13] are the object-oriented counterparts of RPC
systems. The fundamental benefit of these systems is that they allow developers to
easily build simple distributed systems using familiar programming models, namely,
procedure calls and object/method invocation. Ironically, while this transparency
provides for a familiar programming model, it is what makes standard RPC systems a
poor choice for building ubiquitous applications. Whenever the thread of control is
executing remotely, the execution context of the caller is at the mercy of network
connections that may be unreliable. Because the programming model intentionally
hides the difference between local and remote execution, it is difficult to reason about
the conditions under which a given component can safely execute. Furthermore, the
inherently synchronous nature of RPC interactions limits the responsiveness of
applications, as they need to wait for remote services to complete processing each
procedure call. As a result, it is difficult to build robust and responsive ubiquitous
applications using RPC systems. '

The problems with RPC are actually just symptoms of a more general issue:
ubiquitous computing environments are dynamic. Thus, we have to find a way to
write software components that respond appropriately to change. one.world addresses
this problem in a general way: it insulates software components from changes that can
be handled by the system, and it notifies them of changes that should be addressed at
the application level. This, in turn, gives the application the opportunity to treat the
user in a similar way. The application can insulate users from changes when possible,
and interact with them when input is needed.

' Jini [14] provides much of what we want: a discovery service that enables dynamic
composition and leases to control allocation of resources, and a discovery service to expose
the dynamic set of services. But, because it is built on Java RMI, it suffers from the same
limitations, described above, that apply to all RPC systems.
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one.world is a Java-based run-time system that executes on a standard JVM.
Components are objects that are prohibited from accessing system resources directly.
In the one.world programming model, RMI is prohibited, as are application-level
ownership and control of threads. Direct access to local resources such as the file
system and the native operating system is discouraged but can be enabled by the
developer. By restricting software components to consist of nothing but a collection
of asynchronous event handlers, all interactions can be mediated by the one.world
system. In this way, the system has the opportunity to handle changes or failures, and
it can notify the component when necessary. Some examples of system notification
events are activation and deactivation of components, event delivery failure, and
relocation of a component from one node to another. By exposing change to the
application, one.world allows the developer to determine how best to respond in terms
of benefits to the user.

one.world provides alternatives to mitigate what is prohibited or restricted: a
location independent tuple-store instead of file system access, event queues and timer
events instead of threads, remote event passing instead of RMI, and a variety of other
system-like utilities. By adhering to these alternatives, one.world guarantees that a
component can execute on any node given enough physical resources. Because all
interactions between components are through asynchronous events, one.world
provides a rich event delivery infrastructure including early- and late-binding
discovery, multicast, and lookups on the events themselves.

In addition, one.world allows components to be dynamically organized into
hierarchical execution environments. Each environment contains a tuple-store for
persistent data, and can contain running components and subordinate environments.
The tuple-store can be used by components for data storage and for checkpointing
execution state. Environments, not components, are the unit of migration in one.world,
thus ensuring the availability of all state that is essential for continued execution after
migration.

Our choice of one.world was due, in part, to the fact that it was developed and
supported by our colleagues at UW/CSE. However, it is also clear that no other
available system provided such a comprehensive set of features designed specifically
to support ubiquitous computing applications. Our primary concerns regarding the use
of one.world were: 1) whether or not a real application, like Labscape, could be
supported within the restricted programming model it requires; and 2) as a new
system, one.world could well have had performance and reliability problems of its
own. While the first issue has proved to be somewhat problematic, we have found the
system to be largely stable and responsive.

Though the ensuing comparison paints a positive picture of our experience with
one.world, we are comparing it only to our negative experience of having no systems
support beyond basic sockets and distributed file systems. The point of this discussion
is to argue, in general, for the role of systems support in developing ubiquitous
applications, rather than to promote one.world as the best possible solution.



Systems Support for Ubiquitous Computing 35

4 Comparison of Two Implementations

The high-level component decomposition of the Labscape system remains largely
unchanged between our two implementations, as does the primary method of
composition—asynchronous events. In the first implementation, events are sent
through socket connections between components. In the second, we rely on the late-
binding discovery event delivery mechanism provided by one.world. Figure 1 shows
the major components of Labscape. The following discussion describes each
component and mentions important differences between the two implementations.

-
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Fig. 1. The major components of Labscape

The Guide is the main GUI component of the system; it presents the biologist with
the flow-graph representation of current and past experiments. Incoming events notify
the Guide of user migrations (move), new data files (newURL), tags that have been
scanned (fag), and responses from queries to the state service (load). As the user
updates the experimental record, or asks for more information, the Guide makes
corresponding requests to the state service The persistence oriented events, update,
query, and load, are only part of the second implementation since the first relied
directly on native file I/O.

The Device Access Service listens on the serial ports for incoming events from
networked sensors such proximity events from IR sensors, and scan events from RFID
and barcode scanners. The incoming serial data is decoded, cast into appropriate
one.world events, and then forwarded to the Proximity service via late-binding
discovery.
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The Proximity Service maintains associations between users and locations based on
proximity events generated by the IR detectors or user interactions with displays.
When the Proximity service concludes that the user has moved to a new location, it
emits a move event. The Proximity service also associates incoming scan events with
users based on the sensor ID through which it was received. Incoming scan events are
transformed into fag events and forwarded to the appropriate Guide through
discovery.

The WebDAV Service watches specific directories in the file system for files
created by users, either directly or through the use of laboratory equipment. When a
file appears in the user’s directory, it is copied to a web server through a DAV
interface, and it emits a newURL for that user.

The State Service, which exists only in our one.world implementation, provides a
gateway to the long-term persistence engine, which is currently an XML database for
representing laboratory procedures and data. The State service consumes update and
query events and emits load events.

The Migration Service, which exists only in our original implementation, listens
for incoming object streams from migrating Guide components, and maintains a
control connection with the proximity service. The Migration service must always be
running on each CPU in the system. In our second implementation, the one.world
runtime environment eliminated the need for this service.

In our first development effort, we knew that we could not address all three of the
fluidity requirements described in Section 2. Instead, we focused our efforts on
ubiquitous accessibility and flexible control of I/O resources, as these were more
important than robustness for initial evaluation of the user interface. The
infrastructure that we built consists of ~3000 non-commenting source statements
(NCSS) that required three full-time developers about three months to produce. This
NCSS count does not include the application-specific components (mostly user
interface and flow-graph objects), which consist of another ~7700 NCSS. Despite our
efforts, this implementation fell short in terms of both ubiquitous accessibility and
flexibility, and even more than expected in terms of robustness. (Refer to Section 5
for the details as to how and why.)

The second implementation of Labscape, using one.world, required two skilled
developers approximately two months to complete. One of the developers was also on
the development team for the sockets implementation. This effort included porting the
main application specific component (the Guide) and re-developing all of the other
components to conform to the one.world programming model. As before, the code
base can be split into two parts: the application-specific components consisting of
~9700 NCSS and the infrastructure components, requiring ~4700 NCSS. Though
there is more code in the one.world infrastructure components than in the sockets-
based infrastructure components, there are three important differences that are not
reflected in these numbers:

e The one.world version has more functionality in both the GUI and in the
infrastructure, as well as increased stability and performance. The extra
functionality in the current one.world version is primarily for transaction-level
persistence.
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e The one.world components are expressed primarily as event handlers that map
directly to concepts in the application domain. Thus, it is easy to understand and
modify the code without creating unintended interactions.

e The infrastructure components in the one.world implementation are generic and
independent enough to be used by other applications running in the same
environment. This cannot be said of the original effort.

These are important properties of the one.world implementation that demonstrate
its benefits for application developers: higher-level abstractions and greater code
reusability result in more robust applications. Though the two architectures are very
similar, the results of our development efforts were quite different with respect to our
fluidity goals. The reasons for these differences are discussed in detail below.

5 Evaluation

In this section, we evaluate, in detail, the two separate implementations with respect
to the three user requirements defined in Section 2: ubiquitous accessibility, flexible
control of I/O resources, and robustness. Furthermore, we present a user scenario that
highlights these capabilities along with additional system-level properties that should
eventually be provided in middleware for ubiquitous computing.

5.1 Ubiquitous Accessibility

We have considered three alternative strategies for delivering the application interface
to the touch-tablet computers scattered throughout the environment: virtual terminal,
on-demand state migration, and proactive state replication. These alternatives have
distinctly different characteristics with respect to latency, responsiveness, resource
utilization, and robustness. Virtual terminal technologies such as X-windows,
Microsoft Terminal Server and VNC offer relatively low initial latency and low local
resource requirements in exchange for high network bandwidth, poor or variable
responsiveness, and no support for disconnected operation. State migration suffers
from higher initial latency and increase use of local resources, but it offers better
response times and can run disconnected after migration. Proactive replication
achieves very low latency in exchange for memory capacity and network bandwidth
to maintain and synchronize each copy. Choosing the right approach is a legitimate
application level concern.

Hoping to keep it simple, we first implemented a VNC strategy for interface
migration. Though initial latency under VNC was adequate, our users considered the
responsiveness of the UI to be unsatisfactory, even over a reliable 100Mb local area
network. This was primarily due to our extensive use of pop-up windows and menus
in addition to smooth animation in the movement of screen objects. Our experience is
consistent with the comparison of various thin client architectures reported by Nieh
[15]. To improve responsiveness, we implemented a state migration scheme over TCP
sockets that works as follows:
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e The Proximity service sends a move event to the Guide when the user’s presence is
detected at a new work area. The move event includes the IP address and port
number of the Migration service running at the destination work area.

e Upon receipt of a move event, the Guide releases local resources (files, socket
connections, database connections, etc); serializes itself through a new socket
connection to the destination Migration service; and then terminates locally.

e The newly instantiate Guide re-establishes needed socket connections,
environment variables, and file descriptors and then resumes execution.

This scheme worked after a significant development effort, but we suffered from
both performance and maintenance problems. To attack the performance issues, we
carefully identified the minimal amount of application state that must be preserved to
provide the user with a strong sense of continuity. In the end, we left all of the GUI
components behind in favor of rebuilding them on demand at the new location. This
effort reduced the size of the transported data set by an order of magnitude.
Unfortunately, our migration scheme consisted of over 500 NCSS lines of code
distributed across several components, which required review and modification as
new features where added to the system. As an example, the addition of a simple
utility that logged user interactions to a file created a number of migration failures
that had to be painstakingly resolved. There were two major lessons from this
experience:

e It is natural in traditional application development to be somewhat cavalier about
creation and use of state. This includes both open and closed files in the file
system, network connections, local environment variables, database connections,
and the execution context of every thread in a multi-threaded system. As a result,
state migration is difficult to add to an existing system, and one must continuously
reconsider the effects of migration when adding new features.

e Realization of a state migration mechanism is beyond the scope of what application
developers should focus on. Application developers should decide what bits to
move and when, but they should not be concerned with how to safely and quickly
move the bits. Systems support should offer several methods with differing
performance and reliability guarantees, and it should notify the application about
changing conditions that might affect the choice of which mechanism to apply.

The restricted programming model of one.world directly addresses the state
management issue by encapsulating all essential state within environments, which
move as a unit. As application developers, our only responsibility was to declare soft
state as transient and to fill in template methods for activation and deactivation of the
component. The one.world platform allows us to completely eliminate our own
custom migration service. But most importantly, it provided a migration scheme that
was insensitive to the implementation of other aspects of our system, as long as we
stayed within the one.world programming model.

Table 1 shows the migration data sizes and times for three flow-graphs of different
sizes on the one.world implementation. The reported times are averages of hundreds
of migrations. A 64-sample flow-graph contains approximately 640 nodes and 1200
edges, and represents a large experiment. The migration times are measured from the
receipt of the move event to the time that the complete GUI becomes available at the
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destination. Because the data sizes are small, most of the time is spent in
deserialization and reconstruction of the GUI components, which were not serialized,
rather than in data transmission.

Table 1. Data set sizes and migration times for the one.world implementation

Data Structure Size Size of Migrating Average Time to
Data Stream Complete Migration
Empty Guide Migration 19.5 Kbytes 2448ms
32 Sample Guide Migration 174.8 Kbytes 4476ms
64 Sample Guide Migration 323.0 Kbytes 7089ms

There is still a possibility that these migration latencies could become
unacceptable. If current user studies bear this out, then we will have to implement a
more proactive strategy. Currently, this would require us to implement a replication
layer on top of one.world’s existing tuple-store. Fortunately, replication is a focus of a
new set of services being developed within one.world. Though perhaps we could get
direct support for replication from another storage subsystem now, it is likely it would
not conform to the one.world programming model and would involve lots of effort to
port. This is one of the risks of working in a restrictive system.

5.2 Flexible Control of I/0 Resources

The application requirement is to allow users to access I/O devices, such as
keyboards, cameras, laboratory instruments, and barcode scanners, based on context
and location regardless of how the device is physically connected to the system.
Flexibility in our first implementation was realized by tearing down and rebuilding
socket connections between Guide components and proxies for bench-top I/0 devices.
This constant reconfiguration was accomplished by maintaining permanent control
connections between the Proximity service and each user’s Guide component.
Predictably, this approach led to serious scalability and robustness problems.

The scalability problem stems from our need to maintain large numbers of active
socket connections. Every open socket requires operating systems resources. While
there might be system-level solutions to this resource utilization problem that would
still allow large numbers of open sockets, such solutions should be beyond the
concern of application developers. The robustness problem stems from our reliance
on long-term socket connections without extensive failure detection and recovery
programming. Once again, this problem can be solved with careful implementation of
low-level protocols that should not be required of application developers. At its
zenith, our sockets-based system had to be completely rebooted after any single
component failure. The mean time between failures (MTBF) was about 30 minutes
with just four work areas under light user load.

The second implementation avoids the scalability and robustness problems of the
first through the use of one.world’s communication infrastructure. By using
asynchronous event delivery through late-binding discovery, resource utilization
scales with activity rather than with the number of components. And, because we do



40 L. Arnstein et al.

not maintain any permanent connections, failures in the system tend to be transient
rather than permanent. Though we still have to deal with the potential for lost events,
this can be done selectively, only in the cases where some action is necessary. For
example, no response is necessary for lost proximity events because they represent
transient information that will soon be refreshed, whereas the user should be notified
in the case that the system could not deliver a barcode scan event.

The Proximity service plays essentially the same role in both our sockets and
one.world implementations. But, instead of maintaining hundreds of open socket
connections, the new Proximity service simply exports one event handler of the right
type. Our current implementation has to process an average load of 170Kbytes/sec of
incoming proximity event data to support approximately 100 users each generating
one proximity event per second. Because this is an entirely manageable load, the
Proximity service can now be viewed as a utility that can be shared by many
applications running in the same environment, instead of as a private component of
the Labscape system.

There was one useful property of sockets that we lost when we moved to
one.world: in-order delivery of events. In some cases order is not important, such as
for the IR proximity events. But order is essential to the user in barcode scanning.
Lack of direct support for ordered event semantics placed an unexpected burden on
the application development team. This issue is discussed in more detail in the next
section.

5.3 Robustness

In Section 2, we listed two aspects of robustness that are important to our users:
transaction-level persistence, and disconnected operation. Of these, we have only
addressed persistence in our current one.world implementation as we expect this to
have the largest initial impact on the user’s sense of fluidity and security.

For persistence, we implemented an asynchronous interface to an XML database to
eliminate the need for user awareness of file I/0, and to hide database transaction
latency from the users. The State service is a gateway that translates update and query
events from the Guide components into the (HTTP) connection-based interface to the
XML database system. The State service emits load events containing information
returned by the XML repository. The asynchrony of the interaction is the primary
reason that we were able to achieve our combined goal of continuous persistence and
high responsiveness. But, because one.world prohibits the use of application-level
threads, the programmer must explicitly maintain enough context for proper
processing of the eventual response or timeout event. This requirement is an
inconvenience for the developers and can result in code that is difficult to trace and
understand.

Two other problems that we had to address at the application level were the
possibility of out-of-order event delivery and lost events that could be devastating to
the integrity of the persistent experiment record. The solution to the first problem was
to maintain a reordering buffer in our State service for each active Guide. The
solution to the second problem was to make use of operation primitives provided by
one.world. Operations are just like regular events, except that they are guaranteed to
receive exactly one (asynchronous) response. If the response is an acknowledgement,
then the event has safely arrived at the destination. However, if the response is a
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timeout, then the event may or may not have arrived. Thus, a resend could result in a
duplicate event arriving at the destination. We solved this problem by having our
reordering buffer reject such duplicates.

The need for this pattern has proved to be the rule rather than the exception in our
system. The proximity event is the only one in our system that is naturally insensitive
to order and duplication. Though the one.world operation primitive proved to be
useful, more direct support from the system for ordering and idempotency would have
kept our application developers from implementing their own, likely imperfect,
protocols. Several patterns like these are providing the one.world developers with
potential enhancements to their system.

The incremental network activity generated by a single user, including migration,
persistence events, and proximity activity is approximately 50Kbytes/sec per user.
Thus, a single 100BaseT subnet should be able to support approximately 60 users
before overloading the network (which we consider to occur at utilizations greater
than 33%). Since one biologists requires approximately 150 square feet of space, our
basic system should be able to support approximately 9,000 square feet of laboratory
space.

5.4 A User Scenario

It is common for real laboratory work to cross physical and organizational boundaries
for access to special equipment, facilities, or biochemistry that cannot easily be
reproduced. The following realistic scenario highlights how we imagine that
ubiquitous access, flexibility, and robustness can work together to provide a fluid user
experience even in the wide area. And, it raises a potential maintenance and
interoperability problem associated with our system. The scenario depends on support
for re-synchronization after disconnected operation, which is currently under
development.

Before leaving her home environment, the biologist would migrate her plan for the
day to her PDA (just the Guide’s environment). Given sufficient resources, the Guide
could run stand-alone on the PDA, allowing the biologist to view and modify her plan
en-route.

Upon arrival, her PDA joins the local network and collaborates with the local
one.world nodes to synchronize the two discovery services. This is an automatic
procedure that is already supported by one.world. As long as it is allowed by the host
facility, her Guide can now migrate to any of the host laboratory’s display resources
and access devices through that environment’s proximity system. If the Labscape
event ontology is respected, then everything works as it did in the home environment,
except for perhaps one thing: the local State service should reject the user’s database
update requests because she does not have permission, and any attempt for those
events to reach the home state service might be blocked by a firewall. Yet, through
checkpointing and update backups in the local tuple-store, the Guide can continue to
operate and cache the work locally as it migrates around the host’s facility.

Upon departure, the Guide is pulled back to the user’s PDA, and the pending
updates are committed as soon as the home State service becomes accessible again. It
is no problem if the PDA runs out of batteries on the way home, as periodic
checkpointing will ensure that the work is saved in the device’s nonvolatile storage.
This scenario exemplifies how migration, flexibility, and robustness should work
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together to deliver a fluid user experience. But it also points out how our application
is susceptible to incompatibilities between the ontologies of different versions of the
same application, or between completely different applications that share services in
the same environment.

In the end, we did not completely succeed in obeying all of restrictions of
one.world’s programming model. We still rely on access to the file system to detect
when data files are created by the user through interactions with legacy laboratory
equipment, and we still need to make native system calls for external utilities such as
the third-party graph layout tool that we rely on in our GUIL. To the extent that we
violate environment encapsulation, one.world cannot provide its portability and
change-notification guarantees. It is entirely reasonable that, in such cases, the
responsibility falls back to the application developer to ensure that state is properly
managed at activation and deactivation time. Most of these special cases could have
been eliminated if one.world offered a standard wire protocol for exchanging
asynchronous events with external components.

6 Status and Conclusions

The current one.world-based implementation of Labscape has sufficient performance
and robustness to meet the needs of our users for authentic evaluation of the user
experience. We are currently engaged in a formal user study that will assess the
impact that Labscape has on the overall fluidity of the laboratory workflow. But most
importantly, we are confident that we can continue to maintain and extend this
application into the future while we learn more about how one.world’s guarantees can
provide unique capabilities. In the future, we expect to have several applications
running over the same set of basic services. It may well be that some of the services
we have created for Labscape will be so universal that they will be incorporated into
the core system just as discovery already has been. The following three major themes
have emerged in our experience with two implementations of Labscape.

1. Minor failures should not become major failures. In our original implementation, a
lost socket connection resulted in the complete loss of the system. But, a lost
socket connection is a minor failure that should be recoverable. Insulating users
from minor failures requires sophisticated algorithms operating at a fairly low
level. These algorithms should be packaged and made available to developers in
the form of system support. In fact, one.world uses sockets to move events, but this
is complete hidden from the application components, which only see asynchronous
message delivery. If the system can’t solve the problem, then it should notify the
application components. As an example, a warning to the user might be the most
appropriate response to an application whose serialized footprint has grown too
large for safe checkpointing on the current device.

2. Diversity and orthogonality are essential. The key difference between the two
development efforts was that, in the one.world case, we were able to address each
of our concerns independently. Ideally, systems that support ubiquitous computing
should provide several alternative mechanisms that can be mixed and matched with
predictable results. As an example, once our migration system was working, it
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never failed due to some other feature that we added to the system, such as when
we added transaction-level persistence. This is counter to our experience with the
first system, in which the addition of new features frequently had adverse
interactions with existing capabilities.

3. Standardization on the runtime environment must be coupled with support for
heterogeneity. one.world presents a restrictive programming model in exchange for
certain guarantees on portability and adaptability that we have, in fact, found to be
important for our application. But, not all components in the system should be
forced to make this same tradeoff or to run in the same environment. In the case of
Labscape, the webDAV and Device Access services both need to access native
system resources and should run in the native environment. But, we were
prevented from implementing such a hybrid system because one.world did not offer
an external event interface.

Labscape running on one.world is an experiment into how applications can be
made more adaptive to changes in their execution environment. The biggest surprise
to our development team was the relative ease with which we could adhere to the
seemingly restrictive programming model and how much it helped us build a fluid
system. The fact that one.world was not designed specifically with Labscape in mind
supports the idea that ubiquitous applications have many requirements in common.
Our experience is that such applications are indeed facilitated by asynchronous event
models, careful delineation of essential volatile and non-volatile state, and run-time
support for appropriate handling of changes and failures that arise in dynamic
environments.
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Abstract. Information appliances, user interfaces, and context-aware
devices are necessarily based on approximations of potential users and
usage situations. However, it is not an unusual experience for developers
that in some areas, appropriate approximations are extremely difficult
to realize. Often, these difficulties are not apparent from the beginning.
Nevertheless, difficulties are rarely addressed in the pervasive comput-
ing literature as they appear to be peripheral compared to the technical
challenges. In this paper, we argue that the field would largely benefit
from addressing these issues explicitly. First, focussed discussions would
help identify areas that have already shown to be difficult or even in-
tractable in related disciplines, such as Al or CSCW. Second, it would
help developers become aware of the difficulties and would allow them to
deliberately circumvent such areas. We use example scenarios from the
pervasive computing literature to illustrate these points. Difficulties to
describe and to analyze impacts of pervasive computing applications in-
dicate a need for an analysis framework providing a specific terminology.

1 Introduction

In his invited contribution to the IEEE Personal Communications special issue
on pervasive computing, Satyanarayanan discusses that pervasive computing can
be seen as a major evolutionary step based on ground breaking work in fields,
such as distributed systems and mobile computing [I]. Issues investigated in
distributed systems were, for example, remote communication, fault tolerance,
high availability, remote information access and last but not least security. In
mobile computing, enabled by the appearance of full-function laptop computers
and wireless LAN in the early Nineties, additional constraints were introduced,
such as unpredictable variations in network quality, lowered trust and robustness
of mobile elements, limitations on local resources imposed by size and weight
constraints, and energy consumption problems.

Clearly, the background of pervasive computing is mainly technical. However,
there is also little doubt that the field penetrates areas in which not only technical
considerations but also social and cognitive aspects are relevant. The long term
expectation is that technologies weave themselves into the fabric of everyday life
until they are indistinguishable from it [2]. Everyday life is shaped by people

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 45-[57 2002.
© Springer-Verlag Berlin Heidelberg 2002
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and what they do, how they do it, and how they perceive what they are doing,
after all.

Roy Want and his colleagues were early witnesses of non-technical issues
in pervasive computing when fielding their active badge location system in a
research lab [3]. They report that the most common usage of the system was
by the receptionist who routinely used it when forwarding phone calls to the
location of a recipient’s current location. Want et al. report that staff wearing
badges found it useful to have phone calls accurately directed to their current
location. However, staff also wanted to be able to exhibit some control over when
calls were forwarded to them. Want et al. conclude that “amongst professional
people responsible for their own work time, it is a very useful and welcome office
system.”

A decade later we know that despite offering certain benefit, something like
the active badge location system did not become standard office equipment;
although useful, the technology did not get weaved into the fabric of office life
or everyday life. Considering the technical progress over the past ten years, it is
reasonable to assume that it is not technical problems that have prevented such
systems from becoming standard office equipment.

We take this observation as motivation for looking more closely at the area
where the “technical world” and the “human world” overlap. In particular, we
are interested in those areas where technology is used to approximate human
activities and usage situations. By approximation we mean that developers of
technology make assumptions about which aspects of human activities and their
physical and social environment are important in future usage situations. Under-
standing the nature of approximations is particularly important if we consider
Weiser’s vision that embedded and invisible technology calms our lives by re-
moving the annoyances [2]. After all, removing annoyances not only involves
developing smart technology but also requires a good understanding of the na-
ture of these annoyances.

A look at the original active badge location system in terms of approximations
suggests that determining the specific usage of the system was largely left to
the participants in the trial. This means that the system’s developers did not
implement too many approximations of how they thought the system should
be used. This is partly due to the focus on the technical constraints present
in the design space, such as size, power consumption and data transmission
issues. Want et al. actually mention that the active badge location system was
a technology-driven research project in which the enabling technology has been
low-cost IR emitters and some other bits and pieces. However, they state that the
most important result of their work was not ’Can we build a location system?’
but 'Do we want to be part of a location system?’ [3].

An extended version of the active badge location system [4] already features
more work on approximation. The extended system allowed users to write per-
sonal control scripts that would control phone forwarding based on aspects of the
environment, such as location or time. These scripts implement approximations
as they are formal descriptions of what the user considers appropriate behav-
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ior in future situations. In a way, these scripts can be used to implement what
would be called context awareness in these days. Context awareness means that
computational artifacts are to some extent able to sense the situation in which
they are used in order to adapt their functionality. In the case of the extended
active badge location system, this notion of context awareness could mean that
a phone call is not forwarded if the user’s current location is in a meeting room.

An analysis of more recently developed gadgets, such as the Internet fridge or
the media cup [5], reveals interesting aspects in terms of the approximations they
implement. In the case of the media cup, the approximation of the user’s “coffee
behavior” is that the user basically wants the same kind of coffee again and
again. The fridge is slightly more complex in this respect. The fridge implements
a similar approximation (“The user wants more of the food items that were
removed from the fridge.”). In addition, the fridge may automatically order these
items from the next grocery store. This means that the fridge is able to make
decisions with an impact beyond the actual usage situation of removing items
from the fridge. Indeed, such a notion of pro-activeness is seen as an integral part
of the pervasive computing vision (e.g., [I]). For a number of years, such ideas
were almost exclusively pursued in artificial intelligence research in the context
of intelligent agents. In these days, pro-activeness can be found in most example
scenarios in the pervasive computing literature (see below).

So far, the focus of the pervasive computing field clearly is on exploring the
technical challenges. Satyanarayanan, for example, argues that “[...] the real re-
search [in pervasive computing] is in the seamless integration of component tech-
nology into a system [...] The difficult problems lie in architecture, component
synthesis, and system-level engineering.” [I]. Similarly, MIT’s project Oxygen
features technology-oriented research. The project web site states that for Oxy-
gen to succeed, it must address many challenges which are typically technical
challenges (from URL http://oxygen.lcs.mit.edu/):

— Hardware must become adaptable, scalable and stream-efficient to provide
computational resources that are both energy efficient and powerful for a
variety of computational tasks.

— Software and protocols must become adaptable to provide flexibility and
spontaneity, for example, by supporting smooth vertical hand-offs among
communication technologies.

— Services and software objects must be named by intent, for example, ”the
nearest printer,” as opposed to by address.

— Software must become eternal and embedded, yet replaceable on the fly.

— Software must free itself from hardware constraints imposed by bounded
resources and address instead system constraints imposed by user demands,
available energy and power, and available communication bandwidth.

The focus on technology is also clearly reflected in what the US National
Institute of Standards and Technology (NIST) sees as the synthesis of pervasive
computing (from URL http://www.nist.gov/pc2001/):



48 C. Lueg

“Pervasive computing is a term for the strongly emerging trend to-
ward: numerous, casually accessible, often invisible computing devices,
frequently mobile or embedded in the environment, connected to an in-
creasingly ubiquitous network infrastructure composed of a wired core
and wireless edges.”

While it certainly is important that the technical challenges are addressed,
we see additional aspects of pervasive computing that need to be investigated.
In particular, we argue that some of the problems that turn attractive example
scenarios into science fiction are characteristic for situations in which technol-
ogy is used to approximate human activities and usage situations. Investigating
this issue complements discussions of other non-technical issues, such as privacy
concerns [67] or usability issues []].

So far, approximation issues are often addressed only implicitly in the tech-
nology-oriented pervasive computing literature. We argue that the field could
largely benefit from addressing these issues explicitly. First, focussed discussions
would help identify “difficult” areas and benefit from work on such areas in
related disciplines, such as artificial intelligence (AI) and computer supported
cooperative work (CSCW). Second, it would help developers become aware of
the difficulties and would allow them to deliberately circumvent such areas.

In what follows, we look in more detail at some of the issues that make
the weaving of technology into the fabric of everyday life so difficult. First, we
outline what we mean by approximation. Then, we discuss example scenarios
from the pervasive computing literature and try to pin down why many of them
seem like science fiction. Next, we focus on context awareness as one of the
core areas and discuss why it is so hard to operationalize context awareness
in devices. Difficulties to describe and to analyze the specific characteristics of
pervasive computing applications indicate the need for a framework providing
specific terminology. Finally, we provide an outlook on future research.

2 What Do We Mean by Approximation?

We use the term approximation to denote that developers of technology (and
artifacts in general) have make assumptions about which aspects of human ac-
tivities and their physical and social environment will be important in future
usage situations. Our usage of the term is inspired by work on the gap between
social requirements and technical feasibility in computer-supported cooperative
work (CSCW) [9]. The term is adopted from fluid dynamics as a metaphor to
denote tractable solutions that solve specific problems with known trade-offs.
We are particularly interested in clarifying the specific limitations of tech-
nology when used to approximate human activities and usage situations. The
already mentioned media cup and Internet fridge can be used to illustrate the
use of approximations in pervasive computing. The media cup approximates the
user’s “coffee behavior” and the fridge approximates of the user’s grocery good
buying behavior (roughly, the user does the same again. This may not perfectly
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reflect reality but it doesn’t really matter). Disregarding the fridge’s capability
of automatically ordering items from the next grocery store, these gadgets have
little impact on the user as the user is not required to adapt his or her behavior
to the behavior approximations presumably implemented in these gadgets (at
least not to an extent that matters). Either the user likes what these gadgets are
doing or the user overrides their actions (e.g., select a different kind of coffee or
dump the shopping list generated by the fridge).

Related areas relying on approximations are information retrieval and in-
formation filtering (approximations of human information seeking behaviors are
used in interactive information retrieval to make relevance estimations), intelli-
gent meeting support systems (approximations of how people behave in meetings
and how meetings are conducted) and intelligent desktop agents (approximations
of interaction styles). Quality of approximations in information retrieval and in-
telligent agents are of particular relevance to work on information appliances
and content distribution in pervasive computing.

The outstanding importance of the quality of approximations suggests to
investigate in detail the relationship between computational artifacts, embed-
ded approximations of human activities and usage situations, and what people
actually do. In particular, we found the following dimensions to be helpful:

1. To what extent do users have to adapt their behavior to the approximation
implemented in the computational artifact? Does the artifact still perform
if users do not behave in the expected way?

Electronic tags used to automatically charge cars crossing the Sydney
Harbour Bridge use hardly any approximation: how the tag is moved over
the bridge doesn’t really matter as long as the tag can be sensed. The media
cup only expects to be used like a regular coffee cup and users wouldn’t
expect that the media cup works if not used like a coffee cup. Aura (a
pervasive computing system described in [I] and discussed below), however,
expects much more and it is unclear what Aura does if the user’s behavior
does not comply to the user’s schedule.

2. To what extent is the expected user behavior evident from the artifact’s
behavior?

Again, the media cup only expects to be used like a regular coffee
cup. In the case of Aura it is not apparent what behavior would help Aura
perform. There is some work done in the areas of affordances [10] and
persuasive computing [IT] that is relevant to this dimension.

3. Does interacting with the artifact have implications beyond the actual
interaction situation? Are these implications comprehensible?

The Internet fridge ordering food items from the next grocery store
and Aura sending documents to remote presentation locations are examples
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for artifacts that trigger such implications. The latter question has been
addressed [12] but it is unclear if the proposed solution scales [13].

Analyzing computational artifacts along these dimensions is important but
difficult. One of the reasons is that an appropriate framework along with a
specific vocabulary are not readily available (see below).

3 Why Do Some Scenarios Seem Like Science Fiction?

A discussion of pervasive computing scenarios in the literature may help illus-
trate some the difficulties that arise when technology is used to approximate
human activities. The motivation is Satyanarayanan’s intriguing question “Why
do these scenarios seem like science fiction rather than reality today?” [1].

In [I] two pervasive computing scenarios are described that embody many key
ideas in pervasive computing. In the context of this paper, the second scenario
is particularly interesting:

“Fred is in his office, frantically preparing for a meeting at which he will
give a presentation and software demonstration. The meeting room is a
10-minute walk across campus. It is time to leave, but Fred is not quite
ready. He grabs his PalmXXII wireless handheld computer and walks
out of the door. Aura [a pervasive computing system] transfers the state
of his work from his desktop to his handheld, and allows him to make
his final edits using voice commands during his walk. Aura infers where
Fred is going from his calendar and the campus location tracking service.
It downloads the presentation and the demonstration software to the
projection computer, and warms up the projector. Fred finishes his edits
just before he enters the meeting room. As he walks in, Aura transfers his
final changes to the projection computer. As the presentation proceeds,
Fred is about to display a slide with highly sensitive budget information.
Aura senses that this might be a mistake: the room’s face detection
and recognition capability indicates that there are some unfamiliar faces
present. It therefore warns Fred. Realizing that Aura is right, Fred skips
the slide. He moves on to other topics and ends on a high note, leaving
the audience impressed by his polished presentation.” (from [I], page 12)

Satyanarayanan uses the example scenario to illustrate that the seamless
integration of component technology is the most important research issue in
pervasive computing [T]. This would mean that the difficult problems lie in ar-
chitecture, component synthesis, and system-level engineering. Apart from these
technical challenges, however, the example points to some of the problems re-
sulting from approximations of human activities by technical systems, such as
Aura.

Aura embodies an approximation of human activities in the sense that users
are assumed to be reliably represented by electronically available information,
such as location or schedule. Humans, however, have shown to act spontaneously
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and opportunistically. Plans (or, in this context, schedules) are used by humans
to guide action but plans do not determine action (see [14] for a detailed dis-
cussion). This implies that even in the presence of detailed plans, such resources
need to be interpreted and verified by systems like Aura. Such interpretations
and verifications, however, require deep understanding of human behavior which
means that the task is everything but trivial.

Other crucial aspects include the availability of detailed schedules. Experi-
ences with shared calendar management systems reported in the CSCW liter-
ature suggest that users do not always keep their schedules updated. Reasons
are similar to what was found in the context of the active badge locator sys-
tem: in certain situations, employees do not want their colleagues to know every
detail of their activities [3]. Systems like Aura, however, depend on preferably
unambiguous information about the user and his or her activities.

Last but not least, the example points to some responsibility issues. Down-
loading the presentation and the demonstration software to the projection com-
puter involves taking responsibility for the content in the sense that the trans-
mission process and the target system have to be secure. The issue also concerns
the face recognition system. What if the system did not recognize the unknown
persons — who would be responsible for the potential leaking of highly sensitive
information? How does the system know that the presentation contains highly
sensitive information? Did Fred mark the documents as such? Is Aura required
to be capable of sophisticated text understanding and reasoning about sensi-
tivity of information? Who would be responsible if the document was marked
wrongly?

In the other example scenario provided in [1], some of the aforementioned
issues are avoided in a very elegant way:

“Jane is at Gate 23 in the Pittsburgh airport, waiting for her connecting
flight. She has edited many large documents, and would like to use her
wireless connection to e-mail them. Unfortunately, bandwidth is miser-
able because many passengers at Gates 22 and 23 are surfing the Web.
Aura [a pervasive computing system] observes that at the current band-
width Jane won’t be able to finish sending her documents before her
flight departs. Consulting the airport’s network weather service and flight
schedule service, Aura discovers that wireless bandwidth is excellent at
Gate 15, and that there are no departing or arriving flights at nearby
gates for half an hour. A dialog box pops up on Jane’s screen suggest-
ing that she go to Gate 15, which is only three minutes away. It also
asks her to prioritize her e-mail, so that the most critical messages are
transmitted first. Jane accepts Auras advice and walks to Gate 15. She
watches CNN on the TV there until Aura informs her that it is close to
being done with her messages, and that she can start walking back. The
last message is transmitted during her walk, and she is back at Gate 23
in time for her boarding call.” (from [I], page 12)

Clearly, this example also depends on the availability of detailed information
about the environment and Jane’s schedule. However, in contrast to the other



52 C. Lueg

example, the difficult issue of text understanding is circumvented as Aura leaves
it to the user to prioritize her e-mail. Also, Aura’s pro-activeness is limited to
making suggestions which the user may accept or not. In the example discussed
previously, Aura made the decision to forward documents without further in-
quiries.

So why do these scenarios actually seem like science fiction rather than real-
ity today? One of the reasons seems to be that even supposedly simple scenarios
easily cross the line between “regular” technical systems and systems that re-
quire human-like capabilities. The problem with the latter is that the “artificial
intelligence problem” is still largely unsolved. As Michael Dertouzos, Director of
the Laboratory for Computer Science at MIT pointed out in July 2000:

“The Al problem, as it’s called — of making machines close enough to how
human beings behave intelligently — ...has not been solved. Moreover,
there’s nothing on the horizon that says, I see some light. Words like
‘artificial intelligence’, ’intelligent agents’, ’servants’ — all these hyped
words we hear in the press — are statements of the mess and the problem
we're in.” (quote from [15]).

This statement — made by the head of the lab that is running MIT’s Oxygen
project — might be considered pessimistic but at least it suggests to carefully look
at what can reasonably be expected from today’s and tomorrow’s technology.

4 Pervasive Computing and Context Awareness

Many argue (e.g., [L6]) that achieving invisibility in pervasive computing will re-
quire tremendous progress in user interfaces, context awareness and other tech-
nologies.

The idea behind context awareness is that computational artifacts are en-
abled to sense the context in which they are being used so that they can
adapt their functionality accordingly. A context-aware mobile phone, for exam-
ple, would use context aspects, such as the user’s identity, the user’s location, and
the user’s current schedule, to determine the level of intrusiveness that would be
appropriate when trying to notify the user of incoming calls. Notifications could
range from ringing (quite intrusive) to buzzing or vibrating (less intrusive). The
mobile even might suppress notifications of less important calls (not intrusive at
all) [T7]. First steps towards implementing such a mobile can be found in [I8].

Yet another motivation for making use of context is providing users with
exactly the information that is useful in a particular work situation. The idea
of an awareness information environment, for example, is to ” provide users with
information that is related to their current context and therefore of most value for
the coordination of the group activities” [19]. An agent-based example addressing
context-dependent content distribution and delivery is described in [20]. “Just
in time” information retrieval agents are software agents that monitor the user’s
writing activities and continuously scan databases for information that might be
relevant to the current writing context. Indeed, software agents illustrate that
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context-dependent delivery of information is closely related to context awareness.
Software agents can be viewed as early (software) approaches to context-aware
artifacts. Examples discussed in [21] include an agent for electronic mail handling
and an agent for electronic news filtering. Clearly, such agents require a degree
of context awareness in order to be able to deliver what they promise.

The problem with implementing context awareness in artifacts is that fea-
tures of the world are not context because of their inherent properties. Rather,
they become context through their use in (human) interpretation [22]. Context
is shaped by the specific activities being performed at a moment; these activities
also influence what participants treat as relevant context [23].

According to [24] people use the various features of their physical environment
as resources for the social construction of a place, i.e., it is through their ongoing,
concerted effort that the place — opposed to space — comes into being. An artifact
will be incapable of registering the most basic aspects of this socially constructed
environment. Accordingly, a context-aware artifact may fail annoyingly as soon
as a context-aware system’s (wrong) choices become significant.

For context-aware artifacts it may be difficult or impossible to determine
an appropriate set of canonical contextual states. Also, it may be difficult to
determine what information is necessary to infer a contextual state [25]. Goodwin
and Duranti even concluded that “it does not seem possible at the present time
to give a single, precise, technical definition of context, and eventually we might
have to accept that such a definition may not be possible” [23].

Elsewhere [I713] we have outlined that context awareness in any non-trivial
sense involves the frame problem (e.g., [26]) which is one of the hard problems
in classical representation-based artificial intelligence. Roughly, the frame prob-
lem is about what aspects of the world have to be included in a sufficiently
detailed world model and how such a world model can be kept up-to-date when
the world changes. Indeed, the frame problem has shown to be intractable in
realistic settings (e.g., [19]). The real world is constantly changing, intrinsically
unpredictable, and infinitely rich [27].

The frame problem is said to be a more technical problem but it can also be
understood as an ontological problem as aspects of the world included in a world
model determine the understanding of the world based on the model: facts not
included in the model and not derivable from the model cannot be explained
based on the model. This means that the frame problem in Al is directly related
to artifacts trying to understand any notion of context.

Lessons to be learned from investigations of the frame problem suggest that
there is little hope that computational artifacts will finally become context aware
in a non-trivial sense. However, the hardness of the frame problem does not
suggest to abandon research on context-aware artifacts but to keep in mind that
such artifacts may well fail when trying to recognize a situation. The potential
for failures should be taken into account when designing such artifacts (e.g., [12
17]) and contributes to answering the question why many pervasive computing
scenarios still seem like science fiction rather than reality.
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We have started to analyze how definitions of context found in the technical
literature on context awareness relate to what has actually been implemented in
context-aware artifacts [L7[13]. Areas that need to be investigated in more detail
are:

1. How are definitions of context (typically, the researcher’s understanding
of context as expressed in research papers) and the models of context
implemented in context-aware artifacts related to each other? What sim-
plifications have been used in order to gain technical feasibility? Are these
simplifications implicit or explicit? Are implications addressed?

Motivation: a lot of research in context-aware artifacts appears to be
based on the assumption that in some application domains context is not
continuously changing and that it is therefore feasible to represent context
in rather static data structures. Knowing about these domains and what
characterizes them would largely help research in context awareness.

2. In which situations do models of context work? Why?

Motivation: it is hard to find analyses or even descriptions of context-aware
artifacts that have been used over extended periods of time. A detailed
discussion like in [4] of other fielded context-aware artifacts would allow
others to benefit from the experiences and help them obtain a better
understanding of the issues involved.

3. In which situations did models of context not work? Why?

Motivation: problems that were detected when trying to operationalize con-
text are rarely published although these insights would be of particular value.

Knowing more details would support research in context awareness and would
also help assess the potential of context awareness in pervasive computing.

5 Summary and Conclusions

In this paper, we have tried to shed a bit of light on Satyanarayanan’s intrigu-
ing question “Why do [pervasive computing scenarios| seem like science fiction
rather than reality today?” We looked in particular at the role of technical ap-
proximations and used Satyanarayanan’s example scenarios to highlight areas
where limitations of technical approximations prevent visions from becoming
reality. The investigation indicates that devices may require “human-level intel-
ligence” even in situations that appear to be rather simple. This experience has
been made in other disciplines as well. In information retrieval, for example, esti-
mating relevance has shown to be a hard problem (e.g., [2829130]). Experiences
with information retrieval systems are in turn relevant to pervasive computing
areas, such as content distribution and delivery. Other areas are CSCW and
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workflow management where experiences suggest that it is extremely difficult to
represent work as such representations are inherently incomplete and ambiguous.

The main contribution of this paper is that we have highlighted the need to
address the difficult areas in pervasive computing explicitly. First, focussed dis-
cussions would help identify difficult areas and would allow to benefit from work
on similar areas in related disciplines, such as AI or CSCW. We have provided
an example of such inter-disciplinary work by relating the context awareness
issue in pervasive computing to previous research on the frame problem in Al
The discussion suggests that there is little hope that context awareness can be
realized to the extent that would be required for realizing some of the example
scenarios in pervasive computing. Given these difficulties, addressing these issues
explicitly is even more important as it could help developers become aware of
the difficulties and to deliberately circumvent such areas.

The second main contribution is that we have outlined some of the difficul-
ties to describe and to analyze the specific characteristics of pervasive computing
applications and devices. These difficulties indicate a need for a framework pro-
viding specific terminology. Such a terminology could foster inter-disciplinary
cooperations that are required to further analyze the gap between application
scenarios and technical feasibility in pervasive computing. An example for rel-
evant work in CSCW is the proposal to re-consider Simon’s idea of Sciences of
the Artificial [31] as a foundation for analyzing the gap between social require-
ments and technical feasibility in CSCW [9]. An example for a comprehensive
taxonomy for location in mobile computing is to be found in [32].

6 Future Research

We are working on analyzing further scenarios reported in the literature. As
an interim outcome we expect a list of criteria that can be used to investigate
scenarios for (perhaps not apparent) difficulties. A longer term goal is the already
mentioned framework providing specific terminology to describe and to analyze
the specific characteristics of pervasive computing applications and devices. This
framework would provide means to express and share experiences in pervasive
computing and related disciplines such as AT and CSCW.

In order to complement this more theoretical work, we just submitted a
large research grant proposal to investigate the issues jointly with specialists in
ethnographic work place studies and personalization technology.

Acknowledgments. The author is grateful to Barbara Gorayska, David Mc-
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Abstract. The need for an effective and adaptable data input method is
fundamental to pervasive computing on hand held devices. The Fastap ™
keypad is a new paradigm of keyed input, providing more functionality in a
smaller space than previously considered possible. Fastap technology may
prove a useful advance to the widespread adoption of the mobile Internet,
especially messaging, and more broadly to pervasive computing in general.
The purpose of this white paper is to provide a framework for understanding the
problems with existing mobile telephone interfaces, to introduce the Fastap
technology and to qualify the assertion that the technology is a fundamental
advance in keyed input that is well-suited as a replacement of the existing 12-
button telephone interface.

1 Overview

Ironically, while few doubt the value of portable computing or of wireless
communication, there is widespread speculation about the value of the mobile
Internet, the first mass market effort to unite the two. Analysts and industry press
devote significant attention to the search for the mobile Internet’s “Killer App”... a
search to validate the need for the portable version of what we all know to be a vitally
important tool on the desktop.

Why? The search for a Killer App seems to belie an inherent belief that the desktop
experience will not translate to the pocket. A central source for this disbelief, as
expressed by analysts, industry press and the public, is dissatisfaction with the manner
in which data is entered into mobile devices.

The object of this white paper is to:

discuss the impact of Interface on the adoption rate of new technologies
introduce the Fastap™ keypad

demonstrate that the Fastap keypad is a new paradigm of keyed interface
discuss qualitative issues comparing Fastap to its alternatives

1.1 Impact of Input

Interface technology is often under-appreciated. The fact is that systems of great
utility can remain relatively unused only because they are slightly too complicated to
operate. Any feature that requires reading a manual has precipitously decreased

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 58-68, 2002.
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chances of being used. Perhaps a condemnation of human nature, but the nature
exists.

Relatively small advances in interface technology often provide the missing
element necessary to unleash phenomenal industry growth.

Some examples:

e The mouse and Graphical User Interface. (Iconic desktop). We can only speculate
how the world would be different if computers still operated in a DOS/command
line environment. But it is clear that Microsoft, Dell, Apple, Compagq etc. owe their
overwhelming success to the relatively small ergonomic niceties that made rapid
and massive computer adoption possible: the mouse and the GUI. [1]

o Graffiti Handwriting Recognition. As tenuous as Graffiti’s popularity may be, it is
indisputable that without it the handheld industry would basically not exist.
Handspring and Palm owe their existence to this interface innovation.

e The Browser. The Internet has been around since the 1970’s. It lay dormant for
twenty years until an easy-to-use interface (a browser) woke it in 1991. The
Internet then quickly became one of the largest economic expansions in history,
and provided a fundamental societal change.

Each one of these economic and social engines was started by a relatively small
ergonomic advance that made the underlying and (pre-existing) technologies easy to
access.

This is because:
Ease-of-use = USE.

This fundamental idea is often overlooked in the development of products, and
sometimes entire industries, such as the mobile Internet. Billions of dollars will be
invested to develop amazing new technologies and infrastructure, with an attitude of
“if we build it, they will come” while minimal effort will be spent on providing easy
access to the technology. Developing a new technology, and not providing an
appropriate interface is akin to building a baseball diamond but making it really hard
for people to get inside.

A more topical example may be demonstrated in reverse, as a thought experiment.

How often would you use the desktop Internet if your desktop keyboard was
replaced by a 12-button telephone keypad? Imagine writing and addressing an
email, or browsing the Internet. Would the decrease be small or precipitous?
Might you stop using the Internet at all?

This suggests that trying to evaluate the utility or economic potential of the mobile
Internet under the constraints of an inappropriate interface will lead to vast
underestimation. The existing 12-button interface was never intended to access
computer functionality, and the result is a distorted negative impression of the utility,
and hence the value of the first consumer implementation of pervasive computing. As
with technologies before it, the adoption and use rates would be far higher if the
interface was designed to make the device easy to use.
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1.2 Telephone History

With early telephones, the user would ring a bell to summon the operator to make a
connection. Strowger invented the rotary dial in 1888, allowing users to dial their
party directly. In the 1950’s Bell Labs invented the push button telephone interface
we use today.

Half a century has passed since then. One could reasonably expect the underlying
technology to have outgrown the ability for the interface to support it. Indeed it has.
Most mobile telephones today are able to: write and receive messages; browse the
Internet; store, write and retrieve personal data; trade stocks; play games; perform
banking operations; and buy and sell goods. The telephone has developed computer
functionality, and not surprisingly, the interface is badly outdated, and simply ill-
suited to the task.

Fig. 1. A Fastap Keypad on a mobile phone (49mm x 104mm x 16 mm)

2 Fastap Technology

In general, the ideal modern telephone interface would support the phone’s traditional
capabilities and operate in a traditional way, but also provide access to the alphabet,
punctuation and auxiliary functions in an intuitive and unrestricted manner.

This paper now turns to discussion the Fastap technology and how it satisfies the
demands of a modern telephone interface. The technology provides the traditional 12-
button telephone keypad, plus a full alpha keyboard with punctuation, in
approximately the same area as the existing telephone interface, and with similar ease
of use. This section will explain system operation, and provide a quantitative and
qualitative performance analysis. While the technology may be implemented in any
layout, including the traditional “QWERTY” desktop layout, this paper is limited to
discussion of the telephone, with emphasis on the mobile Internet telephone.
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2.1 Operation

Fastap technology is comprised of two superimposed keyboards, as shown in Figure
1. The traditional telephone keypad is on the lower level and the letters are available
on the raised keys. Punctuation and control characters are interspersed between both
in a logical manner. To access a number, letter or punctuation character, the user
simply presses it.

Contact area
for letters

Contact area
for numbers

L w7
AT AN

Caps mod <«
/y\, NN N
space

Fig. 2. Operation of letters and numbers. (Drawing is full scale)

Figure 2 demonstrates how the surface contour provides ample space for a finger
or thumb to actuate any key. The raised letters are spaced sufficiently from adjacent
letters to provide the contact area of a full-sized desktop key. Likewise, the user
enters lowered characters simply by pressing the desired character, and ignoring the
inevitable consequence of pressing adjacent letter keys. The result is that the finger
(or thumb) is always provided ample space. People with extremely large hands have
expressed preference for Fastap keypads to the keypads of their own mobile phones.

Technically, it is the actuation of opposite adjacent independent keys (around a
lowered character) that activates one of the combination keys.

For example, pressing either the “n” and “s” or “r” and “0” are sufficient to
uniquely define the number “0,” so the user can press off-center (missing a key) and
still receive reliable operation. In practice, the system demands similar accuracy to a
traditional keypad of similar size. The system operates on the principle of “passive
chording.” Although multiple keys must be struck simultaneously to provide output,
the system operates transparently to the user so that no special training or
memorization of stroke sequences are necessary. Other chorded keyboards have had
poor acceptance because they require training and/or memorization.

Because passive chording provides each character with a single press, the device is
as intuitive as any desktop keyboard. The device requires no training or explanation,
yet allows 50 independent full-size keys to fit in area one-third the size of a business
card, bringing efficient, intuitive and ergonomic computer functionality to small
handheld devices.
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2.2 New Paradigm

The Fastap keypad is a new paradigm in keypad technology. The design increases
maximum key density (number of keys per square cm) by a factor of approximately
2.4 and simultaneously increases the contact surface area of each key. The result is a
computer-level interface far smaller than previously thought possible, and yet more
comfortable to use than devices with less functionality. By providing one-touch access
to each number letter, and basic punctuation, Fastap technology eliminates the need to
“triple tap” or to use disambiguation software. In a study of 113 cases extracted from 57
HCI studies Nielsen & Levy [2] found high correlation between user preference and
device efficiency.

3 Quantitative Analysis

3.1 Key Density — Theory

In order to demonstrate Fastap technology is truly a new paradigm key input, we must
first establish a theoretical construct of the existing technology.

F/2 F/2
Pressure
zone
/2
- Zero-ared
/2 keys

Fig. 3. Theoretical maximum key density

Figure 3 shows a keyboard reduced to its theoretic limits. The keys are reduced to
regions of near-zero contact area. While such a design would certainly be
uncomfortable for the user (if it could work at all) the design provides an unassailable
theoretical model of the absolute maximum possible key density within the existing
keypad paradigm.

The key caps of near-zero area are placed at a distance of F/2 from each other,
where F is the diameter of a theoretical pressure zone at the tip of an idealized human
finger, the region that would apply pressure to a surface as the finger activates a
button. This model therefore uses the smallest possible keys, located as close to each
other as they can possibly be without necessarily striking more than one key at a time.
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Using this layout, we can calculate the theoretical maximum density (keys/sq. cm) of
independent key caps in a keypad M finger units wide by N finger units high:

4MN —-2N -2M +1

Max DenSity Theoretical — 2
MNF

(D

Figure 4 shows the pressure zone of a finger as it actuates a "combination key” of a
Fastap keypad. Each combination key is identified by a graphic located at the
intersection of four keys.

F/12 F/2
Pressure
Ve
olololo zone
L Local
12 O o8 high poin
/2 (@) @)
@) O

Fig. 4. Combination key of Fastap Keypad

Note two things: 1) the combination key density (below) is exactly the same as the
theoretical maximum of the old style keypad. 2) The area allocated to each Fastap
button is F’ (i.e. finger-sized) instead of near-zero, as with the old style keypad of
Figure 3. The density of the combination keys is given by Equation 2.

4MN —2N -2M +1

Key DenSity Combo Keys = MNF P (2)
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Fig. 5. “Independent key” of Fastap Keypad
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By itself, this is an interesting result. However, Fastap technology offers far more.
With Fastap technology, the individual keys are elevated, allowing the user to operate
an additional set of 2M x 2N keys, as shown in Figure 5.

The combined densities of the combination and independent keys yield a key
density of:

8MN —2N -2M +1
2 : (3)
MNF

Key Density 1, =

By entering values of M=3 and N=4 we can determine theoretical values for the
densities of a telephone-sized keypads.

Existing button paradigm:
Max Density,, ..=2.9 keys/finger unit . “4)
Fastap Technology:
Density,,,, = 6.9 keys/finger unit . (5)

Because the “finger unit” is arbitrary, only the ratio is significant.

Taking this ratio (6.9/2.9) we see that the Fastap keypad technology provides a key
density ~2.4 greater than smallest possible traditional keypad.

3.2 Key Density — Practice

How does the theory work in practice? The keys of real keypads must have some
physical area.

This fact applies to both traditional and Fastap keypads, which must both scale
approximately equally as they grow from theoretical abstraction to a useful size. The
result is that the ratio does not differ significantly between theory and practice.

This analysis is proved correct by simply measuring the key densities of existing
products and Fastap keypads. The results are shown in Figure 6.

The thick line demonstrates how products approach an asymptote of maximal key
density of approximately 1.2 keys per square cm. Apparently higher densities are
ergonomically infeasible for a traditional keypad. The Fastap technology, with 3.3
keys/square cm, provides an increase in key density of approximately 2.7 over these
successful small products. So theory (at 2.4) is reasonably close to practice, at 2.7.
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Fig. 6. Key density and contact area

3.3 Key Size

Figure 6 also tracks the key size of the same products, shown as dots on the graph.
Although the “curve” tracks the data relatively poorly (demonstrating that key size
and density are somewhat independent) Fastap technology is clearly independent of
the previous trend, with an increase of key area of 4-6 times.

34 Summary

Fastap technology provides an increase in key density of approximately 2.4 - 2.7
(theoretic and empiric, respectively) while simultaneously providing an increase in
key contact area by a factor of approximately 4-6 times (empiric).
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Qualitative Analysis

To perform a qualitative evaluation we will identify a set of ideal criteria and use
them to compare Fastap technology to its competitors. For the purposes of this paper,
we will limit the analysis to: 1) the mobile Internet (the most important aspect of
pervasive computing at this time) and 2) technologies that are available now or that
may become viable in the next few years:

Voice recognition

Hand writing recognition

Graffiti

On-screen keyboards

Accessory keyboards (e.g. Chatboard, iBoard, Cirque’s Pocket Keyboard)
12-Button keypad (multi-tapping)

12-Button keypad (with predictive algorithms such as T9, eZtap, and iTap)
Integrated QWERTY (e.g. Treo, Nokia 9xxx)

Fastap keypad

Defining the Ideal.

In

order to provide a more detailed framework for analysis, the following list of

“ideal” mobile Internet interface characteristics are provided:

1.

Nk w

®© N

11.

No training to use. It is been shown repeatedly that increasing the amount of
training necessary to use a product will decrease the adoption rate and reduce the
final penetration rate.
Error-Free operation. Some technologies inherently create errors, even if the
user performs perfectly, a highly undesirable feature.

Speed. Obviously desirable.

Convenience/Portability. Obviously desirable.

Transparence/no-modalities. A “transparent” interface allows the user to focus
beyond it, on what they are trying to do, instead of the interface itself: as if the
interface was not there. Transparency is extremely desirable.
Alphabet-centric (instead of language-centric) vastly increases cross-cultural
communication abilities, and/or reduces manufacturing and localization costs.
Cost. Preferably low.
Hands-free operation. Only voice recognition is hands-free. One-handed devices
are given a “very good” rating in the chart below. Two-handed devices are given
a poor rating, because analysts have identified one-handed operation as important
for mobile Internet devices.

Universal Access — Access for the deaf and blind is and important criteria.
Non-restrictive — The interface should not restrict what people can say or how
they say it.

Private. The interface should allow the device to be used without compromising
privacy.
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Fig. 7. Interface qualities for mobile phones

Figure 7 shows a graph of the qualities of each of the competitive alternatives
available in the foreseeable future as filtered through the ideal mobile phone criteria
listed above.

Discussion.

While no assumption is made each criterion is of equally importance, the amount of
light color provides an interesting first-order approximation indicating the Fastap
keypad is an interesting technology, worthy of further evaluation.

A few comments on the rankings:

e (Qraffiti was the only system given a “bad” rating for training because it is the only
system in which continual practice is needed.

e While Voice Recognition is widely seen as the next generation of interface, it is
worth noting that the most significant benefit of pervasive computing is to provide
the ability to work any time and any place... and likewise, the most significant
problem with voice recognition is that it /imits the ability for a person to work at
any time and any place. Furthermore, many of the cases in which VR would be
inappropriate to use are the same cases in which pervasive computing are most
compelling: in meetings, on planes, trains, buses, subways, waiting in lines, etc.
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VR will one day be an important input technology, but it will not obviate the need
for an alternate (private) means of entering data. Continuous VR (required for
messaging) currently requires over 100MB of storage, 64 MB of RAM and a high-
end processor, making it two orders of magnitude more expensive than the
alternatives, and despite its availability on the (relatively quiet and controlled)
desktop environment, it remains a disability solution .

e Because of the familiarity we all have with using a stylus, hand writing recognition
is an intriguing input technology. But in the mobile context, two-handed input is
undesirable because a high degree of mobile use is conducted while carrying
something, and/or steadying oneself. Indeed, Christian Lindholm, Nokia’s Director
of Usability includes “one-handed device” in the definition of a mobile telephone.

e Disambiguation software, though often considered an improvement to the 12-
button keypad for writing text on a phone, fairs quite poorly with respect to triple-
tapping, except in the “category of speed. Disambiguation methods are slightly
faster than triple-tapping as long as the dictionary contains at least 85% of the
words the user wishes to type [3], also assuming the user makes no typographical
or spelling errors.

e The Fastap keypad is rated lower than QWERTY keypads with respect to training,
because the pervasiveness of the QWERTY keyboard provides other opportunities
to learn it. The actual amount of training to achieve the same familiarity is
obviously the same.

5 Conclusion

History has shown interface quality is critical to the successful adoption of new
technologies. The mobile internet, one of the first mass implementations of pervasive
computing, suffers from a poor interface. Nearly half a century old, the telephone’s
12-button keypad is simply ill-suited to access the computer functionality of modern
phones. The Fastap keypad is a new paradigm of key input technology that brings
computer-level functionality to the telephone. By increasing key density by 2.4 - 2.7
times, while simultaneously increasing the size of the keys from 4 - 6 times, the
technology provides a complete and easy-to-use alphanumeric keyboard, including
basic punctuation, in an area of 1/3 of a credit card. The technology also excels at a
set of qualitative criteria that identify an ideal mobile telephone interface.
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Abstract. This paper presents the lessons learnt from the development of a
ubiquitous computing environment for use within the real world. Such systems
are currently purpose built demonstrators, often within research labs. This paper
is based on the development of a storytelling environment for use within
schools. This migration — from the lab to the school — required the redevelop-
ment of the platform, and highlighted the importance of providing support for
the maintenance and management of the environment when access to a sophisti-
cated infrastructure and dedicated space can no longer be guaranteed.

1 Introduction

Environments that are populated by a wide range of interactive devices represent the
perennial articulation of pervasive computing [2,17]. Building upon Mark Weiser’s
early vision of ubiquitous computing [18] a number of researchers have articulated a
research agenda for pervasive computing based on a world populated by a range of
embedded devices. Understanding the nature of these devices and the ways in which
computationally rich environments may be used to support different digital experi-
ences has emerged as one of the predominant challenges for pervasive computing.

In order to understand a world populated by a diverse set of devices the research
community has had to strike a balance between its exploration of the use of these
devices and the development of radically new technologies. Most visions of ubiquitous
computing make strong assumptions about technological infrastructure, which makes
achieving this balance more difficult. This problem has been compounded by the need
for researchers to develop these infrastructures in tandem with the construction of the
interactive environments that they support. The core of assumption is that devices will

! This work has been conducted as part of the EU KidStory project and the UK EPSRC Equa-
tor IRC. The authors acknowledge support from partners in both endeavours particular those
in Kidstory whose work this builds upon. Thanks also to the teachers and children at Albany
School, Nottingham for their collaboration.
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be built into the fabric of the spaces we inhabit and advanced computing and commu-
nication facilities will always be available.

This dependence on a relatively sophisticated infrastructure has meant that the ma-
jority of pervasive environments have had to be developed and explored within re-
search labs. The development of these laboratory-based systems has allowed re-
searchers to consider the long-term use of these systems [6]. As technologies have
matured these test-bed environments have become increasingly sophisticated in na-
ture. Our view of these environments has altered with the emergence of mobile de-
vices [10], large screen displays and PDAs [11, 12] and tangible interface devices [9].
It is not unusual for these technologies to be explored in terms of the “potential” they
offer users, through the construction of purpose build demonstrators in lab settings.
Research-oriented visions and scenarios are often used to articulate these systems,
with less attention paid to their practical application than to real world activities [5].

The construction of technologically laden pervasive environments sets a challenge
in terms of how researchers migrate from the sophisticated technological surroundings
of research labs to real world setting where fewer assumptions can be made about the
supporting technological fabric. Essentially, within a research lab the developers of a
pervasive environment have complete control of the space. Its purpose is solely to
demonstrate the pervasive space. However, outside research labs space is a scarce
resource and multiple competing demands are often placed upon the space. How might
we consider the development and deployment of pervasive environments when these
environments have to co-exist with all of the other demands on a space?.

This work considers the lessons we have learned through the development of a se-
ries of interactive storytelling environments within real world school settings, and the
implications that these have for the technological infrastructure needed to support
these environments. This shift toward situating interactive environments within the
real world rather than the research lab reflects a maturing of the technology, built on
the considerable body of existing research. It also represents a shift in the role of these
environments. Previous work has explored them as a medium of expression, with an
emphasis on articulating how people experience these environments. In contrast we
must now consider how this class of interactive environment is put to work for a par-
ticular purpose in the real world with its myriad constraints.

The paper is based on the development of a technological infrastructure to support
an interactive storytelling environment within a school setting. The following section
briefly describes the nature of the environment and the multi-computer set-up used to
support these activities. The challenges that emerged when using this environment
within schools are described in the section that follows, together with guidelines and
strategies that might be employed to address these issues from a technological per-
spective. We then describe how we have begun to explore these strategies in the de-
velopment of an appropriate supporting infrastructure. Finally, we discuss some of the
outstanding issues and areas for future work and exploration.
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2 Developing Storytelling Environments

Although computers are becoming a more common resource in schools, they are not
generally integrated within routine classroom practice. Rather, they are located in a
special “IT room” somewhere in the school, or at the periphery of the classroom (both
in terms of space and use). Our research has been concerned with bringing the poten-
tial benefits of storytelling-based interactive computer environments to the everyday
teaching space, where it can be more integrated with other educational resources.

We have collaborated with teachers and children from a local UK school over al-
most 3 years. The project has made use of a number of different arrangements of tech-
nology, employed in different contexts within the classroom situation. In this paper we
are concerned with relatively complex multi-machine systems with multiple (often
tangible) input/output devices, which have the property of allowing groups of children
(or adults) to interact and work together, i.e. Storyroom-type technologies [2], which
allow children to create their own story spaces and author stories using physical props.
Working in the design space of a real school environment introduces a number of
technical and practical problems that such systems must take into account if they are
to be usable for teaching on a day-to-day basis.

For more than 20 years, the research community has been exploring interactive
computer based systems [14], and several other examples of this kind of story-telling
interactive environment exist. In Immersive Environments [7], Druin demonstrated the
concept of physical interaction with computer systems. In the Kidsroom [14] set-up
group video tracking techniques were used to control the narrative flow of a story.
While Swamped! [14] used a novel sympathetic interface to control the interactions of
a virtual character within the a virtual environment. The focus of this paper is on the
practical problems that arise when these kinds of technologies move from a research
lab or exhibition into a school setting to be used by teachers and pupils.

2.1 The Original Room-Scale System

Our starting point is the room-scale system used for story-telling in the second year of
our project. This comprised of an extended version of KidPad [8], the multiple-mouse-
based story-telling system (with supporting applications), used on a network of PCs,
with various peripherals supporting tangible interaction, and a large back-projected
display [15]. This is illustrated in Figure 1.

The original room-scale KidPad system was used for whole-class retelling of sto-
ries. This configuration was designed to explore scalable performance and interaction.
In particular, it allowed up to 6 children to simultaneously use the “Magic Carpet” (a
set of large floor pressure pads) and video tracking for navigation of the stories. It also
enabled a large audience to view the retelling. The right part of figure 1 shows a rear
view of the retelling system, which included: 2 desktop PC’s, 1 laptop, the navigation
device, video camera, printer, barcode readers, projector, a projection screen and ca-
bles.



72 V. Bayon et al.

Fig. 1. Front-view and rear-view of the initial room-scale configuration

3 Moving into the Classroom Environment

This room-scale multiple machine system was developed and tested in our laboratory
space, where we could make use of a supporting technical infrastructure and dedicate
space to the system. During development and initial trails the assembled environment
occupied dedicated space within the lab for over six months. This was an iterative
design process, interleaving user sessions and development. However, moving to a
school environment revealed a number of specific challenges that are described in this
section. We also suggest a number of strategies that might be used to address these
challenges.

3.1 Competing for Space in the School

The first challenge was the lack of available space in the school environment for es-
tablishing such a large system. As can be seen from the previous section the system
required space “front stage” for the story tellers and listeners, space “back stage” for
the equipment, and an unobstructed volume for the image to be back projected onto
the screen. Space is typically a scarce resource in the classroom — and the school at
large — and only limited space can be dedicated to a system such as this that will re-
ceive only intermittent use. The lack of space meant that (a) the room-scale system
had to be deployed in the assembly room rather than a normal classroom and (b) the
system could not be left in place, as that space was regularly used for other activities.
Activities within the school were routinely managed in terms of configuring the
space. Children were asked to fetch the materials associated with the activities (e.g.
paints and easels), configure the room to allow the activity to take place (often moving
furniture) and to then pack everything away at the end of the activity. This routine
allowed classroom spaces to meet the needs of different activities. Essentially, the
room was the home of the class and children were seldom moved from class to class.
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This routine of configuring the class to meet the activities available represented our
first major challenge. Essentially the spaces were not sufficiently dedicated to a single
activity so that we could build devices into those spaces. For example, in Class-
room2000 [1] lecture rooms are equipped with devices dedicated to the activity of
lecturing. In our classrooms children would move from lecture style teaching, to
painting to drama within the one classroom space. Consequently the system had to be
unpacked, set-up and packed away every time we ran a school session. For a typical
30 to 60 minute retelling session the researchers had to have at least 60 minutes to
unpack and set-up and 30 minutes to pack up and leave the assembly room empty. The
typical operations performed during the set-up of the retelling configuration were: (a)
unpack the components in the available space, (b) place the different parts of the set-
up in different pre-determined physical locations (to position the various elements
relative to one another), (c) connect all the input devices, output devices, networking
and power cables, (d) power up all of the computers and the network (e) start all ap-
plications. (f) Check that everything was working.

The most complex part of the set up was making all the cable connections, espe-
cially connecting and bringing up the network that connected all the computers. One
computer had to be dedicated solely to KidPad. The other two ran the Magic Carpet
and video tracking system respectively, and communicated over the network to the
computer running KidPad. Running the Magic Carpet and the video-tracking as appli-
cations on different machines was a necessary requirement. Distributing the input and
output among several machines allowed us to increase the responsiveness of KidPad
while children interacted with it. However, this version of the system could not cope
with any part of the system (KidPad, the Magic Carpet, or video tracking application)
disconnecting or restarting during the session. So if any application or machine had to
be restarted or disconnected from the network then all of the applications had to be
restarted (in the correct order).

The pressures on space are likely to be a generic issue for this class of system. In
fact, space is routinely overloaded in most environments, with spaces often being
reconfigured to meet particular demands [13]. In order to fit within a real world setting
— where space needs to be shared across a broad range of uses — the technologies
making up interactive environments will need to make efficient (and appropriate) use
of the available space. This might be realized in a number of ways including:

- Reducing the physical size of devices and minimising the number of devices
required to support an activity (especially “support” devices such as PCs that are
“behind the scenes”).

- Reducing the complexity and presence of wiring where possible by shifting to
wireless devices and technologies. It should be noted that despite the maturing of
various technologies a fully wireless environment is unlikely. Power leads alone
accounted for over 12 cable runs in our environment.

- Where possible exploiting existing in-situ devices that are already integrated with
the normal working environment. For example, in the classroom setting ceiling-
mounted projector(s) and multi-purpose screens might be available.
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Developing devices and software that support the widest possible range of useful ap-
plications within that particular environment. It should be noted that there is a poten-
tial conflict between flexibility and simplicity — a device able to support more activi-
ties may well require a more complicated interface and more complex patterns of
configuration and use.

3.2 Finding Time

The second challenge was the lack of ‘slack’ time within the teaching day. An extreme
example of this challenge was the requirement that the complete system is set up and
taken down before and after each use (which was caused in turn by the use of space,
noted above). The pressure of teaching meant that this activity could not be undertaken
by the teachers in addition to their normal responsibilities. The lack of slack time also
impacts what one might expect to be the more mundane running of the system. For
example, on some occasions the computers had to be moved around the room after
they were set up in order to adapt the system to the unique conditions of a particular
session such as the number of children, special requirements from the teacher, or the
presence of visitors. Because of the way the system was implemented this often meant
that the whole system had to be restarted in very little time. Similarly, the teaching day
is very busy, and this technology might be used for just one part of one lesson. There
is no time to spare for system configuration, trouble-shooting or the other administra-
tive and maintenance activities that might be expected within the laboratory environ-
ment. In the school setting the researcher might easily find themselves frantically
attempting to locate the system’s problems while a teacher and a class full of children
were waiting on the other side of the screen.

The general problem of the added work required to make technology work has been
reported elsewhere [4]. A number of researchers cite this invisible work as a problem
for the acceptance and use of systems. Addressing this within a school setting means
that the technologies should make minimal demands for time in and of themselves, so
that ideally all of the available time can be devoted to the activity being supported,
rather than to the technology being used. This might be addressed in a number of
ways:

- Fast and simple physical assembly, e.g. any peripheral might be connected to any
machine via any connector and cable that fits, or even no assembly, e.g. using
wireless communication.

- Flexible software, e.g. attempting to respond meaningfully to novel device con-
figurations (such as moving a peripheral from one system to another) by provid-
ing — possibly limited — use of the new device, or by clear feedback and guidance
to the user (e.g. that the device cannot be used in this way).

- Robust and self-healing software, with appropriate diagnostics and user guidance,
e.g. guiding the user in locating and fixing a loss of network connectivity.

- Timely and appropriate feedback of system status and activity, allowing users to
manage their confidence in the system, and to structure and pace system’s use.
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As well as directly addressing the issue of time requirements, many of these strategies
also address issues of system complexity (see below). This is because one of the main
negative impacts of complexity on the final activity is the time required to manage that
complexity (as we have found in our school sessions to date). Consequently strategies
that reduce the effective complexity of the system could (in many cases) also make it
faster to use.

3.3 Configuring and Maintaining the System

The third challenge was the sheer complexity of the system, in terms of the number
and diversity of physical devices in use, and in terms of the specific requirements for
configuring and using them. In physical terms each device had to be (a) identified (b)
positioned (c) matching cables identified (d) appropriate sockets identified and se-
cured with the right cables and (e) powered up at the right time. The software had to
be (a) located on the machine (b) configured if necessary (c) started correctly and in
the right order and (d) verified. If anything went wrong then the user would have to
attempt to locate and rectify the problem, and resume the start up process. Many of
these tasks require skills and knowledge beyond those that may be expected from
those who are not IT professionals.

For long term use and integration of the technology in the curricular activities of the
school the whole system would have to be used and maintained by the teachers and
students themselves. While they have some experience with information technology,
many of the devices and paradigms used (e.g. distributed computation) are outside of
their experience and expertise. In particular, the complex requirements for setting up
the system required the help of the researchers, and so the system could not be inte-
grated into normal classroom use.

The problem of maintenance and management of complex technological infra-
structures — inherent within pervasive environments — has already led a number of
researchers to suggest that we need to broaden our consideration of ‘use’ to embrace
the area of reconfiguration [6]. Any complete system must be usable on a day-to-day
basis by the teachers and children themselves, and they are not typically experts in the
elements of computer science or tangible technologies embodied by the technologies
used. Rather they are teachers and children who are interested in meeting the goals of
education rather than technological reconfiguration. To some extent the techniques
that address the pressures of time, above, might also allow the broadest possible range
of users to make effective use of the system and its components. In addition to this we
should also consider how the system might support people in the day to day running of
the system:

- Minimal user configuration of the hardware and software. For non-trivial appli-
cations and environments we do not believe that it is realistic to expect all con-
figuration to be automatic. In particular, support is needed for the addition of new
devices and applications.

- Persistent and sharable configuration: where configuration is required it should
be possible to re-use it as much as possible, e.g. between sessions and between
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users. The mechanisms for persistent and sharable configuration could allow for
technology specialist(s) (whether they be teachers, students or part of an external
support organisation) to make full configurations available to the rest of the sys-
tem’s users, and to share these configurations more widely (e.g. via email).

- Improved Management Facilities: existing environments have simply not focused
on management mechanisms for users. Any real world environment requires
some form of access control, authentication, auditing and rollback to manage the
total process of customisation and configuration with shared resources and multi-
ple levels of user expertise. For example, a particular school might restrict (po-
tentially error prone) configuration activities to certain skilled users, and the stu-
dents are likely to have only limited access to the underlying components.

In short, in the laboratory and for the developers, the system might be regarded as
“sufficient” and “complete”, especially because the developers find it easy and natural
to relate to the system in terms of technology. The system is also located in a dedi-
cated and stable research space where once set up the technology seldom needed to be
reconfigured. However the teaching environment considered here addresses the tech-
nology only in passing, as one possible means among many to address goals of teach-
ing, learning, involvement and collaboration. Moreover, the technology needs to exist
in a crowded space where it needs to compete with multiple simultaneous demands on
the space. This shift in context has highlighted these sets of generic strategies that
need to be considered when we seek to make ubiquitous computing an everyday as-
pect of the world we inhabit. The next section describes how we have begun to ad-
dress some of the issues described, and experiment with some of these strategies
within the latest prototype system.

4 The Final Room-Scale System

The previous section has described the challenges that we have encountered taking
experimental technologies into a working classroom environment and also suggested a
range of strategies that might address these challenges. Of necessity, we have had to
focus our ongoing activities on exploring just a few of these areas. In particular, we
have focussed on software-related issues of configuration, failure and feedback. Our
final prototype large-scale system seeks to improve on the original as follows: (a)
reduced configuration demands by reducing the pre-allocation of software, machines
and networks (b) improving failure recovery by allowing elements of the system to
fail or be stopped and subsequently restarted independently, maintaining a working
system (c) timely feedback of system state and activities. In addition, the framework
introduced in the new prototype needs to be lightweight. It can make minimal as-
sumptions about network connectivity outside the room and should not require a sig-
nificant investment by teachers in managing the infrastructure.
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4.1 Problems with the Original System

The original room-scale implementation had some specific shortcomings that arose

from its simple Client/Server networking model. These constrained the system’s op-

eration as follows.

- The server(s) had to be present on the network and available before the client(s)
were started (in our case the server was KidPad).

- Each client had to know the location of the server(s) that it was to connect to (in
our case the clients were the Magic Carpet and Barcode reader interfaces).

- Once the client and server were connected this connection could not be broken
until the communication between the server and the client was finished.

The simple client/server approach used was not flexible enough to be able to adapt
quickly to variations in the physical environment where the system had to be de-
ployed. In particular, the system’s inability to recover from any single element being
restarted or disconnected made reconfiguration slower and more prone to difficulties
(all of the software had to be restarted).

The simple client/server model also required that each client be pre-configured to
locate the server. This meant that the software could only be used with specific ma-
chines playing specific roles: using the system on other machines — for example for
multiple sessions or in the event of a machine failure — would mean changing system
configurations, which was a relatively time consuming and error-prone task that as-
sumed expert users.

4.2 Supporting a Localized Dynamic Infrastructure

The fundamental change between the approach used in the original room-scale system
and the new version may be regarded as a shift in programming and operational para-
digm. The original system was essentially a one-off fixed-configuration lab-oriented
prototype. It could be adapted to new contexts, but only through low-level intervention
(configuring scripts and/or changing programs).

The new system, in contrast, reconsidered (and re-engineered) the system as a
loosely coupled localized network of services (many of which represent tangible de-
vices), relying on robust dynamic discovery for self-configuration and failure recov-
ery. By exploiting the fact that these devices are physically co-located we can focus on
the development of a lightweight set of services that support a dynamic infrastructure
that is localised to the room set-up.

When building this second system we considered a number of potential distribution
platforms, including Java RMI and Jini, CORBA, DCOM, and Web Services. RMI,
CORBA and DCOM are designed around a more tightly coupled client-server para-
digm than we wanted to use (after the problems noted above). They also do not di-
rectly address the goals of reduced configuration and failure recovery. DCOM is also
Microsoft-specific, not supported on other platforms such as Linux.

Jini is built on the top of RMI, and provides a framework to deploy services and
allows services to discover and participate in certain activities. Although Jini seemed
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ideal, the functionality achieved requires, in practice, a complex set up and has a very
high overhead. A minimal Jini environment needed a significant number of generic
servers to be maintained. Jini assumes that services such as lookup are always on and
can be discovered on the network. However, in practice within the school each instal-
lation required the reconstruction of the network, exposing the users to complex serv-
ice management interfaces. Furthermore, by considering discovery to be localized to
the particular assembly of devices making up the room-scale environment we can
significantly reduce the complexity of management involved.

Web services are the natural evolution of the Client/Server model of the World
Wide Web. In essence a web service is an application that exposes its functionality
and can be accessed using an URL. Applications access those services using standard
GET and POST HTTP actions. These actions have the advantage that they are both
human and machine-readable.

We chose to implement extensions to our second system using a combination of a
lightweight multicast-based service discovery (implemented in Java), with a web
services approach to service access (although using our own plain text for data trans-
fer, rather than provided by XML/SOAP). We feel that this approach provides a sim-
ple yet powerful paradigm for network interoperability, portable across many plat-
forms, and with loose coupling of components. Re-implementing the services our-
selves (rather than directly using Jini or SOAP) allowed us to trade flexibility for
compactness and efficiency.

4.3 Implementation

We integrated the original room-scale system with a new set of components that ex-
panded the types of media that could be incorporated into KidPad (to be published).
Among these new components, we developed devices that could take still pictures
from a web camera and another one that could scan images using a scannerB We have
used these new devices to gain experience with the new design outlined above.

We extended KidPad to act as a web services client, to interface to the new camera
and scanner components. These new components, the WebCamera and WebScanner,
interface to our resource discovery system, and expose their services via well-defined
HTTP interactions. Each new device implements a basic web server with scripting
capabilities. There is also a multicast packet broadcaster that announces itself to the
network. Each component maintains a list of known components (the “host list”) that
is updated automatically as multicast announcements are detected on the network. In
this way, the number and location of services on the network is discovered dynami-
cally. A device that does not announce itself for a period of time is removed from the
list. An application that is interesting in using a particular device can query that device
— via a standard URL - to obtain detailed information about the device and its capa-
bilities. It can then further interact with the device via device-specific URLs.

2 The new system included other components that integrated audio capture and PDA drawing.
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4.4 Sample Use

The WebCamera and KidPad both run the multicast announcer and host list software.
So, once both are running, they will discover each other on the network. When a child
presses the button on the camera the WebCamera component makes a HTTP GET
request to a specific URL based on the discovered network address of the KidPad
application; this notifies KidPad that a picture is being taken. KidPad responds with its
own request to the WebCamera component, again an HTTP GET request, that returns
a new image from the digital camera. KidPad then integrates this new image (typically
a GIF file) into the current story. Figure 2 shows the web camera in use in the new
system.

Fig. 2. Using the web camera in the revised room-scale system

This example indicates several advantages of this new implementation: (a)KidPad
and the WebCamera can be run on any machine(s) on the network without (re) con-
figuration. (b) KidPad and the WebCamera can be started in any order and stopped
and re-started independently and the interaction will still work correctly once they are
both running again. (c) Any number of WebCamera components can be added to the
network and they will all be able to contribute images to KidPad.

We have also given consideration to issues of user feedback, pacing and confidence
monitoring in this system that are also illustrated by reference to the above interaction
example. Grabbing a digital picture can take a few seconds, while scanning a digital
image on our flat bed scanner can take about 40 seconds. This is a considerable length
of time in terms of user interaction, and specific feedback and monitoring is required.
Our revised implementation uses two levels of feedback: local (generated by the com-
ponents around their physical periphery as result of children’s interaction) and global
(generated by KidPad to represent the status and progress of the individual compo-
nents when they are active).
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5 Discussion

As our project ends — of which this work is part — we have had to rely on 4 small-scale
trials of the final system. None the less, we have gained some useful experience and
insights in testing this revised architecture, and have provoked ongoing reflections. We
summarise these reflections in this section, indicating areas for future thought.

First, the move to a lightweight multicast approach has certainly eased system con-
figuration, at least for simple deployments. It is refreshing to be able to ‘just start’ a
camera or scanner component on a new machine and have it work with no additional
effort. It is also a relief to be able to start and stop these components without having to
worry about restarting other parts of the system, and to be able to start services in any
order, or add them dynamically to an ongoing session.

Second, we have found the web services model (i.e. remote operations as HTTP re-
quests) to be simple and robust, but relatively slow, at least for our Java-based imple-
mentations. For example it is adequate for inserting a scanned image into KidPad, but
would not be fast enough to operate as a remote interface to additional mice or other
highly interactive components. For these latency-sensitive interactions a finer-grained
and higher-performance method of communication is required (currently the system
uses native TCP sockets).

Third, we have found multiple levels of feedback — both locally and globally — to be
very useful in maintaining a timely understanding of the system’s state and activity,
especially when a high number of devices and users are involved. This highlights the
potential need in pervasive computing environments to present to users the relation-
ship between the global (user-oriented) activity and the local devices and activities
that comprise it. For example, how do I know which ‘nearby’ printer is printing my
document, and how do I find it?

Fourth, while simple dynamic discovery has been adequate for a simple configura-
tion-free system there are problems that will arise with more complicated configura-
tions. For example, suppose two teachers are using KidPad at the same time and a
child takes a digital photo; which KidPad application does it go to? Both, one, the
other or neither? In non-trivial contexts there is clearly a need for configuration and
customisation in some form, e.g. dynamically associating the camera with a particular
instance of KidPad, or associating a particular child (with some form of tagging that
the camera can read) with a particular instance of KidPad. However, the difficulty that
arises as we seek to generalise from our simple lightweight approach is the eventual
need for users to understand and manage a network-based infrastructure. Certainly, a
balance needs to be found between the generic “always-on” philosophy of systems
such as Jini and the more targeted but much lower overhead approach of developing
localised discovery based systems.
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6 Conclusions

This paper has reported the issues involved in moving a storytelling environment out
of a research lab and into a real world school. Migrating the environment from a tech-
nologically rich research lab to a school environment provided an illuminating insight
into how the common vision of ubiquitous and pervasive computing might be realised
in practice. This transition has led us to reflect on the general issues surrounding the
development of ubiquitous computing environments.

Space is scarce. In the real world and dedicating space is very difficult. Space is
routinely overloaded and continually reconfigured to meet demands over time. Having
built an environment inside a dedicated research lab space we were then faced with the
problems of making it exist in an environment of ongoing continual reconfiguration.
The cost of building and taking down the environment was such that it would prohibit
its widespread use. Existing considerations of ubiquitous environments seldom con-
sider how the environment itself is configured and amended by its inhabitants.

All objects in a space can be rearranged with the artefacts within a space reconfig-
ured to meet particular needs. Some of the devices in our environment proved difficult
to rearrange and the cost of connecting devices together was high. Making devices
easier to physically rearrange proved problematic particularly with power leads and
cabling runs. Existing considerations of movement of devices in ubiquitous computing
tends to focus on interactive devices carried by users. The general assumption is that
sensors and larger scale devices are embedded into the environment. However, we
found that even “fixed” devices such as sensors, floor pressure pads and displays
where routinely moved in order to reconfigure the space.

Spaces are dedicated places. While it is obvious to say that we built our initial en-
vironments in a research lab, the fact that this was a place where new technology was
constructed became significant when the environment moved to another place.
Schools are places where children are taught and the inhabitants wish to teach rather
than manage a surrounding electronic environment. The cost of management of the
environment was simply very high with those inhabiting it were unwilling to accept
the additional overhead of managing a potentially complex system infrastructure.

Spaces have a legacy. Changes to the physical fabric of the buildings such as
schools take place over a long timescale and are balanced against a variety of de-
mands. The slow evolutionary nature of real world spaces presents a real problem
when placed alongside the revolutionary vision of ubiquitous computing. Simply put,
the continual availability of certain information and services assumed by most ubig-
uitous environments does not exist and may never be universal. To address these is-
sues required us to reconsider the development of our environment in practice In par-
ticular we found that the needs of our local environment did not match current infra-
structure assumptions and impacted interactions with the story telling environment.
The removal of the protection provided by standard interfaces suddenly made the
infrastructure much more visible and the exposure of the infrastructure taught us some
significant lessons.

Software services are currently not ubiquitous but need to be locally available. Cur-
rent supporting infrastructures focus on developing scalable platforms. However inter-
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action is locally contained within the space and often needs to be managed locally.
Consequently we found ourselves building a self-contained discovery mechanism that
focused on lightweight local availability within the space.

The environment needs to be managed as well as used. We had focused on the de-
mands of the children and teachers as users. However, before the environment could
be used we needed to reduce the management costs significantly by developing dy-
namic reconfiguration facilities into the infrastructure.

The environment needs to make dynamic actions visible. The complexity of the in-
teractions involved in the environment meant that we had to extend the feedback pro-
vided by the environment to make the dynamic effects more readily available. This
means that we need to consider carefully how we expose the behaviour of the envi-
ronment in order to allow it to be readily interpretable by its inhabitants. We are cur-
rently developing a lightweight self-contained platform for data distribution and com-
ponent-based application building that further builds upon our lessons called EQUIP
[16]. EQUIP is a platform that allows ad-hoc interactions and notification across a
number of locally available components without relying on extensive network serv-
ices. The platform has been designed by trailing within the real world and has already
been used within a town centre square and within a museum set up.
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Abstract. Multi-user communication and interaction via public displays
together the pervasive and seamless access to the WWW in public areas via
mobile phones or handheld devices is enabled via the WebWall system. A
software framework for the operation of WebWalls has been developed,
strictly separating WebWall access technologies (like HTTP, email, SMS,
WAP, EMS, MMS or even simple paging protocols found on mobile phones)
from the physical display technologies used and the presentation logic involved.
The architecture integrates ubiquitous wireless networks (GSM, IEEE802.11b),
allowing a vast community of mobile users to access the WWW via public
communication displays in an ad-hoc mode. A centralized backend infra-
structure hosting content posted by users in a display independent format has
been developed together with rendering engines exploiting the particular
features of the respective physical output devices installed in public areas like
airports, trainstations, public buildings, lecture halls, fun and leisure centres and
even car navigation systems. A variety of different modular service classes has
been developed to support the posting or pulling of WWW media elements
ranging from simple sticky notes, opinion polls, auctions, image and video
galleries to mobile phone controlled web browsing.

1. Introduction

The growing availability of wireless communication technologies in the wide, local
and personal area, together with the pervasive use of mobile and embedded
computing devices gives strong raise for WWW services adapted to context,
particularly to the person, time and location of their use. The seamless provision of
services to anyone (personalized services) at any place (location based services) and
at any time will presumably fertilize — besides the “desktop-WWW” — a qualitative
growth of the Web towards an “embedded WWW?”, enabled by wirelessly networked
autonomous special purpose computing devices (i.e. Internet appliances).
Applications and WWW services will have to be greatly based on the notion of
context and knowledge, will have to cope with highly dynamic environments and
changing resources, and will need to evolve towards a more implicit and proactive
interaction with users [3,16], and will have to be accessible in a more ad-hoc fashion
— not only in privacy (from the desktop), but also in the public (via shared display
artifacts). We therefore explore the fact that visual displays have played an important
role in individual WWW usage, but very little research has been conducted to explore
the potential of large, shared visual displays for group and community communication

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 84-97, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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and interaction. While the use of visual displays and desktop projections is getting
quite popular in group work settings (shared whiteboards, smartboards, etc.), their use
in public spaces to allow for a ubiquitous WWW access for a broad, loosely related,
non-determined and unstructured audience is only rudimentarily understood today.

With this work we address the potentials of ad-hoc communication in public spaces
using a wall metaphor. We have developed a software framework, the WebWall
framework, providing a seamless WWW access over visual displays in public spaces
via a manifold of access technologies including HTTP and email, but most
importantly SMS and WAP. The WebWall framework is presented as a means to
enrich public places with digital communication and interaction means for people to
access their personal ‘multimedia memories’, to share information (e.g. notes, videos,
pictures) with others or to interact with others (e.g. opinion polls, auctions, games) —
all over the WWW and possibly all over mobile devices like mobile phones or
Internet appliances.

2. The WebWall Framework Architecture

The design principle of the WebWall framework appears to be independence with
respect to potential access technologies, display technologies, and configurability and
dynamicity of interactive services. The software architecture hence isolates a request
handling component on the input side, a data management component in a backend
system, and a presentation component on the output side. As for the input side, the
integration of Internet- and mobile networking technologies demands for flexible and
standardized access to a WebWall system which is granted via the representation of
access requests in a standardized format, irrespective of the media (SMS, WAP,
email, and HTTP). The strict separation of request handling and display rendering
provides extensibility by means of being able to integrate new technologies as they
evolve. As for the physical presentation of WebWalls, various display technologies
exist today (projectors, plasma screens, CRT, etc.), and further technologies will
evolve (laser projection). The WebWall system therefore is designed to provide
flexible support for the full range of exisiting and upcoming display technologies. A
presentation module is responsible for arranging the service instances on a physical
screen according to service type and priority. Services are provided as instances of
services classes with dedicated functionality. A so called “rendering engine” for each
service class is responsible for translating the requested WebWall data into a
displayable form, for example a HTML page of a given size.

Users interact with the objects (i.e. service instances) on a WebWall by passing
messages and/or commands through one of the access modules. The current
implementation of a WebWall provides GSM, IEEE802.11b WLAN as well as
standard LAN access to receive requests, which are then passed on to the service
access module that is responsible for translating the text into requests to specific
service instances or classes. Personal preferences, login information as well as pre-
defined objects are managed by the backend system.

Users may create service instances not only by direct interaction with a WebWall,
but also by accessing the backend system via a web-interface. This way, many service
classes — like picture galleries or personal videos — can be costumized and saved for
display on a WebWall at any later time. Besides the user related data, the backend
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system hosts the code for the service classes and the renderer classes that are
downloaded to Java-based clients whenever they start up. It also handles
configuration sets for individual clients that define the services that should run, as
well as the display areas where individual instances may appear on a visual display.
This central storage of configuration sets and class code enables application providers
to implement new service classes and distribute them to a defined set of clients.

WebWalls support a range of service classes that differ in presentation as well as in
functionality (see Figure 1). The most basic service is the one for posting notes
(service class Note) to a WebWall that can be viewed by everyone in the spatial
proximity of the (public) display. Replys to a note may be sent to a WebWall, which,
depending on the reply mode, either display on the WebWall or are routed invisibly to
the author of the referred note. After a defined lifetime, notes are removed from the
WebWall. While notes may be posted instantly when viewing a WebWall, there are
other service classes that are better defined first over the Web-client: Video and
picture galleries (service class Gallery) can be used to display multimedia content by
composing URLs of the media to display and save them under a userdefined names.
Polls may be used to solicit the public opinion on local issues that may arise in the
geographical vicinity of a WebWall, for example. Polls display an up-to-date view of
the current collective opinion, thus providing an effective means for instant
democracy. To allow for ad-hoc buy&sell applications and commercial advertising
the framework provides two service classes: Auction and Banner. Banners work
analogously to their WWW counterparts, but could be used to send vouchers to the
interested reader upon request. Auctions lets users bid for an item on sale, with the
highest bid being on display on the WebWall.

Service Class: Gallery Service Class: Video Service Class: Poll Service Class: Banner
Live Image Streaming Media Public Opinion Poll Commercial Ad Service Class:
Auction
) TN ; WebWall 0699 1111 1010 n"m YT WeOWall 0639 1111 1010 Buy and Sell
Service Class: Note
Personal Ad

ot /
mﬂl,- ey
—-—
- — g .;_’ L2 m?' Service Class:
Service Class: Note = ! o www
Personal Ad DR i Personal
Service Class: WWW Service Class: Gallery
Live Stock Chart Slide Show

— Web Page
Fig. 1. WebWall and service classes

|

The software architecture of the WebWall framework can be separated into four
major entities (Figure 2, grey rectangles) and two interfaces (Figure 2, red rectangles).
The Request Generator (RG) module on the access side, and the Backend System
(BS), the Community Management System (CMS) and the Show Module (SM) on the
processing and display side.
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Fig. 2. WebWall software architecture overview

The Request Generator module accepts incoming requests from different media
types (currently SMS, E-mail and HTTP) and prepares those requests for further
processing. The RG is responsible for transforming each request into its XML
representation (request.xml) which is the input for the BS. The RG logs all incoming
requests, compares them with profiles managed by the CMS and adds data from the
CMS where necessary (profile, resolves shortcuts, etc). A request.xml file is the
interface between the RG and the BS. It is created by the RG and holds information of
a specific request of a specific service class. request.xml is being passed from the RG
to the BS via a HTTP-Post-command. In the BS the data of this file will be
transformed into a JDOM-Object for further processing [15]. The Backend-System
processes the request.xml files generated by the RG. It is the most complex module of
the whole WebWall-system. It manages so called Virtual WebWalls (VWWs) and
permanently stores the state of each VWW. It is responsible for creating, scheduling
(including a waitlist which also can be displayed on the WebWall if needed) and
positioning all service-class-instances, generating HTML-content for each visual
representation of an instance and creating the file event.xml which contains display-
information for the SM placed on a specific WebWall client. The BS can be
configured via a WWW-Interface. The event.xml file is being created by the BS each
time a SC is due to be displayed on a WebWall. It contains data which is needed by
the SM to successfully display a service class. Like request.xml this file is sent to the
SM via a HTTP-Post-command, which means that the BS contacts the SM every time
a event.xml is generated and transmits that file. The Show Module component is
responsible for displaying the results of BS processing. It receives standardized
event.xml documents which are passed over from the BS via HTTP/POST. As this
passing happens in a “push” oriented manner, the SM has to provide rudimentary
HTTP server functionality, in order to listen to incoming requests from BS. As the
content of the event.xml is classified by MIME types, the SM has to provide
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functionality in order to interpret the corresponding data formats. The current
prototype is based on the “text/htm]” MIME type as a visualization format for service
instances [13]. The SM provides the functionality to interpret and render the html
encoded content passed over with the event.xml, creates browser (IE) instances
containing the HTML-content rendered by the BS, and displays the WebWall service
within an [E-instance (neither contain menu-bars, task-bars nor status-bars, only the
common browser-window is being displayed). The Community Management System
is implemented as a WWW-interface for users and administrators of the system for
customisation and administration. Customisable features include the definition of user
profiles, shortcuts (representation of longer strings or even whole services for easier
handling via SMS), styles (colour and text properties), picture-upload and instant or
scheduled posting.

0699 11111010
0699 11111011

0699 11111012

ModemPool

.,-’_ Internet
| LAN
Y WLAN

/'ishowclient11111011...

/ishowclient11111010.webwall.at

= [

ishowlient11111012...

Fig. 3. Virtual WebWalls in a distributed multiple display setup

The WebWall system can either be distributed on physically different
servers/clients, or be set up on one single machine to satisfy different applications of
this service (for example a system managing many WebWalls used in Underground
stations). All modules communicate with each other over HTTP gateways and pass
data in XML format (request.xml and event.xml). As an example for a distributed
WebWall setup, Figure 3 shows a configuration of a geographically dislocated
WebWall system. It illustrates the possibilty to operate multiple WebWalls (Show
clients), which are distributed over the Internet (LAN, wireless LAN, etc.). All clients
are managed by one server with the WebWall-Backend component installed. The
example depicts the centralized request reception via SMS with a modem pool
attached to the WebWall server. Three individual Virtual Web Walls are maintained
and their content is displayed at possibly three different physical displays.
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3. Visual Components and Styles

A variety of different visual components have been created for the individual service
classes, some of which are displayed below. For the video service class (Figure 4,
upper left) the streaming video is displayed in the main frame. The service instance id
is placed in the upper right header and can be used to stop, replay or removie the
video. The gallery class (Figure 4, upper right) overlays image by image out of a
collection of objects in img MIME type from the CMS. The auction class (Figure 4,
lower left) displays an image and description text of an entity upon which an auction
is set up in the public. New bids are posted by referring to the instance id, and once
registered by the WebWall overwrite the current bid tag. An opionion poll like e.g.
the evaluation of presentation by the audience accepts votes for one of the displayed
alternatives (Figure 4, lower right), counts the votes, computes percentiles and
displays the information in real time.

Fig. 4. Service class visuals: video, gallery, auction, poll

4. Scenario: Posting a Note to a WebWall via SMS

To illustrate the operation of the WebWall system, let us consider the creation of an
instance of the service class “Note” on a WebWall identified by the MSISDN
“+436991001010”. Assume a person wants to post the text “Hello WebWall!” in the
style “blue” with a GSM mobile phone via sending an SMS message (Figure 5). It is
assumed that at the moment the WebWall does not contain any information elements
(i.e. no request has already been posted to WebWall), that the requesting user is
identified by the MSISDN 436645229250, and that the request to post a note “Hello
WebWall!” to the WebWall has been issued at the time 10:29. In the first step the RG
translates the incoming SMS information into a request document that looks like:
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<?xml version="1.0" encoding="UTF-8"7?>

<request id ="1" timestamp="9897668787" >

<user authType="sms” 1d="436645229250"/>

<service command="new” class="note” screen_id="436991001010">

<parameter name="text” value="Hello WebWall!”/>

<parameter name="style” value="blue”/>
<parameter name="lifetime” value="30000"/>

</services>

</request>

(3) Log WebWallManager
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(6.1) insert s1 into serviceHash
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51-0001

(2) JDom
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Fig. 5. SMS to WebWall 436991001010
To accomplish the request, the BS executes the following steps:

1. As a first step, after the SMS message has been received, parsed and transformed
into a request file, request.xml is submitted via HTTP/POST from the RG to the
WebWall BS, where the RequestDispatcher servlet receives (1) the incoming
request as a java.io.InputStream. The RequestDispatcher creates an
org.jdom.Document representation of the request based on the incoming string (2),
and logs the request (3) appropriately.

2. With the information stored in the JDom Object (i.e. the screen_id attribute and the
command attribute) the RequestDispatcher first checks whether the specified
screen_id matches a VirtualWebWall instance within the Web-Wall Manager (4).
If it exists, it delegates further processing to the specified VirtualWebWall
instance. In this case it is the VirtualWebWall which is identified by the key
“+436991001010”. As the command attribute of the request specifies that a “new”
instance of a service class note should be created, the appropriate public
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add(org.jdom.Document) method of this VirtualWebWall instance is invoked (5)
with the org.jdom.request object as parameter.

3. The VWW receives the org.jdom.Document(request) and asks its ServiceManager
to create a new instance of a service class. According to the class attribute of the
service Element, the ServiceManager calls its internal newNotelnstance method to
create an instance of a Note (6). Assumed that this is the first request to the
WebWall Backend, the initial value of RNum is “0001” (6.1). This number is the
identifier of the just created Note instance, and is used as key for the storing in the
ServiceManagers Hashtable (services) for later reference. The service instance is
inserted into this Hashtable (6.2).

4. The Note instance is returned to the VWW(7.1). The VWW passes the Note to its
default VirtualDisplay(VD) (7.2) where the layout/geometry allocation is done: As
the VD is empty, a random Quadrant is chosen (8.1) and the Note is being enriched
with the appropriate geometrical data (8.2) and the status field of the Note is set to
“ACTIVE” describing that the ser-vice is actually being displayed on the
WebWall. Also time relevant fields of the Note (ActivationDate, ExpirationDate)
are set accordingly. The Note instance is scheduled within the VDs internal Timer
according to its lifetime attribute. In this case a lifetime of 5 minutes (300000
milliseconds) is as-sumed as the default lifetime of the service class Note. After
expiration of this lifetime, an automatical call of removeService will be fulfilled.

5. The VD invokes its fireAddEvent method, in order to indicate that a Vir-
tualDisplayAddEvent has occured (9). The listening (VirtualDisplayListener)
VirtualWebWall is notified that a service instance has been placed on the
VirtualDisplay as the VD invokes the processVDAddEvent of the VWWs
VirtualDisplayListener (10).

6. Based on the event that a change in the VD has occured, the VirtualDis-
playListener invokes the process of rendering a HTML representation of the Note
instance. First a XML representation of the service instance is generated (11.1),
which in turn is the basis for the XSL transformation into the HTML representation
(11.2). Subsequently, the invokation of the to-EventXml method of the service
leads into the generation and pushing of the event.xml to the associated waiting
Show module, which in turn uses the event.xml to display the Note instance on the
physical projection display. In this scenario the corresponding event.xml looks like
(HTML code omitted):

<?xml version="1.0" encoding="UTF-8"7?>
<event requestId="1"
1d="1000456158960"
serviceId="436991001010-0001"
class="note"
command="new" >
<geometry x="30" y="480" z="1" w="200" h="150"/>
<content type="text/html"><![CDATA[]]></content>
</events>

The positioning within the WebWall projection display depends on the associated
geometry data. In this case the Note is positioned at the coordinates (x=30,y=480)
with a dimension of (width=200,height=150), and z-order=1 within the display of the
WebWall.
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5. Related Work

The use of the wall metaphor as a means to enable “shared artifact interaction” among
humans is not new. Indeed is wall computing research closely related with artifact
research enabling collaboration and awareness [10,11]. At least for awareness
solutions for workgroups quite a few wall metaphor based approaches have been
proposed in the literature. We briefly discuss the main efforts and relate the WebWall
approach to them.

The Notification Collage (NC) [8,11,12,23], developed at University of Calgary,
Canada, is a groupware system that provides ways to post media elements onto a real-
time collaborative surface (display). It is inspired by the metaphor of a bulletin board
containing a collage of randomly positioned and possibly overlapping visual elements
like sticky notes, video (used for providing virtual “presence” through Webcams),
slideshows, or activity indicators to provide a means of indicating the amount of
activity at a persons site through collected (proximity sensoring) movement data in
the appropriate users room. The emphasis of the Notification Collage lies in the
consideration of support of interpersonal awareness and interaction within small
communities of colleagues. It supports both co-located and distributed members of a
group in the means of providing functionality to allow all group members to post,
notify other users about, and use shared resources within the context of a Notification
Collage. The Notification Collage is based on conventional PC and Internet
technologies and incorporates MS Windows as operating system in order to provide
broad support for various multimedia formats. Display technology incorporates both
standard monitors for workstation oriented dual screen setups, and large projection
displays for public applications.

DATA Wall is a project at MIT Media Lab [18], which aims to overcome
limitations given by conventional display technologies. The DATA Wall has a
resolution of 2048x3840 pixels and provides a seamless, gapless fullmotion ultra high
resolution projection display. It can be used in either front or rear projection, direct or
folded optics mode. The main scope of the DATA Wall is to provide a projection
facility with variable and configurable displays. It therefore can be used as a physical
design component for various projection applications.

LIDS (Large Interactive Display Surfaces) is a project of the University of
Waikato; New Zealand [1]. The LIDS project explores applications of large display
surfaces for teaching and distance learning, meeting support, and personal
information management. For teaching, and particularly distance learning, the focus
lies on the ability to efficiently record, retrieve and disseminate lectures, seminars and
tutorials, with almost no additional effort on behalf of the teacher. Similar technology
is applied to the support of meetings and tutorials conducted over multiple sites, and
this technology will be adapted to support both informal and formal face-to-face
discussions and meetings. The system consists of a rear projected glass screen with
standard data projector and a Mimio whiteboard digitizer.

The University of Minnesota in collaboration with Silicon Graphics Inc., Ciprico
Inc. and IBM Storage Products Division have developed PowerWall, a high
performance, high resolution visualization system [21]. The purpose of the
PowerWall is to visualize and display high-resolution data from large scientific
simulations. In addition to this high resolution, the PowerWall provides a large 1.8 x
2.4 m display area to facilitate collaboration of small groups of researchers using the
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same data set. All the collaborators can see the display clearly and without
obstruction, and the rear-projection technology makes it possible to walk up to the
display and point to features of interest, just as one would do while discussing work at
a blackboard. The PowerWall is a single 1.8m x 2.4 screen driven by a 2x2 matrix of
video projectors. A successor project called InfinityWall has been portrayed in [5],
providing a 2048x1536 pixel stereoscopic display for large audiences.

The HoloWall [19,20] is a wall-sized computer display that allows users to interact
without special pointing devices but by gesture recognition. A rear-projection setup is
used in combination with an infrared light source and an IR-camera that films the
back side of the display. Since the rear-projection panel is semi-transparent, the user’s
hand or any other objec in front of the screen reflects IR light and thus becomes
visible to the camera, if it is close enough (somewhere between 0 and 30 cm). Image
processing algorithms are used to track the shapes and cause interaction with the
displayed contents.

i-LAND [10,26] integrates several so-called roomware components into a
combination of real, physical as well as virtual, digital work environments for creative
teams. By roomware, computer-augmented objects in rooms are considered, like
furniture, doors, walls, and others. The current realization of i-LAND covers an
interactive electronic wall (DynaWall), an interactive table (InteracTable), computer-
enhanced chairs (CommChair), and the Passage mechanism. The objective of the
DynaWall is to represent a computer-based device that serves the need for being able
to interact with virtual content in an intuitive way, relying on standard gestures known
from the interaction with physical objects in the real/paper world. It is possible that
information objects can be taken at one position and put somewhere else on the
display or thrown from side to the opposite side. These features are realized by an
advanced interaction mechanism based on the penguin concept [9]. The current
realization uses three rear projection electronic whiteboards (SMART Boards [25])
with a total display size of 4.5m width and 1.1m height and a resolution of 3072x768
pixels.

The Stanford Interactive Workspaces (SIW) project (also called i-Room) [7] is
exploring the integration of high-resolution wall-mounted and tabletop displays
(Interactive Murals [14], Interactive Tables), as well as personal mobile computing
devices such as laptops and PDAs connected through a wireless LAN. Specialized
input and output devices such as LCD-tablets, laser pointer trackers, microphone
arrays and pan-and-tilt cameras are also present in the environment. The Interactive
Mural is a large, high-resolution, tiled display, constructed using 8 projectors
connected either to a SGI dual-pipe IR or a cluster of 8§ myrinet-connected PCs with
NVIDIA graphics cards. A scalable graphics library has been designed and implented
that provides a single virtual display abstraction to the programmer, regardless of
physical display properties (multiple overlapping projectors, multiple independent
graphics accelerators and multiple processors). The framework supports multiple
people, and pointing devices in interactive spaces including dynamic configuration
and deals with failure, removal, addition and reconfiguration. Another research focus
lies in interaction styles and assoicated toolkits that are appropriate for large displays,
multiple devices, and multiple users.

Using the Stanford Interactive Mural, Davis and Chen [6] present new input
methods for people collaborating one this shared display area. They use laser-pointers
as input devices and are able to discriminate between several simlutanouos input
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gestures to enable a natural interaction. A similar interaction technique is used at the
Fraunhofer institute [27].

The Scalable Display Wall (SDW) at Princeton University is another exponent of
large-screen tiled display architectures, delivering 6000x3000 pixels via 24 aligned
projectors, driven by an array of desktop computers. Their research efforts focus on
frameworks for clustered displays, especially performance and scalability issues [4]
for high performance data visualization.

The Table 1 summarizes wall computing projects and compares them with the
WebWall approach. Most of the research projects presented deal with problems in
display technology or CSCW-related issues, especially with closely coupled multiple
users (workteams, interest groups) and appropriate interaction metaphors [2].

Table 1. Comparison of research work in wall computing

NC DATA LIDS POWER |HOLO DYNA SIW SDW Wcebh
Wall Wall Wall Wall Wall
Application|CSCW visualiza- |CSCW / scientific ubiquitous  [CSCW CSCw scientific public
arca tion CSCL visualiza-  |computing visualiza-  |communica-
tion tion tion,
CSCW
Display Conventio- |proprietary |rear rear rear rear rear tiled video |independent
nal monitor, |projection  [projection  |projection [ projection  [projection  |projection  |projectors  [of
rear device screen, (2x2 (IR cut whiteboards |board, tiled projection
projection whiteboard |matrix) filter) (SMART  |video system,
device digitizer video board) projectors video
projectors projectors
light
cmitting
displays
Access direct passive direct direct direct direct direct direct direct
Interface |Windows |none pen like ouch IR LED touch LCD trackers HTTP
Gul interaction |screen emitter, screen, tablets, lascr WAP
devices IR filtering [gesture pointer SMS
camera with [techniques  [trackers, EMS
image microphone MMS
processing arrays, pan
techniques and tilt
cameras
Internet yes no no no no no no no yes
linkage any
MIMEtype
Scalability |high single medium single single single medium single high
system system system system system
Extendi-  |high none none none none none medium none high
bility
Status under idle prototype  |idle rescarch commercial [under under fully
developmt. developmit. [developmt. | functional

The Notification Collage is more related to the WebWall system than other wall
computing projects, as it supports different media types that can be shared in a
distributed setup. In contrast to WebWalls, it is closely coupled to a specific operating
system for its providing its services, and lacks the possibility to access it via wireless
phones (GSM) or other mobile devices — keyboard access is necessary to interact with
the system. Furthermore, contents looks different on every screen, as users may
arrange items at will, whereas a WebWall may be exported to different clients
resulting in the same view on the data. The DataWall focuses on questions of
abstracting logical from physical displays to construct larger interactive areas, and
does not take into account any networking aspects, but could be used as an ouput
medium for WebWalls. The POWER Wall as well as the InfinityWall deals only with
high-performance data visualization problems and local multi-user interaction,
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networking is not taken into account. Likewise, the Scalable Display Wall focuses on
clustered rendering of 3D content and uses networking only to distribute internal data
sets. LIDS uses a whiteboard metaphor for user interaction so users need to have
physical access to the wall and a pointing device, while WebWalls can be used from
anywhere with a mobile phone or the Internet. Similarily, DYNA Wall allows access
to networked data but needs direct interaction with the physical device, with binds the
user to a specific location. SIW supports different pointing, input and output devices,
but makes also heavy use of the room metaphor — only taking into consideration
objects that are in a room. HOLOWall is a singular system that explores an alternative
input technology and does not deal with networking, different service classes or other
multi-user considerations.

There exist several notification services that transport information from the Internet
or other data sources to mobile phones [28], like the various info services of GSM
network operators. Another example of Internet/phone integration is iValet [17]. It
informs users of incoming emails and lets the user react to individual mails. These
examples are a strict one to one type of communication, there is no ability to share
information with others or even publically.

Current research efforts can therefore be summarized as concentrating on three
major areas: Display technology research covers advanced uses of projection systems
- often in combination with cameras for system feedback - to provide seamless output
of multiple beamers on arbitrary surfaces, even deliberately integrating physical
objects into the digital realm [22]. Several architectures for the configuration,
calibration and transparent access of a multi-display Wall have been proposed [4,14].
Projects focusing on groupware issues deal with the interaction of a known group of
users on a shared display, using a variety of input devices. These efforts deal with the
cooperative manipulation of artifacts on a shared display, dealing with privacy [24].
The size of the displays creates new problems for human computer interaction, as
normal keyboard and mouse input becomes impractical (if not impossible). Therefore,
new input devices have been proposed like laser-based pointing devices [6,27].

The WebWall project, in contrast, makes use of a variety of dislocated displays to
enable the ad-hoc communication and interaction of people with on another as with
Internet-originated artifacts.It makes use of large displays as one possible output
technology, but does not limit itself to this presentation medium. Instead it can be
adapted to a wide variety of interfaces.

6. Conlusions

In this paper we have presented a framework architecture enabling multi-modal
access to multimedia information sources over wireless as well as fixed networks for
the purpose of communication and interaction in the public — employing the wall
metaphor. By separating data from access and display technology, WebWalls provide
an open, flexible, extensible architecture that offers instant access to Internet
information sources on an ad-hoc basis. The access to information and the direct
interaction among possibly anonymous users in public spaces is novel and unique.
Furthermore, the WebWall framework extends GSM network services from simple
synchronous voice-streams to an interactive WWW services with advanced
multimedia and broadcast capabilities.
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Fig. 7. WebWall location scenarios

Possible locations for the use of WebWalls as considered by GSM network
operators are envisioned in Figure 7: in public waiting areas for general public
communication and access to multimedia information; for large assemblies as public
opinion polls or for democratic interaction with digital systems (such as light shows),
mobile WebWalls for location-based services enhanced by its notification
capabilities, or as a source of up to date event information.
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Abstract. Radio frequency identification systems with passive tags are power-
ful tools for object identification. However, if multiple tags are to be identified
simultaneously, messages from the tags can collide and cancel each other out.
Therefore, multiple read cycles have to be performed in order to achieve a high
recognition rate. For a typical stochastic anti-collision scheme, we show how to
determine the optimal number of read cycles to perform under a given assurance
level determining the acceptable rate of missed tags. This yields an efficient pro-
cedure for object identification. We also present results on the performance of an
implementation.

1 Introduction

Identification is a central concept in user-oriented and ubiquitous computing. Human
users are usually identified (and authenticated) by passwords or biometric data. Most
applications require some kind of identification in order to deliver personalized infor-
mation or restrict access to sensitive data and procedures. Object identification, on the
other hand, is most useful for applications such as asset tracking (e.g. libraries, animals),
automated inventory and stock-keeping, toll collecting, and similar tasks where physical
objects are involved and the gap between the physical and the “virtual” world must be
bridged. In a world of ubiquitous computing, unobtrusive object identification enables
the seamless connection between real-world artifacts and their virtual representations.

Reliable identification of multiple objects is especially challenging if many objects
are present at the same time. Several technologies are available, but they all have limita-
tions. Bar codes are the most pervasive technology used today, but reading them requires
a line of sight between the reader device and the tag, and often doesn’t work without
human intervention. Other visual recognition techniques that identify shape, color, or
size, may not be able to identify single instances, but only object classes.

Radio frequency identification (RFID) promises to be an unobtrusive, practical,
cheap, yet flexible technology for identification of individual instances. There is a wide
variety of products and technologies available; the book [1]] provides a good overview.

Research efforts are under way to develop radio frequency tags that are either small
enough to be embedded even into paper in an unobtrusive way, or cheap enough to
be attached to large quantities of inexpensive goods. The p-chip by Hitachi [14]] is an
example of a tiny RFID chip that can be worked into thin materials; sample applications
would be paper-based document management and additional security features for bank

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 98 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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notes. Another research project, at MIT’s Auto-ID Center, aims at developing a very
cheap RFID chip, primarily for enhancing supply chain management processes

In most applications today, typically a single RFID tag is recognized at a time.
In electronic article surveillance, for example, it is sufficient to recognize only one
unpaid item in order to take appropriate measures. In many other applications, objects
are presented sequentially to the reader device, e.g. on a conveyor belt, thus making it
unnecessary to recognize more than one item at a time. This allows for very fast object
identification.

The ability to recognize many tags simultaneously is crucial for more advanced
applications, however. As examples, consider laundry services, warehouses, or the su-
permarket checkout. We have implemented two applications that use multiple tag identi-
fication. The first one is a monitor for card games where cards put on a table are identified
in order to keep track of the game’s course [[10]. The second application is the “RFID
Chef ’ﬂ, a kitchen assistant that recognizes food items, e.g. in a shopping bag, and makes
suggestions about possible dishes involving these items [6]]. It is designed to also take
the abilities of the cook into consideration when the cook identifies himself with his own
RFID tag. Many RFID tags are presented simultaneously to the reader device in both
applications and it is crucial to reliably identify all of them.

We have used a commercially available RFID system, “I-Code” by Philips Semi-
conductord]. This system provides the feature of scanning multiple tags simultaneously
employing a stochastic anti-collision scheme. (There are other products that advertise
multiple tag identification, e.g. TIRIS by Texas Instrumentsﬁ.) The communications pro-
tocol between the reader and the tags uses a scheme similar to slotted Aloha where slots
are provided for the tags to send their messages. Due to physical constraints, tags are
unaware of each other and thus, collisions may occur when multiple tags use the same
slot for sending. Since tags choose their slots randomly, collisions may be resolved in
subsequent read iterations, and after a number of iterations, identification data from all
tags can be retrieved.

In this paper we show how to identify a set of tags in such a system if their number
is not known in advance. Multiple read cycles are performed until all tags are identified
with a given level of assurance. The number of present tags is estimated in each step
and the reading parameters are adjusted accordingly. This yields an efficient and reliable
procedure for object identification.

The next section summarizes and discusses features of the I-Code system. Section
Bl reviews the mathematical tools used for the analysis of the system and the design
of the identification procedure. Section H] presents the results of the analysis, which are
exploited in Section[3J that describes an adaptive technique for multiple tag identification
and presents experimental results. The remaining sections deal with related work and
present a summary.

! http://www.autoidcenter.org/

2 http://www.inf.ethz.ch/vs/res/proj/rfidchef/

3 http://www.semiconductors.philips.com/markets/identification/products/icode/
* http://www.ti.com/tiris/
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2 The I-Code RFID System

A working configuration of an I-Code system consists of the following parts. A so-called
“reader” unit is attached to the serial interface of a host (usually a PC), and an antenna
is attached to the reader unit by a coaxial cable. The reader unit controls the power that
is transmitted by the antenna and encodes the data exchanged between the host and the
tags. The programming interface of the reader consists of a set of commands that are
described below.

Communication and power transmission between the reader and the tags takes place
by inductive coupling between the coil of the reader and the coils of the tags. The channel
from the reader to the tags is suitable only for broadcasting and normally all tags within
reading range will answer requests from the reader. There are, however, means to address
specific tags by “muting” all others. On the other hand, messages sent by tags will only
reach the reader device; tags are not aware of each other and cannot exchange messages
directly.

The sizes of the coils (of both the reader and the tags) determine the range in which
communication can take place. Mid-range antennas with a diameter of approx. 50 cm,
as used in our experimental settings, can recognize tags within approx. 50 cm range.
The tags we were using were about 5 x 8 cm?, so-called “smart labels” attached to an
adhesive foil. The tags consist of a chip attached to a printed coil antenna.

The full technical documentation of the system is available from the Philips Semi-
conductors Web site. Some aspects are reviewed here since they are important for the
rest of the paper.

2.1 Tag Memory

An I-Code tag provides 64 bytes memory that are addressable in blocks of 4 bytes. All
blocks can be read from, but writing to some blocks is inhibited, indicated by a set of
write protection bits. This prevents changes to the serial number and similar data. The
write protection bits themselves cannot be deactivated after activation.

Of the 64 bytes, 46 are available for application data. The rest is reserved for a 8 byte
serial number and the following functionality: write protection; one bit for indicating
electronic article surveillance; one bit indicating the “quiet” state of the tag. If the latter
bit is set, the tag will not engage in communication with the reader unless a “reset quiet
bit” procedure is executed.

2.2 Programming Interface

The programmatic interface of the system is provided by the reader device. It comprises
commands for setting configuration parameters of the reader device itself, e.g. the speed
of the serial connection, and commands for handling communication with tags that are
in range. Communication commands include the following:

— Anti-collision/select (ACS). This command causes all tags that are in range to send
their serial numbers. Afterwards, these tags become “selected” and keep quiet in
following ACS cycles as long as they are in range. After a tag moves out of the field it
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becomes “unselected”. When it comes back again, it re-sends its serial number. This
command can be used to detect tags that are in range, since a list of serial numbers is
returned. It is also a prerequisite for writing to tags, since the write command affects
only selected tags. However, we are not going to use this command since one ACS

cycle takes significantly longer than a Read unselected command.

— Write. This command is used to write data to a number of tags. One data block (4
bytes) can be written to at a time, but multiple tags may be affected. The tags are
selected by the time slot (discussed in the next subsection) they have used while the
ACS command. This requires that tags don’t move in and out of range while writing

is in progress.

— Read. This command causes only “selected” tags to send their data. It is performed

after an ACS command.

— Read unselected. This is similar to read but all tags are triggered regardless of their
selection status. By specifying the blocks 0 and 1 to be read, this command can be

used to read the serial numbers as well. This is our preferred reading command.

2.3 Framed Slotted Aloha Medium Access

The I-Code system employs a variant of slotted Aloha for access to the shared commu-
nication medium, known as framed Aloha [11]. After the reader has sent its request to
the tags, it waits a certain amount of time for their answers. This time frame is divided
into a number of slots that can be occupied by tags and used for sending their answers.
When multiple tags use the same slot, a collision occurs and data gets lost (Fig.[I). The
reader can vary the frame size, e.g. for maximizing throughput; the actual size of a slot

is chosen according to the amount of data requested.
A tag reading cycle consists of two steps:

1. Reader% 21, rnd, N
2. T =4, (N,rna) Reader: datay y for all tags T'

(@) (@)
DDC) [@D)] (@) DC)
C)DDD C)DC) o O
VAN /N /N
]

5 BN EsE B

Fig. 1. Tags are randomly allocated to slots within a frame (above). This results in some slots
remaining empty, and others containing one or more tags (below). The latter case results in a

collision, and no data can be retrieved from these tags
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In the first step, the reader device broadcasts a request for data. I denotes what data is
requested by specifying an interval of the available 64 bytes of tag memory; rnd € [0, 31]
is arandom value whose use is explained below; N € {1,4,8,16,... ,256} is the frame
size and denotes the number of available slots for responses.

In the second step, tags that are in the proximity of the antenna respond (— ; denotes
atag sending in slot s, 0 < s < N). A tag T uses a tag-specific function sy to compute
its response slot number, using the frame size and the random value as parameters; the
random value is supposed to avoid the same collisions occurring repeatedly. However, we
found that this function is to some degree indeterministic. Generally, collision patterns
will differ even if the same parameters are provided.

For the purpose of analysis, we are not interested in the actual data returned by the
tags. We therefore view the result of a read cycle as a triple of numbers (¢, c1, ¢,;) that
quantify the empty slots, slots filled with one tag, and slots with collisions, respectively.

We will not take into consideration the capture effect by which a tag’s data may be
able to be recognized by the antenna despite of a collision. The capture effect is quite
common if tags are placed close to each other. This means practically that data, which
would normally be lost due to the occurring collision, can be read, and thus the system
performance rises. However, it seems that whenever such a “weak’ collision between
the same two tags occurs, one of them always “wins” and the data from the other one
is lost. Therefore, the influence of the capture effect is only minimal and seems not to
have great impact on the performance.

3 Mathematical Preliminaries

This section reviews some mathematical tools we will use in subsequent sections. The
number of slots in a time frame available for tag messages is called “frame size” and
will be denoted by /N. The number of tags is usually denoted by n.

3.1 Occupancy Problems

The allocation of tags to slots within a time frame belongs to a class of problems that are
known as occupancy problems, which are well-studied in the literature [415]] and widely
applied [8)9]. These problems deal with the random allocation of balls to a number of
bins where one is, e.g., interested in the number of filled bins. In the following, we will
speak of “tags” and “slots” instead of “balls” and “bins”.

Given N slots and n tags, the number r of tags in one slot is binomially distributed
with parameters n and %:

) e R

The number r of tags in a particular slot is called the occupancy number of the slot. The
distribution () applies to all N slots, thus the expected value of the number of slots with
occupancy number 7 is given by a’N'" (see also [4} p. 114]):

[

Nn __
a,"" =NB,,

2~
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Let us denote by p.,- the random variable that equals the number of slots being filled

withexactly rtags,r = 0, 1, 2, ... , n. The distribution of x,- depends on the probabilities
N my—1 (n—kr
_ G(N —my,n —rm,
P(/J/T — mr) _ (mr) k=0 ( r )Nn( ) 7 (3)
where
L] iy 1
G(M,m)Mm+Z{( H{( > M—j)}(M—k)m’”k!}.
k=1
“)

The rationale behind these formulas is the following. Imagine a matrix v;; with n rows
(one for each tag) and N columns (one for each slot). Each allocation of tags to slots
corresponds to such a matrix where v;; = 1 if tag ¢ falls into slot j, and v;; = 0
otherwise; there are N such matrices.

The matrices we are interested in represent allocations where there are exactly m,.
slots with 7 tags in each of them. These are the matrices for which the following condition
holds. For m, columns, v; = r holds, and for the remaining N — m,. columns, v; # .
There are ( njj ) ways of arranging these m,. columns. Each of the m,. columns defines
a group of r indistinguishable rows. The first group can be arranged in (:’) ways, the
second group must be drawn from the remaining columns, etc.

The remaining columns and rows can be arranged in (N — m,.)"~"™r ways, but we
have to be careful not to count the arrangements that include allocations of exactly r tags
into a slot, i.e. containing columns for which v; = r. Function G computes the number
of arrangements we are looking for. It determines the correct value by the principle of
inclusion-exclusion. The faculty accounts for the arrangements of the columns for which
v; = r. From this, the formulas (3) and () follow.

3.2 Tag Reading as a Markov Process

Suppose one starts identifying a fixed set of tags, having recognized none yet. In each
read cycle, one is able to read data from a number of tags (the ones that don’t cancel
each other out due to collisions). The probability distribution of this number is given
by P, defined above. In each step, a certain fraction of the recognized tags is new, i.e.
they haven’t been recognized in previous cycles. The number of new tags depends on
the number of tags already known.

This process of reading tags can be modeled as a (homogeneous) Markov process
{X:}, where X; denotes the number of known (i.e., already identified) tags in step ¢. The
number of tags known in the next step solely depends on the number of known tags in
the current step. The discrete, finite state space of the Markov process is {0, 1, ... ,n}.
The transition probabilities are given by

0 ‘ ifj <i
i = > oP(m—r)(({;))n 7 ifj=i )
n_J ,P(m:?“)%lf]>z
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The first case is simple: we cannot go to a state where less tags are known than before,
therefore the probability for such transitions is zero. The second case accounts for the
possibility of recognizing only such tags that are already known, i.e. the recognized tags
in that step are all drawn from the set of already known tags.

In the third case, we recognize exactly j —¢ tags we do not already know (and possibly
some we already do know). That means, we draw j — ¢ tags from the yet unknown n — ¢
tags (and possibly some from the ¢ already known tags).

We will use the matrix @) = (g;;) to compute a lower bound of the number of reading
steps necessary to identify all tags with a given probability. The initial distribution ¢(0)
reflects the fact that in the beginning we are sure that no tags are known, and is given by

q(0)=(P(Xo=0),P(Xo=1),... ,P(Xo=n))=(1,0,...,0). 6)

3.3 Parameter Estimation

In order to pick the appropriate frame size N for the (a priori unknown) number of tags n
in the field, we have to estimate n. Based on the the results of read cycles ¢ = (cg, ¢1, ¢4 )
(denoting the number of empty, filled, and collision slots), and the current value of N,
we will define functions that compute estimations of n:

E:N,c—n,. (N

The expected error € of an estimation function £ tells us something about the quality of
the estimate. We use the following error function, which sums up the weighted errors
over all possible outcomes of the read cycle:

€:Z\€(N,c)—n|P(u:c). (8)

4 Identification Performance

For applications like a supermarket checkout or the RFID Chef scenario described in the
introduction, where the number of tags is not known in advance, it is not clear how many
read cycles have to be performed until the tags are identified with sufficient accuracy.
If too many cycles are performed, the delay will be high, inducing cost and worsening
the user’s experience. On the other hand, some tags might be missed if too few cycles
are performed. Therefore, an “optimal” value for the number of cycles should be used,
minimizing the required time while maintaining high accuracy. This value, however,
varies with the frame size N and the actual number of tags n.

If the frame size is small but the number of tags is large, many collisions will occur
and the fraction of identified tags will degrade. Therefore, one might choose to use large
frames, but then, response time is always high, even if there are only few tags in range.
The choice of large frames also poses a problem in highly dynamic applications where
tags leave the range of the reader quickly after entering it: tags that enter the field after
the initial request has been sent by the reader will not send an answer.

In this section, we show how to compute the parameters (frame size, number of read
cycles) for optimal tag identification w.r.t. to the time required to identify all tags under
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Table 1. Execution time for read unselected. Figures shown are for a 57600 baud connection over
RS-232

Nslots | 1[4 ] 8 [16][32]64]128[256
tn (ms) [ 56 [ 71 [ 90 [128]207[364[676[1304

o [4.96]2.19[2.26]3.80[4.79|4.82[5.05]4.36
tn/tv 1| - [13[13]14]1.6]18[1.9]19

a given assurance level. The assurance level is given as a probability of identifying all
present tags.

4.1 Full Tag Set Identification

Due to the stochastic nature of the reading process, we cannot expect to identify all
tags with complete certainty, but we can reach for higher assurance if we are willing to
perform more read cycles and wait for their completion. We define the assurance level
as the probability « of identifying all tags in the field. The desired level of assurance
depends on the requirements of our application. We will give figures mainly for o = 0.99,
which allows for one or more tags missing in less than 1 % of all runs. Note that, the
number of tags missed, if any, will be typically very small, thus leading to a high overall
recognition rate.

In order to compute the time required to achieve a given assurance level, we need to
take into consideration the time requirements for single read cycles. Table[l] shows the
cycle time ¢ for all possible settings of IV in the considered RFID system. The values
were obtained by performing read cycles for one minute and computing the average
consumed time. The variation of ¢y is rather low, as the low standard deviation o shows.
Note that ¢y is nearly linear in IV as we would expect. Note also that ¢y depends on the
connection speed between the reader device and the host.

For a fixed frame size N, the time T}, required to achieve an assurance level « is
given by

TQZSO'tN, (9)

where sg is the minimum number of read cycles required to identify all n tags in the
field with probability . s is therefore the minimum value of s for which the following
condition holds:

Q%q(0)[n] > a. (10)

Note that the resulting vector of the product Q*¢(0) contains the probabilities of iden-
tifying k tags after s read cycles, k = 0,1,... ,n. We choose its nth component and
compare it to a.

We can now compute the optimal frame size N for a given number of tags n under a
desired assurance level. We have performed this computation for « = 0.95and = 0.99.
Figure ] shows the resulting time requirements for optimal choices of N for up to 80
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Fig. 3. Optimal frame sizes and numbers of read cycles to perform

tags. What can be seen is that, the time required increases linearly with the number of
tags, and it takes approximately 3 seconds to identify a full set of 30 tags with high
probability—if the optimal frame size is known, e.g. if n can be estimated correctly.

4.2 Dynamic Slot Allocation

Figure[3 shows optimal frame sizes and the respective numbers of cycles to perform in
order to achieve o = 0.99 for up to 160 tags. From this graph we can obtain the optimal
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value for N for a given number of tags n. (The number of cycles multiplied by ¢ from
Table [ yields the graph in Figure Rl) However, in practice it is reasonable to assume
that n is not known and has to be estimated based on observed read results. For a read
result ¢ = {cg, 1, ¢x) (and the current setting of N), we give two estimation functions
that yield approximations for n.

The first estimation function is obtained through the observation that a collision
involves at least two different tags. Therefore a lower bound on the value of n can
be obtained by the simple estimation function £, which is defined according to the
template (@) as

glb(N, Co,Cl,CH) = C1 + 2CK . (11)

A different estimation function is obtained as follows. Chebyshev’s inequality tells
us that the outcome of a random experiment involving a random variable X is most
likely somewhere near the expected value of X . Thus, an alternative estimation function
uses the distance between the read result ¢ and the expected value vector to determine the
value of n for which the distance becomes minimal. We denote this estimation function
by &,4; it is defined as

aq o
. N,n
Eva(N, o, c1,¢) = min| | a; —lall. (12)
n N,n
a>2 Cx

In order to be able to assess an estimation function, we would like to know the
expected error of the estimate. This error can be computed by applying the error function
given in equation (8). Note that for &, the error always states an underestimation of the
real value of n, which is not the case for &,4.

Approximations of the error of & and &,4, obtained by exhaustive search of the
space of possible read results, are shown in Figure @l What can be drawn from the graph
is the fact that &, is more accurate for low values of n, while £,4 is more steady for a
wider range of n.

What is critical about & is the fact that the error starts to exceed the error of £,4
and becomes quite large just in the range of the transition of N = 32 to N = 64 as the
optimal frame size. Since £, always yields an underestimation, this makes the transition
more likely to be missed for values n ~ 30. Thus, for such n, the accuracy will likely
decline.

5 Adaptive Tag Reading

5.1 Choosing an Optimal Frame Size

Due to the inaccuracy of the estimation functions and the jitter as shown in Figure [3]
we are—to some degree—free to choose the actual frame size for a given estimate.
For example, if n € [17,27], both 32 and 64 are appropriate choices for N, since both
settings yield similar times. The intervals [low,high] for which a certain choice of NV
is applicable are summarized in Table 2l The table lookup can be implemented in a
way that is shown in Fig.[3l This implementation avoids jitter in the result by making
conservative transitions between interval borders.
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& (“lower-bound”) is quite accurate for small n but grows fast with larger n, while £,4 (“e-dist”)
is more steady

Table 2. Optimality intervals for frame sizes

N slots|1[4[8]16]32]64]128]256
low [-[-[-[ 1]10[17] 51 [112
high [-|-[-[ 9 ]27]56[129] oo

int adaptFrameSize(N, n_est) {
while (n_est < low(I(N))) { N = N/2; }
while (n_est > high(I(N))) { N = 2xN; }

Fig. 5. Choosing a frame size

5.2 Continuous and Static Tag Reading

We can differentiate between two basic scenarios for tag identification. One scenario is
static, i.e. a set of tags enter the field and stay there until all tags are identified (with high
probability). An example is the checkout counter where a shopping bag is put and stays
there until the terminal has identified all items. The other scenario is rather dynamic,
with tags entering and leaving the field continuously.

In the dynamic case, tag reading proceeds without terminating, and the currently
identified tag set is reported continuously. Estimating the number of tags and adapting
the frame size is nevertheless necessary in order to maximize the identification rate.
However, we will concentrate on the static case where the process of tag reading must
come to a halt eventually.
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5.3 A Procedure for Static Tag Set Identification

In the static case, the tag reading process is started when the first read result {(cg, c1, ¢4 )
with ¢; + ¢, > 0 is obtained, i.e. at least one tag has entered the field. The process
continues until all tags are identified with assurance level o. Once a good estimate for
the number of tags is known, and therefore the optimal frame size N is given (by Table
), the number of read cycles to perform in order to achieve o can be computed using
equation (T0).

When the process is started, a value for IV has to be chosen, but this starting value will
not be optimal in most cases. This also yields a first estimate of n that will be inaccurate
and we can only hope that adapting N to the estimate will bring us closer to the true
value of n in subsequent read cycles.

Therefore, the first few read cycles will contribute only little information about the
tag set. They will only bring us closer to the optimal frame size. Once we have reached the
optimal N, we can perform the prescribed number of cycles to achieve the desired level
of accuracy. Of course, this introduces a penalty due to the first read cycles consuming
time without contributing much.

This idea is captured in the algorithm sketched in Figure[@l The algorithm assumes
that the tag set in the field is static. This allows to adapt the frame size N and the estimated
number of tags n_est such that these values are monotonically increasing. This not only
guarantees termination of the procedure, but also makes the process robust against too
low estimates that might occur due to erroneous read cycles.

The starting value for IV is set to 16, which is the lowest reasonable value according
to Table 2] Note that tags only send their data if they were present in the field at the
beginning of a read cycle. Since it is unlikely that the tags enter the field right at the start
of a new cycle, the time for the first cycle will be wasted. By choosing a low starting
value for IV, we minimize this initial idle time. Another reason for this choice is that we
are adapting IV only by increasing it. Thus, in order to take full advantage of all possible
values for IV, we have to start with the lowest value.

The variable stepN holds the counter for the cycles performed with the (currently
estimated) optimal setting for frame size N. When this counter reaches its maximum
value, the procedure terminates. The counter is reset to zero whenever a new estimate of
N is made. Since a new estimate is only accepted if it excels the old one, N will eventually
reach its maximum and the counter stepN will not be reset anymore. The variable n_est
is more volatile than N, but bounded by the actual number n of tags in the field (assuming
we employ the estimation function & that always yields a lower bound of n). Thus,
termination is guaranteed.

5.4 Experimental Results

We have implemented the tag reading scheme presented here and executed the procedure
identifyStatic fortagsetsof up to 60 tags. The tags were arranged around the antenna
of the reader device in a way that we hoped would optimize field coverage. During the
test, the tags were not moved. For each tag set, we carried out 100 runs of the identification
procedure (without changing the arrangement in between).
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identifyStatic() {
N = 16; n_est = 0; stepN = 0;
do {
stepN++;
¢ = performReadCycle(N);
t = estimateTags(N, c);
if (t > n_est) {
n_est = t;
NO = adaptFrameSize(N, n_est);
if (N0 > N) {
stepN = 0; // restart with new frame size
N = NO;
}
}
} while (stepN < maxStep(N, n_est));

Fig. 6. Procedure to adaptively read a static set of tags

The aspired accuracy level of 0.99 (meaning that, out of 100 runs only one run should
miss any tags) could not be reached in all tests—the worst level being with a set of 34
tags, where only 92 of the 100 runs yielded the full tag set (see Fig.[Z). Not surprisingly,
accuracy suffers with increasing tag numbers, due to the fact that it becomes increasingly
difficult to arrange a larger number of tags around the antenna while maintaining good
coverage. As was mentioned above, we expect the accuracy to drop at around 30 tags
due to the increasing error of our estimation function. This would explain the drop that
can be actually observed in Figure[7. Another source of inaccuracy are objects located
around the testbed (walls, chairs, etc.), which could have a negative influence on the
tests. However, the procedure consumed only little time more than would be required
if the number of tags were known in advance (see Fig.[8)). There are peaks in the zones
where the error of the estimate becomes large, which causes good estimates often to be
made only after some time has already been spent on a suboptimal frame size. Then, the
frame size is adapted, and all cycles are re-performed.

Another figure describing the accuracy of our procedure is the fraction of tags rec-
ognized over a large number of runs. In our tests, this figure (not shown graphically)
never dropped below 0.99. This means practically that although we might miss some
tags in a small number of runs, these misses add up to only a small percentage in the
long perspective.

One has to bear in mind that these figures are very sensitive to environmental condi-
tions and the relative positions of the tags to the antenna. We performed our tests in an
office environment where we could carefully arrange the tags and were able to somewhat
optimize the conditions under which the tests took place. We expect the accuracy that
can be reached under real-world conditions to be much lower.
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Fig.7. Accuracy of tag identification in practice. The graph shows the percentage of runs that
yielded the full tag set. Not shown is the overall recognition rate (percentage of identified tags
over 100 runs), which never dropped below 0.99
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Fig. 8. Actual run time for tag identification. Within the transition areas from one frame size to the
next (just below 30 and 60 tags), run time significantly increases. This is due to good estimates
arriving late, causing the full number of read cycles to be performed again with a new frame size

6 Related Work

Apart from mundane applications like inventory and cattle tracking, or improving product
management, tagging is often used for attaching information to real objects and for
building a bridge between them and their virtual counterparts [215]]. Such approaches
are based on the assumption that it is often more appropriate to integrate the world of
information into our physical environment instead of moving human beings into virtual
worlds. This can help to facilitate access to information by means of familiar objects
acting as interfaces.

Aloha is a classical communication protocol that is described and analysed in many
introductory textbooks. Framed Aloha was introduced in [[11J12]]. The underlying model
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in that work differs from ours in the assumption that nodes are able to detect if a message
could be sent successfully and will only re-send it if this was not the case. A procedure
for frame size adaptation is given that depends on the outcome of a read cycle and tries
to maximize throughput. Frame sizes are, however, not constrained to powers of two.
The performance of framed Aloha systems is extensively studied in [16]. The analysis
takes also into consideration the capture effect, by which a message is received despite
of a collision.

Similar to framed Aloha is slotted Aloha with subchannels (S/V-Aloha), which is
introduced by and studied with regard to “stability” in [13]. (The system is defined to
be stable if the number of blocked users does not exceed a certain point beyond which
throughput decreases.) This work uses a combinatorical system model similar to ours.

Some systems employ deterministic anti-collision schemes, e.g. tree-based protocols
[3l7]. Trees are constructed “on the fly” as collisions occur. Each branch corresponds
to a partition of the tag set, leafs represent singled-out tags that are identified without
a collision. The approaches differ in how the branch of a tag is determined. In [7], ID
prefixes determine the partitioning, while in [3]], random coin flipping is used. The latter
work also considers trees with arity > 2. Both papers investigate how much effort is
required for full, reliable tag identification. In contrast to stochastic schemes such as
examined in our work, deterministic ones allow for a recognition rate of 100%, but note
that this rate is only achievable under optimal conditions; if tags are allowed to enter or
leave while the protocol is in progress, accuracy may suffer.

7 Conclusions

We have demonstrated how to efficiently identify a set of RFID tags if the number of
tags is not known in advance. We have shown how to determine the parameters for tag
reading in order to achieve optimal running time under a given assurance level. The
practical implementation we did does not achieve that level, which could be attributed
to environmental influences on the experiments. There is also room for improvement of
the frame size adaptation in order to eliminate runtime peaks. It remains challenging,
however, to find a procedure that would take environmental effects into account in order
to adapt to them. We hope that the work done so far helps implementing pervasive
computing environments that employ RFID systems.
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Abstract. The use of computers in public places is increasingly com-
mon in everyday life. In using one of these computers, a user is trusting
it to correctly carry out her orders. For many transactions, particularly
banking operations, blind trust in a public terminal will not satisfy most
users. In this paper the aim is therefore to provide the user with authen-
ticated communication between herself and a remote trusted computer,
via the untrusted computer.

After defining the authentication problem that is to be solved, this pa-
per reduces it to a simpler problem. Solutions to the simpler problem
are explored in which the user carries a trusted device with her. Finally,
a description is given of two camera-based devices that are being devel-
oped.

1 Introduction

In this paper we discuss methods for the verification of the trustworthiness of a
public computer (e.g., in an Internet cafe or airport lounge). Consider Ursula, on
holiday in Peru, who wishes to manage her stocks. She visits the local Internet
cafe where she uses a computer to contact her bank’s web-site. She uses it to
review the stock market and place orders. In doing so she is exposing herself to
a host of possible attacks.

Indeed, Ursula has no idea of what is going on inside the computer she is
using. Even if the interface looks exactly as she expects, she could in fact be
interacting with a Trojan horse. The Trojan horse has many attacks to choose
from. It can store Ursula’s password for later use. It can tamper with what
Ursula is seeing, giving her a misleading idea of the market. It can tamper with
Ursula’s transaction, changing the amounts, or the stocks that are being bought
or sold. A skillfully designed Trojan can completely simulate Ursula’s session
with her bank, while in fact doing transactions of its own choosing. It could
wire Ursula’s money to an account in Switzerland or change Ursula’s password,
thereby preventing her from contacting her bank in the future. Unless suitable
measures are taken, Ursula will not even realize that she is being tricked until
she checks her account through a trustworthy source. Even if Ursula knows the
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administrator of the Internet cafeé’s intentions, the administrator’s technical
skill may be in doubt. Indeed, a hacker might have overcome the Internet cafe’s
security and installed malicious software on its computers.

This leaves Ursula in a quandary: She can use the high bandwidth, ergonomic
keyboard and mouse, large screen and powerful computing of the Internet cafe
and run the risk of being tricked, or she can use her simple mobile device with
its low bandwidth and uncomfortable interface to do all her work.

In this paper, we will assume that Ursula is using an untrusted computer to
contact a trusted computer (e.g., an Internet banking server) over a network. The
goal of this paper is to present methods to provide an authenticated bidirectional
channel from the trusted computer to Ursula (the user), through the untrusted
computer. Authenticated means that messages received through the channel are
guaranteed to be unmodified copies of messages that were sent by the party on
the other side of the channel.

It is worthwhile to note that we do not attempt to insure the privacy of of
any information sent through the untrusted computer. The untrusted computer
has access to any information that the user enters directly into the computer,
as well as any information that it is displaying to the user. Referring to the
earlier example, the untrusted computer will know exactly which stocks Ursula
reviewed, which ones she purchased or sold, and how much money the stocks
were worth. This is unfortunately unavoidable, and must be kept in mind when
considering the application and the user. Ursula may not be concerned about
the disclosure of her stock portfolio, in which case the lack of privacy is not an
issue. However, she will surely want her transactions to be carried out correctly,
which this paper insures by providing a means of authenticating both Ursula
and her bank to each other.

After a brief review of related work, section [Blmodels the untrusted computer
problem and shows a reduction to a simpler problem. Section M will present
several implementations that could solve the simplified problem. Section [H will
focus on the camera based solutions that we have implemented. Finally, section
will outline a few areas for further research.

2 Related Work

The difficulties related to using an untrusted terminal are not new. ATMs are
one of the most prominent examples. Since the user gives both her card and her
PIN to the ATM, she is placing total trust in it. Fake ATMs have been known to
simulate a breakdown, simply keeping the user’s card after the PIN was entered.
Crooks can then use the stolen card and PIN until the user realizes that she has
been tricked. To address this attack, many attempts [8IBJ4l7] have been made to
replace the PIN with a challenge-response mechanism, in which the user knows a
secret that allows her to answer the challenge that she is given, by solving a little
problem in her head. These systems allow the user to identify herself securely,
but they fail to authenticate the rest of the session. Our system guarantees the
authenticity of the whole session.
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In [I] a smart-card based system is described that allows secure identification
of the user, and that allows her to limit the power that is delegated to the
untrusted host, as well as the duration of the delegation. We authenticate each
piece of information that is transmitted, without placing any trust at all on the
untrusted terminal.

The nearest system to ours that we have found is described in [9]. The pro-
tocol that they present is similar to ours, but they implement it using simple
transparencies, which makes it harder to use than our camera-based authentica-
tion system.

3 Model

We now formalize the layout of the untrusted computer problem and illustrate
it in figure M

There is a user U. Her abilities are limited to those of a typical person.
U might be in possession of a personal device D. Its abilities are those of a
computer. We will try to restrict them as much as possible to minimize the
size, cost, and power requirements of D.
The combination of D and U will be referred to as DU.
U will try to communicate with her proxy P, a computer that she trusts[]
P’s abilities are those of a computer, but we will not try to restrict them as
strongly as those of D.
DU and P are connected by a channel C, that embodies an untrusted com-
puter that DU has physical access to, connected to P via an untrusted net-
work. Most of the time C will simply convey messages between DU and P in
which case we will say that it is faithful. However, in some cases C can exhibit
any behavior that is possible for an arbitrary combination of humans and
computers (we will assume that C cannot break cryptographic primitives).
— DU and P can send and receive messages over C, and they can sometimes
decide to accept messages that they receive. Messages from DU to P will
be called upwards messages, while messages from P to DU will be called
downwards messages (as in uploading and downloading).
— In general, DU and P will have a shared secret to perform cryptographic
operations. If the cryptographic secret is held by D then it becomes possible
for an attacker to steal D and pretend to be U. In the rest of this paper, we
will assume that some form of direct identification of U to D takes place,
with a PIN number, or a biometric measurement.

Figure [ illustrates the layout.

Definition 1. We define a Unidirectional Authentication with Secure Approval
Channel (UASAC) to be a channel that provides the following primitive opera-
tions:

! More information about proxy-based protocols can be found in [2].
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Fig. 1. The untrusted computer model: Ursula, equipped with her device, wishes to es-
tablish authenticated communication with her proxy over an untrusted channel. Once
this is done, she can safely use any application on her proxy, or on some remote appli-
cation server (such as her bank)

Downwards Authentication: P can send a message to U in such a way that
U always accepts the message if C is faithful. U will never accept a message that
was not sent by P, or that was tampered with.

Secure Approval: If C is faithful then U can always inform P that it approves
a specific authenticated message from P. P will never consider that a message is
approved if U did not actually approve it.

Upwards Transmission: U can send a message to P that will be received un-
modified if C is faithful.

Definition 2. We define a Bidirectional Authentication Channel (BAC) to be
a channel that provides the following primitive operations:

Downwards Authentication: (same as above)

Upwards Authentication: U can send a message to P in such a way that P
always accepts the message if C is faithful. P will never accept a message that
was not sent by U, or that was tampered with.

It is noteworthy, that there is no need to send user identifiers or passwords
over a BAC. When P receives a message message from DU over a BAC, it knows
that it is talking to DU because of the specification of the BAC. All the work
needed to identify the parties that are communicating has been done by the
algorithm that provides a BAC from an untrusted channel. Adding a password
would be redundant. Moreover, since there is no mention of privacy in a BAC,
any password sent over C would be compromised.

Theorem 1. Any UASAC can be used to make a BAC.
We prove this by showing an algorithm that produces upwards authentication.

1. U sends a message M to P.
2. P receives M’ from U, M’ might be different from M if C was unfaithful.
8. P does an authenticated transmission of M’ to U.
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4. U approves the message M’ it received from P if it is identical to M and if
U did send M to P.

U only accepts M’ in step [{] if it sent a message M that was identical to
M’. Therefore, when P receives approval on M, it can accept it according to the
requirements of upwards authentication.

It is of note that a similar result could be obtained by reversing U and P in
the definition of the UASAC. However, this seems to lead to more complex and
less interesting implementations that have not been studied.

4 The Device

We will now look at implementations of a UASAC. In the definition we have
made of a UASAC, no mention was made of D. Though it might be possible to
avoid the use of any device at all, we do not know of any convenient way for U
alone to authenticate a message that she is receiving.

In the case where D is present, there are two basic designs: U can receive in-
coming messages through D, or directly from C. We will not consider methods in
which U has to compare a non-secure copy of the message obtained directly from
C with a secure copy displayed by D, as the non-secure copy is then redundant.

4.1 Relaying Device

In the case where U is receiving incoming messages through the device, there is a
simple protocol to obtain a UASAC: Messages are sent from P in encrypted form,
along with an encrypted one time password. They are protected by a noncd4 and
a MACH D receives the message from C, checks its authenticity, and passes it
on to U if the checks succeed. This gives us downward authentication. Secure
approval is obtained by sending the one time password back to P if U wishes to
approve the message. C cannot fake approval because until U decides to approve
the message, the one time password is never sent over C in the clear.

In a very straightforward implementation of the relaying device, Ursula comes
to the Internet cafe with her PDA. She connects it to the untrusted computer’s
USB port, and connects to her proxy using her PDA’s SSL-capable web browser.
She can then do all her interaction with her proxy through her trusted PDA.

In a more complicated implementation Ursula would still have to use her
device’s screen but she could type her replies on the Internet cafe computer’s
keyboard, since the up-link of a UASAC need not be secure.

However, all of these solutions are dissatisfying, because Ursula is barely
making any use of the untrusted computer’s comfortable screen. The Internet

2 A nonce is a sequence number that helps prevent replay attacks. See [5] for details.

3 A Message Authentication Code is a cryptographic hash of a message concatenated
with a key. It can only be generated and checked by someone bearing the key. See
[6] for details.
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cafe’s computer is just being used as a network access point. Meanwhile, Ursula
has to study the stock market through the tiny screen of her hand-held device.

An original implementation of the relaying device approach is presented in
[9] where transparencies are used to obtain a secure channel. Here, Ursula has a
secret transparency with a random distribution of black and transparent pixels.
If Ursula’s proxy wants to communicate a message it sends a random-looking
black and white pixel pattern, such that the message emerges if Ursula looks at
the untrusted computer’s screen through her transparency. This is an elegant
low-tech solution to our problem. However, it is impractical for a number of
technical reasons

4.2 Monitoring Device

With monitoring devices, U gets information directly from C. Some extra infor-
mation is also sent through C, that U need not concern herself with, but that
D uses to verify the authenticity of the information U is getting. If D detects
tampering, or if for some technical reason D is unable to authenticate the image
(too much noise, the connection from C to D is bad, etc.), it warns U. Moni-
toring approaches are more convenient as U fully uses the untrusted computer’s
interface. However, a number of difficulties arise.

First, it is important to realize that D must be authenticating the information
that U is getting. It would not be acceptable for D to receive information about
what U is seeing on the screen through a USB link, as a malicious computer could
send one thing through the USB port, and something completely different to the
screen. This means that to authenticate screen content, D must be equipped
with a camera.

Even if D and U are both getting their data from the same source (we will
consider a screen), caution is still required because of noise. Indeed, it is im-
possible for D to reconstruct what is being displayed on the screen down to the
exact RGB components of each pixel. Variations in screen brightness, camera
noise and reflections off the screen all contribute to imprecision in what D can
reconstruct. If a rogue message is displayed in grey on a slightly lighter grey, U
will be able to read it, while D might see it as uniform grey. It is because of this
difficulty that our implementations use black and white (no grey) images.

Thus we see that if D does not perceive as much information as U, then U
must be aware of that limitation, and be able to tell when an image might be
ambiguous to D. For example, if D can only distinguish between black and white,

4 The main problem is that transparencies cannot be reused, so in order to achieve
security, Ursula needs a whole sequence of one-time secret transparencies during
each electronic transaction. In [9] a method is proposed to use a transparency many
times, but it assumes that transparencies can be easily placed at a precise position
on the screen that is unknown to the untrusted computer. Our experiments with
transparencies on a screen suggest that the on-screen image must be finely scaled
and moved before it can be made to line up with the transparency precisely enough;
this gives away the transparency’s position.



120 D. Clarke et al.

then a shade of grey should reveal to U that tampering has taken place, even if
D does not detect that tampering.

The next section will give details of two camera-based monitoring device
implementations.

5 Camera Based Solution

In this section, we present two implementations of camera-based authentication
that are under development. In both cases the user is expected to carry a camera-
equipped device that monitors the screen of the untrusted computer she is using.
The visual processing involved in extracting on-screen information can be costly
in computation resources. The first method we propose tries to minimize this
cost, while the second one uses a high bandwidth network connection to move
the computation to the proxy.

In both of the following implementations, the content displayed on the screen
is in the form of an image. The transmission of an entire image from the proxy
to the untrusted computer to convey generally textual information is inefficient,
and instead the proxy can send formatted text. The semantics of the formatting
must be exactly specified to insure exact representation of the content on the
untrusted computer’s screen. However, for simplicity, the following implementa-
tions describe systems in which the proxy transmits an image to the untrusted
computer.

5.1 Pixel Mapping

In the pixel mapping method, the camera-equipped device is assumed not to
move relative to the screen during the authenticated session. An initial calibra-
tion phase is used to construct a mapping between screen pixels and camera
pixels. The mapping is then used by the device to exactly reconstruct the screen
content. A small area at the bottom of the screen is used to transmit a nonce, a
one-time password and a MAC.

Protocol:

— Downwards Authentication:
- The Proxy sends (information, encrypted nonce, encrypted one-time pass-
word, MAC(information, encrypted nonce, encrypted one-time password))
over the channel. To the user, this appears as an image, with a strip of
random-looking data at the bottom.
- The device exactly reconstructs the screen content from what it sees
through its camera.
- The device checks the nonce, calculates the expected MAC and compares
it with the on-screen MAC. If all checks succeed it lights a green light, and
displays the decrypted one-time password on a small LCD display.
- The user reads the screen content.
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— Upwards Transmission:
- The user types commands on the untrusted computer’s keyboard. They
are sent directly to the proxy.

— Secure Approval:
- The user reads the one-time password from the device’s LCD screen and
uses upwards transmission to send it to the proxy.

— Calibration:
- The untrusted computer displays a predefined sequence of images on its
display. The basic property of these images is that each screen pixel flashes
its coordinates in binary (with a suitable amount of redundancy to improve
robustness).
- The device records the number that was recorded at each camera-pixel.
That number allows the device to know which screen-pixel is seen by each
camera-pixel. Camera pixels with invalid numbers are assumed to see mul-
tiple screen pixels or to be off-screen; they are excluded from further use.
If each screen-pixel was seen by at least one of the valid camera-pixels, a
mapping between camera-pixels and screen-pixels can be established. It is
later used to reconstruct the on-screen image. The device should check that
the relative positions of screen pixels relative to camera pixels are reason-
able, in order to detect if the untrusted computer attempts to tamper with
the calibration process. Without this check the untrusted computer could
perform an arbitrary permutation of the screen pixels.

Evaluation. A preliminary implementation of this protocol has been written.
It works with black and white images, and currently requires camera resolution
to be about twenty times greater than screen resolution. Current results suggest
that this ratio can be reduced by a factor of 5 only by improving the calibration
phase. Extensions to limited numbers of colors are also possible. At present the
calibration phase displays 27 frames to calibrate a 80 by 50 pixel screen. This
takes about 10 seconds. Rethinking the calibration method to take into account
simple geometrical constraints should be able to reduce this to under 10 frames
for any size of screen.

This approach uses simple algorithms that would be easy to implement in
hardware, and does not require large amounts of computation power. Because of
its calibration method, no knowledge is needed of the exact screen and camera
geometry (curved screens, distorting cameras, etc.). However the geometry is
expected not to change with time, which means that the device must be set on
a stable surface, instead of being warn by the user (as a badge, for example).

5.2 Optical Character Recognition

In the optical character recognition (OCR) method it is assumed that the user’s
device is equipped with a camera and an infrared link to the untrusted computer.
This link is used to exchange data with the proxy, via the untrusted computer,
to take advantage of the large amount of computation available at the proxy.
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Protocol:

— Downwards Authentication:
- The Proxy sends information, in the form of an image containing text, to
the untrusted computer. This image is displayed on the screen.
- The device takes a picture of the screen, and sends (“verify”, picture,
encrypted nonce, MAC( “verify”, picture, encrypted nonce)) to the untrusted
computer using the infrared link; the message is then forwarded to the proxy.
- The proxy checks the nonce, calculates the expected MAC and compares it
with the received MAC. If all checks pass it verifies that the text displayed
on the screen was genuine by performing OCR on the received picture.
- The result of the OCR is compared with the information from which the
image was formed in the first step. If this check passes, the proxy sends (yes,
encrypted nonce, MAC(yes, encrypted nonce)) to the device. The device
checks the nonce and MAC. If all checks pass the device lights a green light.

— Upwards Transmission:
- The user types commands on the untrusted computer’s keyboard. They
are sent directly to the proxy.

— Secure Approval:
- The user accepts the data on the screen using her device. The device
takes a picture of the screen, and sends (“accept”, picture, encrypted nonce,
MAC(“accept”, picture, encrypted nonce)) to the proxy. The proxy verifies
the message as in downwards authentication. If the tests pass then it consid-
ers the picture approved, as only the user’s device could have produced the
MAC. Note that a race condition exists in which the untrusted computer
changes the content of the screen after the user has pressed the accept but-
ton on her device, but before the camera has actually taken the picture. To
avoid this condition, a proper implementation should consist of two separate
buttons: one for capturing the image and one for sending the image to the
Proxy.

— Image Verification:
An integral step in the protocol is the proxy’s verification of the picture
that was taken off the screen. There are two basic steps in this process. The
first is to correct the distortions of the original image that are caused by
the camera angle, curvature of the screen, lens deformation, and low camera
resolution. An easily identifiable border is placed around the text to facilitate
the correction of these distortions.
The second step in the image verification process is to perform OCR on
the processed image. This application differs from most OCR applications
because in this case the intended message is known, which allows for a large
speed optimization. The OCR algorithm must detect any change in the image
that would result in the user seeing a different character from the one that
was originally sent by the proxy.
In order to accomplish this goal, a specific form of template matching was
designed. Template matching is a method of OCR in which the detected
character is compared with a known template for that character. This idea
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was adapted so that there are very strong penalties for areas in which the
character in question does not match the template. This greatly decreases
the likelihood that a false character will be accepted. The drawback to this
design is that valid characters will be rejected if there is a slight distor-
tion in the image. This drawback is necessary, given the goal of providing
reliable authentication. Also, with reasonable picture quality, characters of
adequate size, and the distortion reduction techniques used, rejections of a
valid characters can be virtually eliminated.

Evaluation. This method’s advantages over the pixel-mapping method are that
it does not require any calibration, and the camera does not have to be immo-
bile during the session. However it will take longer to verify a given screen, so
authentication of every screen during a session would be cumbersome. Instead,
only screens containing vital information will be verified.

The current implementation of this scheme allows the verification of a text
block consisting of slightly under 100 characters in under 5 seconds. As cam-
eras improve in quality, and processor speed increases, both of these areas will
improve.

6 Possible Extensions

In this paper, we have been most concerned with authenticating communication
in which the user is receiving visual information. Our protocol could be applied
just as well to audio information. Though this is probably not very useful to the
average user, it would certainly benefit the visually impaired.

The camera-based system does not provide any privacy, as queries and re-
sponses are transmitted in the clear. A limited amount of privacy could be added
by allowing the user to point at areas of the screen. Selections made in this way
would be visible to the device but not to the UC. The possibilities of such a
system are yet to be explored.

For now, all our attention has been restricted to authenticating black and
white images (no shades of grey). This is because of the noise-related security
concerns that we discussed in section Extending our system to a small set of
easily distinguishable colors would be easy, as long as the user can be expected to
notice if invalid colors are used. This ability of the user is a direction for further
study. Ideally, though, it would be nice to extend the system to arbitrary colors,
but then we must be sure that the device will perceive the same color areas as
the user, which implies a good understanding of human visual perceptions.

7 Concluding Remarks

In summary, we have studied how a person using an untrusted terminal can
communicate with a trusted computer in an authenticated way with the aid of
a trusted device. To do this, we have presented a protocol that allowed us to
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simplify the initial problem. We then explored ways to implement the reduced
problem, considering how convenient each one would be for the user. Finally, we
presented our implementations that are based on a camera-equipped device.
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Abstract. Designing, implementing and evaluating prototypes is a normal way
of doing technical research. In recent years we have seen lots of research proto-
types specifically designed for context awareness, future user interfaces and in-
telligent environment research. The problem with this type of specialised pro-
totypes is that their lifetime is rather short and the valuable work done for them
is not easily reusable. Our approach has been different as we have deliberately
aimed towards a multipurpose platform that would be suitable for various ubig-
uitous computing related research themes. In this article we present the design
and implementation of the platform that is named as SoapBox (Sensing, Oper-
ating and Activating Peripheral Box). Its main features are wired and wireless
communications, in-built sensors, small size and low power consumption. We
also introduce some results of research projects that have already used the plat-
form successfully. Finally we conclude the paper with application scenarios for
further work.

1 Introduction

The term Ubiquitous computing was coined in late 80’s at Xerox PARC. In the begin-
ning the technical challenges were in creating low power computers, connecting them
to each other with a network and implementing software for ubiquitous applications
[21]. The major goal was to put computers in the background and let people interact
naturally with the real world.

To study ubiquitous computing, researchers at PARC built several prototype de-
vices. Most famous of these was the ParcTab, which was a handsize computer with
touch sensitive display, a couple of buttons and continuous wireless connection to a
network [19]. It gave excellent opportunities for doing research on novel user inter-
faces and new type of mobile applications.

One of the many shorthand explanations for ubiquitous computing is to say that it
means “computers everywhere”. However, ParcTab and the other prototypes built at
PARC did not address this goal directly. More close to it came ActiveBadge which
was developed in Olivetti&Oracle research lab mainly by Roy Want who had later
joined PARC [22]. Together ActiveBadge, ParcTab and the other research prototypes
formed a working infrastructure that was used for many ubiquitous computing re-
search projects.

The development of complete hand-held devices for research purposes has largely
ceased because off-the-shelf PDAs offer good enough hardware platform as well as an
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open software interface for writing own applications. However, for context awareness
research, several research prototypes that extend the capabilities of existing devices
have been built in recent years [6, 11, 18]. Extensions have often included sensors but
location tags have been used as well.

Our goal has been a bit different as we have seen it important to build a flexible and
reusable platform that is applicable in several ubiquitous computing research topics
including context awareness, future user interfaces and intelligent environments. This
has led to the design and implementation of the SoapBox (Sensing, Operating and
Activating Peripheral Box) that is a matchbox-size module with a processor, sensors,
and both wired and wireless communications capabilities.

The basic building block of our system is a cell consisting of one central SoapBox
attached to a user device (PC or PDA), together with several remote SoapBoxes in-
stalled in the surroundings (Fig. 1.). Remote SoapBoxes communicate wirelessly with
the central SoapBox, providing a network with unobtrusive information flow. By lo-
cating remote SoapBoxes intelligently, we can collect important environmental data to
the user device easily and automatically. The communication is bidirectional which
makes it also possible to control the environment with the user device. Moreover,
even the central SoapBox attached to the user device has in-built sensors, making also
the measurement of the user easy. The sensors can also be applied to improve the us-
ability of the user device.

Fig. 1. SoapBox architecture consisting of one central SoapBox attached to the user device (in
the back of the Palm, not shown) and several remote SoapBoxes located in the environment

2  Related Work

EasyLiving [5] and Everyday computing [1] projects study intelligent environment,
which is supposed to make user - environment interaction richer. Devices that are
generally included in the intelligent environment are electrical devices like light
switches, refrigerators and cameras. There is very little work done where also the non-
electrical everyday objects are included in the intelligent environment. Closest to this
comes work done by MIT in their Things That Think consortium [10]. With the
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SoapBox we enable also interaction with nonelectric objects. Especially the input di-
rection is well supported as the only thing needed is to attach a SoapBox (with appro-
priate software) to the object we want to interact with. For example attaching a Soap-
Box to a door gives instant access to door-related information. Depending on our
interest this could be the general usage of the door (number of openings per day) or
even the usage pattern (recognise the user by analysing the opening style).

Intelligent environment research is closely related to user interface research. Espe-
cially research on new user interface paradigms associated with handheld or personal
technology devices has provided new ways to interact with the environment with the
handheld device [1]. One common approach is to add sensors to the device in order to
a) make one hand operation easier [3] or b) to make the use of the device more natu-
rally resemble interaction with real-world objects [9,14]. At the implementation level
these research prototypes have been single devices designed and built for one research
project only.

Joe Paradiso first instrumented a balloon [16] and then has concentrated on instru-
menting shoes [17]. The current version of the shoe electronics including sensors and
wireless communication has close resemblance to our SoapBox. It uses unlicensed ra-
dio, acceleration sensors and compass as well as low cost microprocessor to mention
some of the similarities. However, the starting point in Paradiso’s work has been to
create expressive footwear, i.e. to make research on a very specialised topic. Whereas
our approach has been to make a versatile module that is suitable for many different
purposes.

The digital baton is another example of a project where the user device has been
equipped with sensors in order to enhance user - real world interaction [8]. For this
project the user device is the baton and the real world is the orchestra. Compared to
our approach where the user device is the PDA or some other personal technology de-
vice and the real world is home, office or a similar environment.

Researchers at TecO have exploited environment-sensing technologies for auto-
mated context recognition [18]. They have implemented a sensor box for measuring
environmental variables. In their work, strong emphasis is in using neural network
methods for context recognition purposes. Their sensor box does not include any
wireless communication capabilities.

At KTH students have used SmartBadges for experimenting with ubiquitous com-
puting [2]. As the name implies, SmartBadge is a badge having more intelligence than
a normal badge. The size of the SmartBadge is somewhat bigger than the SoapBox as
it has a PC-CARD slot for attaching a WLAN-card. The SmartBadge architecture is
based on servers where all information is gathered for further analysis. Example ap-
plications are for example controlling access to rooms and profiling the usage of some
specific door.

MicroAmps project at the University of California aimes at greating dust-size com-
puting elements that could be used for example in military manoeuvres [20]. Their
current implementation is cubic-inch sized but according to the researchers, MEMS
technology will make it possible to squeeze the same functionality into the size of a
dust-particle. They are not planning to use RF communication in dust-size devices be-
cause there is no room for antenna and the components for IR communication are also
cheaper.
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The commercial PDA manufacturers have also noticed the need and possibility to
extend the devices with add-on modules. At the moment the best support for this is of-
fered to Visor with its Springboard expansion slot [4]. Extra memories, digital cam-
eras and wireless communication are already commercially available.

3 SoapBox Version 1.0

The design of the SoapBox started with the following general requirements:
short-range wireless communications

wired communications to PC, PDAs and other devices

a versatile set of sensors

possibility of micropower operating modes for battery-powered operation
versatile powering options

easy to use and program by researchers

small size

flexible and extensible

cost-effective design to enable actual SoapBox-based products

Short range wireless communication is needed to enable communication between the
user device and the environment, both instrumented with a SoapBox. For our pur-
poses, the radio offers the best solution since it propagates through walls and objects
and requires no pointing. For cost and bureaucracy reasons, use of an unlicensed radio
band is also crucial.

Low power consumption is naturally needed when SoapBox is attached to a portable
user device such as a PDA, but it is especially required when SoapBoxes are placed in
the environment. Benefits of wireless communication such as ease of installation and
mobility are fully obtained only if the power supply solution is also wireless, meaning
typically battery-powered operation. Micropower operating modes are useful in many
applications where battery life of several months or years is required. Flexibility in
utilising different kinds of power sources such as internal battery or varying external
supply voltage levels was also required.

As we wanted to keep the SoapBox small and simple, we wanted to have only limited
number of relatively small sensors in it. However, in order to be flexible enough, a
versatile set of sensors was needed. This led to the decision of including 3D accelera-
tion measurement, magnetic sensors for enabling compass readings and a couple of
different type of visible and infrared light measurements.

Modular approach was needed for flexibility: the possibility of equipping SoapBox
with different sets of sensors depending on the application was considered an impor-
tant feature (Fig. 2.). Finally, sufficient I/O capabilities were needed to control or read
external devices, to connect to user devices, and to provide means for programming
and debugging the software.
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Fig. 2. Modularity of the electronics enables modifications to satisfy the needs of different re-
search topics

3.1 Implementation

Electronics in General.

SoapBox electronics is shown in Figure 3. The electronics is contained on two printed
circuit boards, one containing the sensors and the other containing all the other elec-
tronics. Basic structure of the electronics is shown in Figure 4. The requirements set
for the electronics have been taken into account for example by using a high integra-
tion degree, low power microcontroller and radio module, and micropower analog and
digital integrated circuits.

Fig. 3. SoapBox boards, illustrating the size and shape of the electronics

SoapBox has a single 8-bit microcontroller (PIC16LF877) which is equipped with
flash program memory, enabling easy reprogramming. The microcontroller supports
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in-circuit debugging and also has some EEPROM. The main part of the software has
been implemented in C language, but assembly language has been used in time critical
parts.

Power supply
i 3.3V 1 3V battery
LED | Micro- > Acsceerl]esl;;a\rtéon
v controller
Real- &
time le» EEPROM ¢ > Connec- Connec- —
clock & 3 tor to < tor to 4«_‘» ”lusn:nnsaglron
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A Analog board board 147 :
RS-232 |« output Electronic
buffer compass
i Ty . Optical
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i sensor
PDA.orlotFr:gr g‘o?"e Device to be controlled or Optional
';erkr)mna ’ ; ”' dewce read, programmer, or L—» temperature
0 be controiled or power to an external device sensor
read, external power
supply BASIC BOARD SENSOR BOARD

Fig. 4. SoapBox electronics (ver. 1.0) block diagram

RS-232 was selected as the form of serial communication instead of USB (Universal
Serial Bus), since it is still more widespread. Analog output is provided in order to be
able to control devices without digital interface. A software-controlled visible light
LED is mainly used for debugging purposes.

A real-time clock and calendar circuit (Philips PCF8563) is utilised, for example, to
time control functions or to record timestamps for events detected by the sensors. This
circuit is also used for waking up the microcontroller from sleep mode.

Wireless Communications.

The lower protocol layers and the radio parts of Bluetooth were recently standardised
by IEEE [12]. However, we do not see Bluetooth as the technology of future ubiqui-
tous computing applications where also very cheap, simple, ultra low power items are
involved. The ongoing low-rate WPAN standardisation by IEEE 802.15 Task Group 4
along with ZigBee Working Group [23] has a better approach in this sense, but the
standard is not completed yet. For these reasons, we have implemented our own pro-
prietary solution for low-rate ubiquitous radio communications.

A single channel 868.35 MHz radio (RF Monolithics TR 1001) is used for 10 kbps
bidirectional, half duplex wireless communication. This radio band is license free in
most European countries. The low data rate allows the microcontroller to take care of
channel coding and decoding, while simultaneously running application program and



SoapBox: A Platform for Ubiquitous Computing Research and Applications 131

wired communications in the background when necessary. The low data rate also en-
ables slightly higher range. As the antenna we use a small helix that fits inside the
SoapBox encapsulation.

The radio has two software selectable transmit power levels. The lower transmit
power is intended for very short distance communication (a couple of meters). Using
the maximum transmit power of 1 mW, the radio range varies from 15 m (through 4
board-constructed solid walls in very dense cubical office space) to 80 m (in corridors
with line-of-sight).

The current network topology is centralised; it consists of a central SoapBox that
communicates with one or more remote SoapBoxes (Fig. 5). Both types of SoapBoxes
utilise the same kind of hardware, and the different communication roles are achieved
by different software. Typically, the central SoapBox is connected to a user device,
but it can also serve as a link to another, possibly wired, network. Several cells, con-
sisting of one central SoapBox and at least one remote SoapBox, can coexist within
the same radio range.

Remote Node

Central Node
Remote

SoapBox
User N
Device
Central 868.35 MHz

PDA or SoapBox
PC —] \ Remote Node
Remote

SoapBox

Fig. 5. A simple SoapBox network cell

The low power consumption requirements affect the MAC protocol selection since
the radio is a dominant power consumer. Thus it is important to minimise the time that
the radio must be kept on. The current MAC protocol is Aloha-based, with acknow-
ledgement messages, CRC error detection and retransmissions. Communication is ini-
tiated by remote SoapBoxes. This way there is no need for the remote SoapBoxes to
listen to the radio channel at other times, which is an essential pre-requisite for con-
serving power. The protocol is designed to support dynamic addressing in the net-
work: nodes can be added to or removed from the network without any manual con-
figuration.

Sensors.

The sensor board of SoapBox V1.0 includes the following sensors:

1. Acceleration sensors (2 x ADXL202E). These sensors can be used to measure 3
dimensional acceleration or tilt of the device.

2. Illumination sensor (based on Infineon SFH2400 detector). The intensity of visi-
ble light can be measured. The dynamic range of the sensor enables both indoor
and outdoor measurements.
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3. Magnetic sensor (Honeywell HMC1022). This sensor can be used to sense direc-
tion or magnetic objects such as steel. Enables also electronic compass.

4. Optical proximity sensor (based on Agilent Technologies HSDL-4420 IR-emitter
and Infineon SFH213FA detector). This sensor is based on the sending of IR
pulses and measuring of the level of reflection. Relative distances can be meas-
ured.

5. Optional temperature sensor. This can be installed whenever needed by the appli-
cation, at the cost of sacrificing some external I/O pins from the I/O connector.

In a basic wireless sensor system the remote SoapBox is attached to something that we
want to monitor, i.e. a door, a chair etc. The central SoapBox is attached to a PC run-
ning a Windows-program that displays all the sensor data as curves (like an oscillo-
scope). The PC-program is also used for calibrating the SoapBoxes. The calibration
information can be stored either to a file in the PC or directly to the EEPROM of the
remote SoapBox. If the SoapBox is already calibrated, it is possible to download the
calibration values from the SoapBox to the PC. During calibration, the sensor signals
are processed on the PC instead of the SoapBox, because this way we can send the
measurement data in its basic, most universal form, and can minimise the processing
needed in the SoapBox. Signals from magnetic sensors are typically processed to pro-
vide compass readings. This is presented as a needle-display. Figure 6 illustrates the
sensor signals and the compass needle on the PC display.

Fig. 6. PC display showing the sensor signals and the compass needle

The PC-programs have been implemented with LabWindows/CVI programming envi-
ronment provided by National Instruments. This offers easy-to-use curve displays and
wide range of buttons and controls, and is a good choice for everyone working with
sensor data. Even if measurement cards from NI are not used.

We have also implemented similar program for Palm VX, in order to have a more
easily portable system available. In this program, only one signal is displayed at a time
in order to increase readability (Fig. 7). The user can select the sensor he wants to
monitor by touching the corresponding button on the touch screen. For example, “ax”
for acceleration in x-direction, ’ay” for acceleration in y-direction or ”px” for prox-
imity.
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Fig. 7. Signal from a single SoapBox sensor displayed with a Palm PDA

Power Management.

SoapBox uses a 3.3V regulated supply voltage. An internal 220 mAh 3V coin-cell
lithium battery is included; nevertheless, external supply voltages over a wide range of
0.9V and 28V can be utilised as well, including user device batteries as well as the
RS-232 serial port. If required, SoapBox can provide a regulated 3.3V supply voltage
to an external low power device.

4.
1000 uA 1050801
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100 uA > 100d
\\\
.
.
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N I —
1uA
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——- Average current consumption from 3V battery
—— Theoretical duration of a 3V, 220 mAh battery

Fig. 8. Average current consumption and battery life of Remote SoapBox as a function of
measurement/send interval when 3-axis acceleration is measured and sent at full RF power

The average power consumption of a remote SoapBox depends on the communication
and processing activity. Figure 8 shows an example of the average current consump-
tion and battery life as a function of measurement and send interval, when
3-axis acceleration is measured and sent at maximum power by radio, including
acknowledgement reception. Major part of time is spent in a very low power standby
mode. While still relatively low power, the central SoapBoxes consume more power
(around 20 mW) as they have to keep the radio on continuously.
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4 SoapBox Applications

SoapBox was designed as a versatile platform that is applicable to various research
themes and projects. The basic idea is to speed up research projects as there is no need
for every project to build their own electronics from scratch. In this chapter we
describe a couple of research projects that have used SoapBoxes in this manner.

4.1 Two Player Maze

SoapBox was used as a game controller when demonstrating a multiuser game with
gestural input and unobtrusive playing situation (Fig. 9.). Because the accelerometer
can measure the acceleration force of the earth’s gravity, it can be used as a tilt or in-
clination sensor [7].

Fig. 9. Two-player maze game playing in action

SoapBox offers two-dimensional control over a maze game where both the rapidity of
controlling the cursor and cleverness to find the route are needed. A player navigates
through the maze by tilting the SoapBox. The cursor moves when SoapBox is tilted
away from neutral orientation in either or both axes. The PC program calculates tilt
angles for a particular SoapBox and decides the direction and the speed of the
corresponding cursor. Wireless communication is needed to make the playing
situation less obtrusive. Players can change place and position freely without any
limiting cables.

4.2 Personal Area Network for Recording User Activity
In context awareness research it is important to be able to collect data from the user’s

environment easily and unobtrusively. This is challenging as the user is mobile and
does not want to carry heavy computers with him. The most obvious and most often
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used solution is to have a set of sensors connected to a laptop with a measurement
card.

Our solution is more elegant. We have wireless sensors and the laptop is substituted
with a Palm PDA device. With this system we can easily place the sensors wherever
we want without the restriction that wired sensors would have (Fig. 10). The PDA fits
easily in a pocket which makes it a pleasure to carry compared to a backpack with a
laptop inside it. The Palm Vx has 8§ Mb of memory from which about 1 Mb is used for
the programs. The 7 Mb is usable for our recording purposes giving tens of minutes to
hours of recording time depending on measurement rate and amount of sensors used.

Fig. 10. SoapBox attached to an ankle

4.3 Gesture Recognition

One application where wireless acceleration sensors are very handy is gesture recog-
nition. We have done some preliminary work in implementing real-time gesture com-
mands based on 3D acceleration signals provided by the SoapBox. Gesture recogni-
tion is done with HMM (Hidden Markov Models) and the teaching of the gestures
done in off-line with a Matlab program. To enable acceleration measurements at
higher frequencies, we are currently working on a higher data rate SoapBox modifica-
tion.

4.4 Short Range Wireless Link

A couple of organisations outside our own laboratory have used or evaluated SoapBox
as a short-range wireless connection to network devices together. In these applica-
tions, the internal sensors have not been used at all, but SoapBox has been connected
to external sensor devices by the serial interface. In these applications, short messages
are sent infrequently and high data rate is not needed. More important features are
small size, low production costs, and low power consumption.

One example of such an approach is the demonstrator in Wireless Wellness Moni-
tor II project. It is a joint research project by VTT Electronics, VIT Information
Technology, Nokia, IST Oy and Celotron Oy. It combines different ambient intelli-
gence and networking technologies at home environment, aiming at developing tech-
nologies for personal wellness management and home automation applications. The
demonstrator system architecture is based on OSGi home server. SoapBoxes are used
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to wirelessly connect certain sensors to the home server. A device proxy PC is used
between the home server and the central SoapBox, enabling the home server to see the
SoapBox nodes as IP adressed devices. [13].

5 Conclusion and Further Work

In this paper, we have presented the SoapBox and a couple of research applications
that utilise its capabilities. Its size, low power consumption and wireless range com-
bined with its sensors and seamless connectivity to both PDAs, PCs and environ-
mental objects makes it versatile and useful in wide range of research projects.

Our ver 1.0 SoapBox has no built-in actuators. However, we have plans for adding
some sort of tactile user interface feedback device to some of the SoapBoxes in order
to experiment with the subject. In our gesture recognition research [15] we noticed
that it could be very beneficial for the user to have feedback from the computer about
the state of the interaction. With traditional WIMP interfaces this feedback is so natu-
ral (e.g. touch and sound from the keyboard) that we do not even think about its im-
portance.

5.1 Scenarios for New Applications

Although the SoapBox has already been used in many research projects and applica-
tions, it seems that we never have enough time to implement everything we would like
to. Therefore we want to end this article by discussing about some application sce-
narios that are “seeking their time”. In the first example the user (with the central
SoapBox) is mobile while the remote SoapBox is permanently installed in the office
building. In the second example both "ends" are stationary and in the last example the
remote SoapBox is mobile and the user uses the information provided by the remote
SoapBox mainly with his desktop. Also the use of the sensors is different in each sce-
nario.

Mail-Watch.

One SoapBox is installed in the ceiling of a mailbox. It sends an infrared pulse with
the proximity sensor and measures the light level that reflects from the bottom of the
mailbox back to the SoapBox. When a letter (or anything similar) is delivered to the
mailbox this light level changes. The change is detected by the software running in the
SoapBox, which then transmits an RF-message indicating "new mail available" to the
central SoapBox. If the owner of the mailbox is nearby with his PDA and central
SoapBox, the message is received and acknowledged. It is then up to the co-operation
of the central SoapBox and the PDA to inform the user about the new mail.

Occupation of a Room.

In Finland we are forced to use lights in our buildings for the bigger part of the year.
This makes it possible to use the illumination sensor of the SoapBox in detecting oc-
cupation of rooms (of course it does not work if someone is sitting in a dark room
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lights off). One specific modification for this general idea is to detect the occupation
of a restroom, which makes it possible to implement Free/Occupied indication running
on personal workstations. Making the user interface on top of an office map would
give readily understandable information about the nearest free restroom, which could
be convenient if you want to avoid walking around in search of one. Actually, why do
we have this type of service in trains and airplanes but not in offices or buildings in
general?

Location of the Coffee-Trolley.

In our office building we have centralised coffee breaks, both in time and location.
The coffee is made in one of the two coffee rooms and then transported with a coffee-
trolley to the other one. Usually in time and fresh. However, there have been some
complaints about the trolley being late or being too long on the way. The arrival of the
coffee varies from day to day, making it at least theoretically possible that the coffee
is not perfectly fresh when the coffee break starts. By attaching one SoapBox to the
trolley it is possible to measure the movement of the trolley by using the acceleration
sensors. Surely a moving trolley would give a different signal than a trolley standing
still. Ascending one floor with the elevator would give yet a different signal. Based on
these signals, some coffee addict could make a program to inform him about fresh
coffee before the coffee has even arrived.
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Abstract. A hardware and software platform has been designed and im-
plemented for modeling, testing, and deploying distributed peer-to-peer
sensor networks comprised of many identical nodes. Each node possesses
the tangible affordances of a commonplace pushpin to meet ease-of-use
and power considerations. The sensing, computational, and communica-
tion abilities of a “Pushpin”, as well as a “Pushpin” operating system
supporting mobile computational processes are treated in detail. Exam-
ple applications and future work are discussed.

1 Introduction

“A cockroach has 30,000 hairs, each of which is a sensor. The most
complex robot we’ve built has 150 sensors and it’s just about killed us.
We can’t expect to do as well as animals in the world until we get past
that sensing barrier.”

Rodney Brooks in Fast, Cheap & Out of Control [IJ

Sensors to transduce physical quantities from the real world into a machine-
readable digital representation are advancing to the point where size, quality
of measurement, manufacturability, and cost are no longer the major stumbling
blocks holding us back from creating machines equipped with as much sensory
bandwidth as some animals, if not people. Rather, we are faced with a problem
of our own devising — how do we communicate, coordinate, process, and react
to the copious amount of sensory data now available to the machines we build?
Certainly, some success in harvesting and responding to multiple data streams
originating from a quantity of sensors has been demonstrated (e.g. [2]), but such
examples do not scale; using traditional sensing methods, even adding one more
sensor to an array of a couple dozen sensors presents a formidable challenge on

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 139-{I51] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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both the hardware and software fronts. As the number of sensors increases to the
thousands, hundreds of thousands and beyond, any tractable solution will have
to rely on principles of self-organization at the level of the sensors themselves in
order to guarantee the proper scaling properties. In this sense, it behooves us
to begin treating sensor systems as distributed networks wherein each node is
a self-sufficient sensing unit and coordination among nodes takes place locally,
automatically, and without centralized supervision.

Distributed sensor networks are immediately relevant to many real world
applications; robot skins, smart floors, battlefield reconnaissance, environmental
monitoring, HVAC (heating, ventilation, air-conditioning) control, high-energy
particle detectors, and space exploration are among the many areas that could
benefit from distributed sensor networks. Perhaps the greatest use of distributed
sensor networks, however, lies not in the preexisting applications they augment,
but rather in the future applications they enable. Obviously, it is impossible to
fully enumerate these future applications, but it is not hard to speculate that
advances in any number of fields will only make that list longer.

In this paper we introduce the Pushpin Computing platform as a general pur-
pose hardware and software toolkit for studying, designing, prototyping, and de-
ploying dense sensor networks. Details of the hardware and programming model
are given, as well as the design considerations that lead up to the current imple-
mentation. A simple example is illustrated step by step.

2 Related Work

Depending on the particular circumstances, the term distributed sensor network
can meaningfully be attached to a large number of systems varying widely across
many distinct parameters, such as physical layout, network topology, memory
resources, computational throughput, sensing capabilities, communication band-
width, and usability. Accordingly, what qualifies as research into distributed sen-
sor networks is just as general. In such a general context, everything from tracing
TCP/IP packet flow through the Internet to quantifying collective ant behav-
ior can be considered as examples of research into distributed sensor networks.
Nonetheless, there are very specific bodies of research that are either tangential
or very closely related to the work presented here.

The direct inspiration for this work is Butera’s Paintable Computing sim-
ulation work [3]. Paintable Computing begins with the premise that, from an
engineering standpoint, we are not very far away from being able to mix thou-
sands or millions of sand grain-sized computers into a bucket of paint, coat
the walls with the resulting computationally enhanced paint, and expect a good
portion of the processors to actually function and communicate with their neigh-
bors. The main problem with this scenario, according to Butera, is that we don’t
yet have a compelling programming model suitable for such a system. Paintable
Computing attempts to put forth just such a model, as well as a suite of example
applications. To this end, Paintable Computing is a simulation of many (tens
of thousands) independent computing nodes pseudo-randomly strewn across a
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surface. Each node is capable of communicating omnidirectionally with other
nodes located within a limited radius, although no node knows a priori any-
thing about its physical location on the surface. From these simple postulates,
Paintable Computing demonstrates the utility of algorithmic self-assembly to
build up complex global behavior across the system as a whole from simple local
interactions among process fragments that migrate among the processing nodes.
Pushpin Computing started out as an attempt to instantiate in hardware as
closely as possible the Paintable simulations, each Pushpin corresponding to a
single processing node. This will be discussed further in the coming sections.

Resnick’s StarLogo programming language [4] provides an accessible but rich
simulation environment for exploring decentralized emergent systems. The Push-
pin programming model is influenced by StarLogo’s intuitive approach.

Although there are surely many more examples of computer simulation re-
search that have some bearing on distributed sensor networks, Berkeley’s (now
Intel Research Lab at Berkeley) SmartDust and its associated TinyOS software
environment is the only known hardware platform developed in a spirit at all
similar to that of the Pushpins. The SmartDust/TinyOS platform was devel-
oped from the bottom up, shaped by the real-world energy limitations placed
upon nodes in a distributed sensor network [BJ6]. As such, each node is rela-
tively resource poor in terms of bandwidth and peripherals. Furthermore, the
assumption is made that almost all communication within a distributed sensor
network is for the purpose of communicating with a centralized base station [7].
In contrast, the Pushpin platform was built more from the top down, provides
each node with a rich set of onboard peripherals, bandwidth, and software, and
consumes correspondingly more energy per node.

3 Design Points

The primary motivator for the Pushpin Computing project is to achieve the one
goal inaccessible to computer simulations of distributed sensor networks — to
sense and react to the physical world. The goal is to devise sensor networks that
self-organize in such a way so as to preprocess and condense sensory data at the
local sensor level before (optionally) sending it on to more centralized systems.
This idea is somewhat analogous to the way the cells making up the various
layers of a retina interact locally within and across layers to preprocess some
aspects of contrast and movement before passing the information on to the optic
nerve and then on to the visual cortex [§].

The compelling architecture articulated and demonstrated in simulation
by the Paintable Computing project provides a base set of design points for
the hardware, operating system, and programming environment from which
it is possible to build a distributed sensor network that achieves the goal of
self-organization. Where practical, the Pushpin platform follows this blueprint
closely. To paraphrase [3]:
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— Each Pushpin (node) has the ability to communicate locally with its spatially
proximal neighbors, the neighborhood being defined by the range of the mode
of communication employed.

— Each Pushpin must reliably handle the fact that the number of addressable
neighbors in the communication neighborhood can vary unpredictably.

— Each Pushpin must reliably handle the fact that messages sent to its neigh-
bors may exhibit probabilistic transit times and are not explicitly acknowl-
edged.

— Each Pushpin must provide for a mechanism for installing, executing, and
passing on to its neighbors code and data received over the communication
channel.

In addition, the Pushpin platform is designed specifically for ease of proto-
typing a wide range of digital and analog applications, so it can readily serve as
a testbed for practitioners coming from many perspectives.

4 Hardware

The Pushpin project embeds a 20 MIPS mixed-signal microcomputer system into
the form factor of a bottle cap with the tangible affordances of a thumb tack or
pushpin. The Pushpin hardware platform is designed around a balanced opti-
mization of small physical footprint, functional modularity, expandability, gener-
ality, and computational power. To this end, each Pushpin consists of four mod-
ules that separately handle power, communication, processing, and application-
specific functions. Each module is contained on a printed circuit board (PCB)
measuring roughly 18mm x 18mm and stacks together with other modules verti-
cally from bottom to top in the order listed. See Fig. [l The total stacked height
of a Pushpin varies depending on the modules used, but is typically on the order
of 18mm as well. A description of each module and the connections between

<
<
9
«€

Fig. 1. Modules of a Pushpin
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4.1 Power Module

The Pushpin moniker derives from the original power scheme implementation
in which protruding from the underside of each Pushpin device are a pair of
pins of unequal length that can be easily pushed into a laminate power plane
made from two layers of aluminum foil sandwiched between insulating layers of
stiff polyurethane foam [9]. One of the foil layers provides power and the other
ground. This novel setup satisfies power and usability requirements (no chang-
ing of batteries or rewiring of power connections, simply push the Pushpin into
the substrate) and hints at the idea of both physically and functionally merging
sensing and computing networks with their surroundings. While this solution
blatantly sidesteps the important issue of power consumption (the powered sub-
strate is plugged into a power supply), it allows for very quick prototyping and
minimal maintenance overhead.

Fig. 2. Pushpin power scheme

Other power sources can easily take the place of the pins and substrate
as long as they provide 2.7VDC to 3.3VDC. Two AAA batteries in series is
a simple, if bulky alternative. The total power consumed depends strongly on
the particular expansion, processing, and communication modules employed and
how they are used. For example, the processing module has several different
modes of operation, each requiring a different amount of power. Typical current
consumption of the processing module running at 22MHz with all necessary
peripherals enabled is roughly 10mA, whereas the processing module running in
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a low-power mode off of an internal 32kHz clock requires roughly 10pA. With
the clock shutdown, this falls to about 5uA. Accordingly, the lifespan of a power
source can vary from hours to years depending on the particular circumstances.

4.2 Communication Module

Anything containing all the necessary hardware for effectively transmitting from
and receiving to a typical hardware UART qualifies as a communication module.
That is, the communication board consists of all communication hardware except
the UART itself, which is built into the processor on the processing module.
Currently, several communication modules are available for Pushpins, including
a capacitive coupling module and an infrared module, both of which run at up
to 166kbps. See Fig.[B. A radio module is under development. There is also an
interface for RS232 communication with a PC over a serial port.

Fig. 3. Pushpins equipped with IR communication modules (and white diffuser rings)
drawing power from the laminate substrate

4.3 Processing Module

The Pushpins are designed around the Cygnal C8051F016 — an 8-bit, mixed-
signal, up to 25 MIPS, 8051-core microprocessor [I0]. The Cygnal chip is
equipped with 2.25-Kbytes of RAM and 32-Kbytes of in-system programable
(ISP) flash memory. All hardware supporting the operation of the microproces-
sor as well as the microprocessor itself is contained on the Pushpin processing
module. The microprocessor runs off of a 22.1184MHz external crystal but also
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has its own adjustable internal clock for lower power modes. A simple LED
indicates the status of the microprocessor. Connectors providing access to the
microprocessor’s analog and digital peripherals comprise the remainder of the
processing module. See Fig. @l

4.4 Expansion Module

The expansion module is where most of the user hardware customization takes
place for any given Pushpin. The expansion module has access to all the pro-
cessing module’s analog and digital peripherals not devoted to the communi-
cation module. This includes general purpose digital I/O, comparators, analog-
to-digital converters, capture/compare counters, and IEEE standard JTAG pro-
gramming and debugging pins, among others. The expansion module contains
application-specific sensors, actuators, and external interrupt sources. Examples
include sonar transducers, LED displays, microphones, light sensors, and sup-
plementary microcontrollers.

Expansion Module
- user-defined sensors, actuators, and JTAG interface

power & ground

7 multiplexed 10-bit 200ksps ADC channels

12-bit digital-to-analog converter

2 comparators

4 JTAG programming pins

8 digital I/O pins capable of becoming:
comparator outputs, system clock, external interrupts,
programmable counters (PWM, capture/compare, etc.)

Processing Module
- Cygnal C8051F016, status LED, 22.1184MHz crystal

UART transmit & receive
12-bit digital-to-analog converter

10-bit 200ksps ADC channel

6 digital I/O pins w/ 4 external interrupts

power
ground

Communication Module
- infrared, capacitive coupling, serial port, radio, etc.

power
ground
Power Module

- pushpins, batteries, wired, etc.

Fig. 4. The Pushpin hardware specification. The shaded boxes represent different hard-
ware modules. The arrows represent resources that the module at the tail of the arrow
provides to the module at the head of the arrow
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5 Programming Model

The Pushpin programming model is heavily informed by the Paintable Comput-
ing programming model [3] and attempts to follow it as closely as possible. The
occasional deviations from that model are due to somewhat limited computa-
tional resources and reasons of practicality. In essence, the programming model is
based on algorithmic self-assembly; the idea that small algorithmic process frag-
ments with simple local interactions with other process fragments can result in
complex global algorithmic behavior. In a sense, algorithmic self-assembly treats
algorithms in the same way thermodynamics treats gas particles [I1]; when the
number of particles is large, pV = nRT becomes more useful than knowing the
position and momentum of each particle.

The Paintable Computing project successfully demonstrated algorithmic self-
assembly in simulation. The goal of the Pushpin programming model is to create
a suitable tool for exploring algorithmic self-assembly as it relates to sensory data
extracted from the real world. To this end, an operating system, networking
protocol, and process fragment integrated development environment (IDE) have
been implemented.

4 N

4 N
ISP Flash Memory
(32-Kbytes)

Extended RAM
(2-Kbytes)

8051 Special Function
Registers (128-bytes)

(osScratch )

~ Bertha OS Code
Native RAM ( \
(256-bytes) Neighborhood
Watch (NW)
N

Current PFrag

State Pointer

PFrag Bulletin
Board System

PFrag #1 Code

(BBS) PFrag #2 Code
—__/
[ J

( \ [ J
PFrag Local PFrag State °
Scratch Memory Table

\ / PFrag #11 Code

- O\ N /

\ Pushpin Memory Organization

J

Fig.5. A Pushpin’s memory, carefully divided between process fragments and the

operating system

5.1 Process Fragments

A process fragment is the atomic algorithmic unit in algorithmic self-assembly.
Carrying the thermodynamics analogy further, a process fragment corresponds
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to a single gas particle. A process fragment (‘pfrag’) is defined as the coupling of
state information (‘state’) and executable code (‘code’). A pfrag’s code acts on or
according to the pfrag’s state and has the ability to modify it. A process fragment
is entirely contained and executed within a single Pushpin, but may transfer or
copy itself to neighboring Pushpins and begin execution there. In order to ensure
interoperation between process fragments and the Pushpin operating system
(Bertha), process fragments must conform to the following constraints:

— Implement an install function to be called by Bertha when the process
fragment is first executed in a given Pushpin.

— Implement a deinstall function to be called by Bertha when the process
fragment is to be removed from a given Pushpin.

— Implement an update method to be repeatedly called by Bertha as long as
the process fragment resides within a Pushpin. There is no guarantee how
often the update function will be called, only that it will be called. This is
where most of the functionality of a process fragment resides.

— Total process fragment code size limit of 2-Kbytes.

— Total process fragment state size limit of 445-bytes.

Aside from the required functions, process fragments may also contain as
much private code as the 2-Kbyte limit allows.

5.2 Bertha: The Pushpin OS

Underlying system operation is handled by Bertha — a small, lightweight oper-
ating system developed especially for the Pushpins. Each Pushpin has its own
instance of Bertha to manage processor startup, memory, access to hardware pe-
ripherals and system services, communication with neighboring Pushpins, and,
its primary charge, resident process fragments.

Bertha can accommodate up to 11 process fragments at any given time. Pro-
cess fragments enter a Pushpin through the communication port either wirelessly
via a neighboring Pushpin or from a device pretending to be a Pushpin. The pro-
cess fragment is written to memory (code to flash memory and state to RAM),
checked for errors by means of a simple checksum, added to the list of resident
process fragments (assuming the checksum passes), and initialized by calling its
install function. Bertha executes the update function of resident process frag-
ments using a simple round-robin scheme. Each process fragment is allowed to
run its update function to completion each time it is called. Bertha provides
various utility system functions to process fragments, such as those that return
the current system time or a pseudo-random number.

Bertha also negotiates all communication on the behalf of process fragments.
Specifically, it provides for communication between process fragments in the
same Pushpin by means of a bulletin board system (BBS). By making system
calls to Bertha, process fragments can post arbitrary messages of limited size
to the BBS and read messages posted by other process fragments. A Pushpin’s
BBS can be posted to and read from only by process fragments within that
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Pushpin. Bertha does, however, maintain a Neighborhood Watch — a list of
neighboring Pushpins (those within communication range) and brief synopses
of their BBSs. The information contained in each neighbor synopsis is culled
from that neighbor’s own BBS. Due to memory constraints, it is not possible
to mirror the entirety of all neighboring Pushpins’ BBSs. Instead, whenever a
process fragment posts to the local BBS, it has the option of marking that
post to be included in the synopsis sent out to neighboring Pushpins. Bertha
is responsible for arbitrating which of these posts get included in the synopsis
in the case of the synopsis filling up. Currently, Bertha gives priority to newer
posts, although this does not have to be the case and process fragments should
not assume any particular method for choosing what is included in the synopsis.

Process fragments can make a request of Bertha to transfer them to one
of the Pushpins listed in the Neighborhood Watch. When such a request is
made, Bertha adds the request to the queue, waits until all resident process
fragments have been updated, and then negotiates each transfer request with the
appropriate neighbor. No guarantee is made that the transfer will be granted.

At a low level, Bertha manages the Pushpin’s half-duplex communication
channel with its neighbors using a simple exponential back-off protocol for colli-
sion avoidance. Bertha attempts to detect collisions with a simple checksum. To
help alleviate the hidden node problem, Bertha is able (when using the capac-
itive coupling module, but not the IR module) to listen for transmissions from
neighbors at a variable threshold. When enabled, Bertha listens at a very low
threshold before transmitting and a very high threshold when receiving.

An analog-to-digital converter (ADC) channel in conjunction with a simple
voltage divider allows the Pushpin operating system to detect which communi-
cation and expansion modules make up the Pushpin (as each type of module
produces a characteristic voltage read by the ADC), making for plug-and-play
functionality. Once Bertha knows what kind of hardware it is dealing with, it
provides mediated access of those resources to resident process fragments. Thus,
a process fragment can request to be informed during its next update cycle of
a given interrupt being triggered or of a certain condition occurring. Process
fragments can also take control of certain hardware peripherals, such as general
purpose I/O pins, comparators, and analog-to-digital converter channels.

Since even some of the simplest algorithms already mentioned (e.g. exponen-
tial back-off) require randomness, Bertha maintains a 1024-bit seed for use in a
pseudo-random number generator. (The size of this seed is unnecessarily large
due to an artifact of the hardware organization of the flash memory). This seed
can be changed during runtime.

See Fig. Bl for a schematic view of the memory layout of a Pushpin and its
operating system.

5.3 Pushpin IDE

Users can create custom process fragments using the Pushpin integrated devel-
opment environment (IDE). The Pushpin IDE is a Java program that runs on
a desktop PC. Process fragment source code is authored within the IDE using
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a subset of ANSI C supplemented by the system functions provided to process
fragments by Bertha, preprocessor macro substitutions, and IDE pre-formatting.
The IDE coordinates the formatting of source code, compilation of source code
into object files, linking of object files, and transmission of complete process
fragments over a serial port to an expectant Pushpin with Bertha installed and
running. The IDE also enforces the process fragment structure requirements
outlined in §5.11

Currently, the Pushpin IDE calls upon a free evaluation version of the Keil
C51 compiler and Keil BL51 linker [12] to compile and link process fragments.
Bertha is initially installed on a Pushpin by way of an IEEE standard JTAG
interface. Note that Bertha need not be compiled with any specific knowledge of
the process fragments to be used; arbitrary process fragments can be introduced
to Pushpins during runtime.

Of course, Pushpins can be programmed directly as a regular 8051-core mi-
croprocessor without using either Bertha or the Pushpin IDE. One of the many
advantages of Bertha and the Pushpin IDE, however, is that the details of the
antiquated Intel 8051 architecture are hidden from the user.

5.4 Security

One of the first observations that can be made about the Pushpin program-
ming model is that it is incredibly insecure by almost any definition of insecure
— Bertha runs any well-formed process fragment as raw machine code without
any supervision. The only attempt at security is locking the flash memory con-
taining the Bertha code so that it can’t be overwritten by a process fragment.
Everything else is fair game. Furthermore, there is no built-in protection against
rogue process fragments with malicious intent. While security is certainly a valid
concern for any system deployed in the world outside of a testbed running in a
research lab, it is assumed for now that everyone authoring process fragments
received the “plays well with others” stamp of approval. Although security for
sensor networks is essentially ignored here, some work has been done on the
subject [I3]. That said, the Pushpin platform could be used in its own right to
explore security issues.

6 Example: Network Gradient

To clarify the idea of process fragments and Pushpin platform operation, we
present here a very simple example. The following code fragment simply copies
itself to all its neighbors, keeping track of how many hops away it is from its
Pushpin of origin. Its install routine does almost all the work. Its update routine
copies the process fragment to neighboring Pushpins. All other required routines
are implemented with default routines provided by the Pushpin IDE. The Push-
pin IDE also registers this process fragment as GRADIENT with a local process
fragment registry it keeps. What follows is the process fragment source code as
it would appear in the IDE:
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state {unsigned char hopsFromOrigin; unsigned char origin;}
globallD {GRADIENT;}

// Continually attempt to migrate to neighboring Pushpins.

//

unsigned int update(unsigned int eventCode, unsigned int eventValue) {
return requestTransfer (TO_.ALL.NEIGHBORS);

/ Upon waking up in a Pushpin, check to see if there are any
/ copies of this PFrag. If so, compare hops from origin,

/ keep lowest hop count, and delete yourself. If not, check
/ if you are the seed of the gradient and set hop count

/ accordingly .

/

nsigned int install () {
BBSPost post;

getBBSPost (GRADIENT, & post);
if (isValidBBSPost(&post)) {

if (post.locallD != getLocallD ()) {
if ((post.message[0] > state.hopsFromOrigin + 1)
&& (post.message[l] == state.origin)) {
post . message [0] = state.hopsFromOrigin + 1;
updateBBSPost(&post );
}
die ();
else {
post.message[0] = state.hopsFromOrigin + 1;
if (!isValidMessage (getNeighborMessagePostedBy (GRADIENT))) {
post.message[l] = getPushpinID ();
else {
post.message[l] = state.origin;

}
postToBBS(&post, 2);

return 1;

}

Note that, for the sake of brevity, this process fragment is implemented in
quite an inefficient manner in terms of bandwidth usage and could be improved
upon with some effort.

7 Conclusions & Future Work

This paper describes the basic elements of the Pushpin Computing platform, the
first hardware instantiation of an environment specifically designed to support
algorithmic self-assembly for use in dense sensor networks. In particular, we
have introduced the underlying Pushpin hardware and Bertha, a fully functional
embedded operating system that supports mobile process fragments.

The work presented is more of a look at things to come than a culmination
or conclusion of things that were. In the immediate future, there are plans to
implement a Logo virtual machine on the Pushpins, improve error correction
and detection, and build several complete networking and sensing applications
using on the order of 100 Pushpin nodes. Longer term goals include exploring
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the potential of Pushpins as a tangible interface, characterizing basic algorith-
mic elements vital to algorithmic self-assembly in the context of dense sensor
networks, and providing a theoretical foundation to describe self-assembly as a
general phenomenon.

Detailed information about the Pushpin Computing project can be found at
http://www.media.mit.edu/~1ifton/Pushpin/.
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Abstract. While wireless sensor networks offer new capabilities, there are a
number of issues that hinder their deployment in practice. We argue that
robotics can solve or greatly reduce the impact of many of these issues. Our
hypothesis has been tested in the context of an autonomous system to care for
houseplants that we have deployed in our office environment. This paper
describes what we believe is needed to make sensor networks practical, the role
robots can play in accomplishing this, and the results we have obtained in
developing our application.

1 Introduction

Wireless sensor networks offer new ways to monitor our environment and do so
continuously and invisibly. These networks have wide applicability including
medical, industrial, scientific, military, and consumer applications. Estrin et al. have
described applications to automotive telematics, precision agriculture, and defense
systems [E]] Rabaey et al. have considered management of environmental control
systems in large office buildings Schwiebert et al. have been working to
develop wireless biomedical sensors [31]. Byers and Nasser suggest using wireless
sensor networks to monitor toxicity levels in hazardous areas @]. Krishnamurthy and
Conner have used sensor networks to implement basic office information services
such as monitoring the use of highly-coveted conference rooms [@] From this list, it
is clear that wireless sensor networks can provide important data and context
information for a very wide range of ubiquitous computing applications.

While their potential benefits are clear, a number of open problems must be solved
in order for wireless sensor networks to become viable in practice. These problems
include issues related to deployment, security, calibration, failure detection and power
management. In the last decade, significant advances have been made in the field of
service robotics , and robots have become increasingly more feasible in practical
system design. Therefore, we suggest that a number of the problems with wireless
sensor networks can be solved or diminished by including a mobile robot as an
integral part of the system. Specifically, the robot can be used to deploy and calibrate
sensors, detect and react to sensor failure, deliver power to sensors, and otherwise
maintain the overall health of the wireless sensor network. The ideal is for the robot
to do all this while only engaging the user as a last resort (e.g. when new sensors are
needed to replace non-functioning ones).

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 152-166, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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While this application may be new, robots have been performing these types of
services for some time. Service robots are the class of mobile, autonomous robots that
operate in human environments to assist and serve. The applications that employ these
service robots vary greatly with respect to the level of human interaction. The scale
ranges from robots that perform their tasks independently, such as janitorial robots
[ through hospital aides [, to robots whose chief function is to interact with
people, such as entertainment robots [32], museum tour guides [¢,[34,[25]], and robots
that aid the blind and the elderly . Recently Howard et al. used sensors
placed in the environment to help mobile robots build navigation maps [.
However, robots have not been applied to the problem of maintaining a distributed,
ubiquitous computing system, such as a sensor network, and keeping such a system
running and well-calibrated over an extended period of time.

We have tested our hypothesis in the context of the PlantCare project at the Intel
Research laboratory in Seattle. PlantCare is part of an experimental proactive
computing platform that serves as an autonomous system to care for houseplants.
While caring for houseplants may not be the most promising use of wireless sensor
networks, it is a well-defined, practical problem that both encompasses many of the
open problems associated with wireless sensor networks and is at the same time
conducive to the use of mobile robots.

The PlantCare system consists of a wireless sensor network to measure and report
environmental conditions impacting the plants, application logic to monitor these
conditions and determine appropriate responsive behavior, and a mobile robot to
provide system actuation. Initial results from our system suggest that this combination
of robots and wireless sensors has the potential to achieve unprecedented levels of
system independence, including the ability to (1) sustain the energy resources of both
the robot and the sensor network indefinitely, (2) automate sensor calibration,
including both configuration and dynamic response to changing hardware behavior
and/or environmental conditions, and (3) detect sensor failure and inappropriate
deployment.

The organization of this paper is as follows: In Section 2, we discuss what we
believe are three major issues hindering the adoption of wireless sensor networks in
practice. We describe the problems, as well as how robots can be used to address
them. In Section 3, we discuss the PlantCare system including the sensors, robotics
and overall system architecture. In Section 4, we describe our results from a simple
experiment with robotic sensor calibration. Finally in Section 5, we discuss future
work and conclude.

2 Practical Issues in Wireless Sensor Networks

In the context of the PlantCare project, we have had to deal with a number of practical
issues relating to our wireless sensor network: How should new sensors be deployed?
How do we know that we are not placing a sensor in an anomalous location that will
return unrepresentative readings? How should sensors be calibrated? Should they be
calibrated in a controlled environment and then deployed, running the risk of
inaccuracy? Or instead, should sensors be calibrated in their deployed location, which
would be more accurate but also more difficult? Since we decided to deploy sensors
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without a constant supply of power, how will we keep the sensors running
indefinitely? How will we know when a sensor has failed? While any one of these
problems can potentially be ignored or circumvented, collectively they represent an
important set of issues that affect the accuracy and robustness of our overall system.
We have condensed these issues into three areas: context-aware deployment,
continuous calibration, and power delivery.

2.1 Context Aware Deployment of Sensors

Before a sensor can provide useful data to the system it must be deployed in a
location that is contextually appropriate. While the physical placement of a sensor is
often challenging, as in the case of a reactor or a water main, the issue of proper
choice of location based on the application requirements is also difficult and time
consuming. For example, consider the placement of a thermostat in a home. Since in
most cases only one thermostat is installed, this single sensor will be used to guide all
heating and cooling decisions. Thus the sensor should be placed where its readings
closely correlate with the temperature of the home in general. Consequently, the
placement of the sensor under a cooling vent, or on a section of wall that gets intense
sunlight in the morning, will generate contextually inappropriate readings. Even if the
sensor is properly calibrated, it will return data that is misleading to the system, and
the residents of the home will be uncomfortable. In this example, perfect placement
requires an isotherm map of the space that shows the temperature variation by
location as well as time. Since this is rarely available, most sensor placement is done
using simple heuristics. In the case of home thermostats, for example, the rule of
thumb is to place it near the center of the house in a hallway. While this example is
fairly simple, and an isotherm map is unlikely to be worth the effort, it illustrates the
tradeoffs: The accuracy and relevance of the data collected are proportional to the
level of understanding of the environment. Unfortunately, considerable human time is
usually required to obtain this understanding.

In many cases, this problem can be solved using robots, as has already been
demonstrated in the limited context of active vision . Placing an accurately
calibrated sensor on the robot turns it into a mobile wireless sensor. This “robo-
sensor” can then move through the environment to take measurements. If an accurate
map of the environment is available to the robot for navigation, then environment
maps such as the temperature isotherm map mentioned above are straightforward to
build. The robot simply needs to visit a series of locations determined by the required
measurement density, taking a reading at each after waiting long enough for the
sensor to acclimate. In many systems this is a natural extension of mapping tasks
already performed by robots. For example, in PlantCare our physical environment is
mapped using probabilistic techniques in order to guide robotic navigation (see
Figure 1). Taking readings multiple times at varying times of day will create the type
of map that can strongly suggest good sensor placement to an application
administrator. If robotic placement of the sensor were desired, this same data could
guide an algorithm that captures the traditional heuristic wisdom. This is an example
of how a robot can be used to accomplish a time-consuming, repetitive task that is
likely to be unappealing to humans.
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Fig. 1. This map of our office was generated by the robot’s mapping system

2.2 Continuous Calibration of Sensors

Calibration is the process of deriving the function that translates the raw readings
provided by the sensor into data in the correct units, while taking into account the
characteristics of the particular sensor and the environment in which it has been
placed. Calibration of sensors is critical to obtaining accurate measurements. Without
calibration, readings produced by a sensor could range anywhere from having subtle
inaccuracies to being completely meaningless. Our temperature sensors, for example,
produce a voltage varying from O to 3 volts. The only way to know that a reading of
1.5v corresponds to 32 degrees Celsius is to obtain a number of readings from the
sensor when the true temperature is known and use these calibration points to
translate the voltage readings to the Celsius scale. Unfortunately, this mapping varies
from sensor to sensor (especially as manufacturers endeavor to make sensors as low-
cost as possible) and may even change over the lifetime of a deployed sensor (due to
changes in environmental conditions or wear on the sensor). The result is that for
most applications, sensors require both initial calibration and periodic recalibration to
ensure accurate readings.

Sensors can be calibrated either before or after deployment. Pre-deployment
calibration is performed in a controlled space in which the environmental factor
measured by the sensor can be carefully regulated. The factor is then cycled through a
set of values intended to represent the range the sensor will encounter in practice, and
readings are taken from the sensor during this process. These actual vs. sensed values
form the set of calibration data that can be used to derive a function that maps one to
the other. For example, linear regression is a simple yet accurate technique for
performing this mapping. In the event that the sensor data cannot be mapped into
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linear space, more complex algorithms can be employed. The big advantage of pre-
deployment calibration is that it can be inexpensive, as a large number of sensors can
often be calibrated at the same time. The disadvantage is that sensors are often
sensitive to environmental conditions (e.g., temperature) and the act of deployment
can change their characteristics. The alternative is to calibrate the sensor in-place,
after it has been installed. This is more time consuming and inconvenient. It also
suffers from the problem that the environmental factors may change slowly and it
may be difficult to collect sufficiently varied calibration data to get accurate
measurements.

A robot equipped with an accurate, calibrated sensor offers a novel solution:
adaptive in-place calibration. Given robotic support, a sensor can be deployed
uncalibrated and a robot can be used to visit the sensor periodically to take calibration
readings. As long as sensor readings remain in the range of these initial calibration
readings, no additional visits are required. However, if environmental factors deviate
outside the calibrated range, the robot can be dispatched to collect additional readings.
For example, consider a wireless temperature sensor in an unheated warehouse. The
sensor is deployed uncalibrated during the summer. Over a period of five days, the
robot collects a set of calibration readings. These readings combined with simple
regression provide sufficient accuracy for the next three months. When fall sets in, the
temperature drops, and the system determines that the summer calibration data is not
sufficient to predict the characteristics of the sensor. The robot is then re-deployed to
collect new calibration samples to extend the range of the regression model. Again we
see the robot filling a role that a human could but would never want to: namely, as an
agent on call ready to visit any sensor whenever needed.

Recalibration is another area in which a robotic solution offers advantages over the
standard technique. Currently, the most common method used to ensure sensors are
operating correctly is periodic manual calibration [. This approach has a number of
drawbacks. For instance, manual labor is expensive, so sensor recalibration is
performed infrequently resulting in overall inaccuracy. Complementing our robotic
solution, we assign a limited lifetime to calibration data as it is collected. Rather than
a task performed once or twice a year, recalibration becomes an ever-present
background task of the system. Once the lifetime of a piece of calibration data has
expired, it is considered inaccurate and is replaced by fresh data. The result is an
adaptive mechanism in which the tradeoff of sensor accuracy vs. robotic work can be
adjusted at will.

The issue of failure detection is tied closely to calibration. Detecting a failed sensor
is the pathological case of calibration when it is decided that the sensor readings no
longer correlate with the environmental factor in question. This detection is fairly
straightforward in the case of a gross fault, in which a sensor begins reporting
drastically different conditions. Regular periodic calibration by our robotic solution
also removes the traditional need to detect drift errors, in which a sensor’s accuracy
slowly decays over time . Without sophisticated models, however, it is very
difficult to detect when a faulty sensor returns plausible, possibly varying, yet
uncorrelated data. Because sensors are only checked periodically, faulty sensors can
remain in service for periods up to the calibration frequency. Depending on the
scenario in which the sensors are used, this could pose severe consequences. To
mitigate this, the calibration cycle can be made more frequent by using a smaller
calibration data lifetime.
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Inferential sensing is an emerging technique that continuously verifies sensor
accuracy via on-line, real-time modeling . This technique uses historical data
rather than sensor redundancy to construct predictive models of sensor behavior
and can significantly enhance system fault detection and handling. Whenever a sensor
provides a reading, the data is compared to estimated values produced by the model,
generating differences known as residuals. A decision logic module then statistically
evaluates each residual to generate a health metric assigned to the corresponding
sensor. Instead of performing periodic recalibration, a human operator monitors these
health metrics in order to schedule maintenance proactively or provide it when
necessary. Unlike simpler methods, this approach can detect sensors that fail in non-
trivial ways. In addition, these predictive models can be used to generate estimated
sensor readings while a sensor is offline or awaiting recalibration or replacement.
These predictive modeling techniques complement our robotic calibration approach.
In the case of sensor failure, the predictive model can serve as warning system and the
robot can verify the failure. When the predictive model suspects a sensor of drifting, it
can prematurely age the sensor’s calibration data, forcing a more timely robotic
recalibration.

While robotic calibration solves many problems, it has a set of issues and
considerations of its own. For accurate calibration data to be collected by the robot,
the system must know precisely where the sensors are located. In the case of statically
positioned sensors, this requires that a detailed sensor map be provided to the system.
In the case of mobile sensors, a sophisticated localization system is required. Current
localization systems use ultrasound , RF signal strength @], radio time-of-flight
[, or some combination of technologies to pinpoint the physical location of objects
in space. Second, the sensor needs to be accessible to the robot, and not all
deployment environments allow this. In some situations the robot cannot reach the
sensor (e.g. a sensor on the ceiling of a room), while other environments are
physically hostile to robots. Finally, some sensors require physical integration with
the environment in order to obtain accurate measurement, and as a result,
corroboration cannot be achieved by placing a similar sensor nearby. For example, a
stress sensor installed within a concrete wall cannot be verified by a mobile sensor no
matter how close it gets.

2.3 Renewable Energy Provided by Mobile Service Robots

An obvious limitation of wireless sensor networks is the lack of a continuous energy
supply. To make matters worse, the additional freedom of wireless networks allows
one to envision deployment environments lacking any nearby infrastructure for
supplying power. Given these constraints, it is generally accepted that the majority of
wireless sensor networks will face a world of severe energy restrictions . We
review current approaches to dealing with the power problem and describe how
robots both complement and extend these techniques.

The most popular approach assumes a sensor network is deployed with batteries
that will not be recharged or replaced. In this scenario, power conservation is
paramount and the network is considered disposable with the rate of energy
consumption determining its operational lifetime. Many alternatives for conserving
power have been considered ,[j]. For example, Heidemann et al. have proposed
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application-specific network topologies in order to reduce costly communications in
ad-hoc wireless sensor networks. ]. Bhadwaj et al. have even built an abstract
model of such wireless sensor networks in order to derive an upper bound on their
lifetimes.

For some applications, however, this model of wireless sensor networks is not
appropriate: The sensor network cannot be treated as disposable and it is possible to
sustain the sensors by recharging or replacing batteries when needed. For example,
Schwiebert et al. are considering biomedical monitoring via wireless sensors
implanted in the body. Because sensors are intended for long-term use, they have
proposed using radio frequencies (RF) or infrared (IR) signals to inductively charge
the implanted sensors from an external power source [. While recharging is well-
suited to this application because the patient can wear a compact, portable power
supply, not all applications can depend on this level of user interaction.

Some have taken this a step further to propose extracting energy directly from the
deployment environment. These "scavenging" techniques propose powering sensors
via solar power ,], kinetic energy , floor vibration, and acoustic noise [.
However, scavenging techniques are only now becoming capable of generating the
level of power required to sustain current wireless sensor applications, and not all
deployment environments are conducive to such techniques.

An alternative approach is to use passive sensors. Unlike the active sensors
considered thus far, passive sensors require no local power source. For example, a
surface-acoustic-wave (SAW) passive sensor is powered entirely by the RF field used
to read it. A broad range of SAW sensors are available for measuring temperature,
pressure, magnetic field strength, torque, etc. , . In general, passive sensors
offer the advantage of lower cost and higher robustness than active sensors but tend to
require more expensive infrastructure. Also, because passive sensors depend on
external power, they measure their environment only when polled; an event-driven
application would be required to perform such polling regularly and generate
appropriate events on behalf of the sensors.

As an alternative to these approaches, we propose using mobile service robots to
sustain a deployed, active sensor network. Because we require our PlantCare system
to run unassisted for long periods of time, we can neither treat the sensor network as
disposable nor have it depend on an administrator who can perform recharging or
battery replacement. Further, passive sensors do not yet exist to measure all of the
environmental conditions pertinent to plant care, such as soil moisture content. On
the other hand, Michaud et al. have already demonstrated that mobile service robots
are capable of recharging themselves , thus it appears an appropriate task to have
a robot of this kind deliver power to deployed active sensors as the need arises.

The power could be delivered in a variety of forms. A sufficiently agile robot could
replace weak batteries in a sensor with fresh ones. An easier approach is to outfit the
robot with equipment to recharge sensors using inductance or direct electrical
connection. While this idea is simple to understand and straightforward to engineer, it
has the potential to greatly increase the flexibility of wireless sensor networks. With a
robot integrated in the system, wireless sensor nodes can be placed in locations in
which no power is available at all. Infrequent visits by the robot enable the wireless
node to perpetually participate in the application without any human intervention.
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In addition to delivering power to active sensors, robots can potentially improve
the efficacy of passive sensor networks as well. A mobile service robot equipped to
perform inductive charging via RF could read a SAW sensor using the same
equipment. This makes it easier to support a mixed environment of both active and
passive sensors as well as reducing the infrastructure required to read a physically
disparate collection of passive sensors.

3 PlantCare

We have been exploring the relationship between wireless sensor networks and robots
in the context of the PlantCare project. The goal of the project is to understand and
develop solutions to the challenges facing proactive computing. Proactive computing
differs from pervasive computing in the sense that proactive applications have a
component that anticipates needs and provides for dealing with them without the
user’s attention being called to the problem unless absolutely necessary, and then only
at an appropriate level of abstraction. In general, the goal of proactive computing is to
develop solutions to real problems that may involve hundred or thousands of devices,
but present little distraction or cognitive load on their users. Specifically, PlantCare is
trying to build a zero-configuration and distraction-free system for the automatic care
of houseplants. Our plan was to instrument each plant with a wireless sensor placed in
its pot and employ a robot to deliver water to the plants. Soon after conceptualizing
the project we realized that due to power constraints, the sensor network and robot
needed as much care as the plants themselves. This realization led to the idea of
robots as a worthy caretaker for wireless sensor networks, in general. In order to
provide background for the work in this paper, we present a brief description of the
sensors, robots, and software employed by the PlantCare project.

3.1 The Sensors

In the PlantCare system, wireless sensor nodes (see Figure 2) are placed both on the
robot and in the plants being cared for. The sensors in the plants provide a continuous
stream of data reflecting their state while the sensor node on the robot is used to
calibrate the sensors. While the sensors in the plants and on the robot vary slightly,
the wireless nodes are identical. PlantCare’s sensors are built using the UC Berkeley
“mote” sensor platform running TinyOS [. Motes operate at 3V and are assembled
from off-the-shelf components that include an 8-bit microcontroller, a two-way
916MHz radio for communication, and an expansion connector that facilitates
connection of environmental sensors. TinyOS is a small, real-time, modular
operating system that supports ad-hoc networking to allow motes to communicate
both with each other and with a base station. Our environmental sensing hardware
consists of a photo-resistor for measuring light levels, a thermistor for measuring
temperature, an irrometer for measuring soil moisture content, and a sensor that
monitors the current charge of the power source. In addition, the sensor nodes in our
plants have been augmented with a custom power system in which capacitors replace
traditional batteries and can be recharged using an inductive coil to support power
delivery.
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Our wireless network contains a single base station mote, which by virtue of being
attached to the serial port of an Internet-connected PC serves as the physical link
between the wireless sensor network and the PlantCare services. The base station
listens to the sensor network for messages containing sensor readings and forwards
these messages to the serial port. Additional software infrastructure described in
Section 3.3 handles the processing of these messages on the PC.

3.2 The Robot

The robot hardware platform (see Figure 3) consists of a Pioneer 2-DX mobile robot
[ augmented with custom hardware for watering plants, recharging the robot,
recharging remote sensors, and sensing environmental conditions for calibration
purposes. To deliver water to the plants, the robot has been fitted with a small water
tank, dispensing spout, and pump. To deliver power to wireless sensors an inductive
charging coil has been positioned near the watering spout. Similarly, another paddle-
shaped inductive charge coil has been added to the robot to allow it to recharge itself
at its “maintenance bay”. In order to support calibration, the robot includes a sensor
node that was human-calibrated. Finally, a small microcontroller board allows
software on the robot to both control and read the state of this collection of custom
hardware. Both this microcontroller and the laser scanner the robot uses for
navigation are connected to a laptop that runs the robot’s control and navigation
algorithms and is in turn connected to the network via an IEEE 802.11b wireless
card.

Lastly, the robot has a maintenance bay it uses to automatically charge its own
batteries and refill its water reservoir. The bay has a water supply with a spout for
dispensing water to the robot, and a charging system matched to the robot’s induction
coil. We envision that the bay would take the form of a kitchen cabinet in a more
consumer-realistic deployment.

Fig. 2. A deployed plant sensor Fig. 3. The robot hardware platform

We chose inductive charging for both the sensors and the robot in order to reduce
the danger to people and equipment due to splashing water. The measured efficiency
of inductively charging the sensors is around 70% of the baseline efficiency achieved
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with a shielded cable. This inefficiency reduces the amount of time the robot can
function without recharging, thereby resulting in more frequent visits to the
maintenance bay. This was deemed acceptable given the potential risk of the
accidental meeting of water and electricity.

The main components of the robot navigation system consist of a reactive collision
avoidance module, a module for map building and path planning, and a localization
module. All components use probabilistic methods to deal with uncertain sensor
information. The reliability of this approach has been demonstrated during the
deployment of the robots Rhino and Minerva as autonomous museum tour guide
robots [E] . The high-level task ordering and dispatching software was custom-
built for the PlantCare project.

3.3 The Software

As part of the PlantCare project we have also developed a software infrastructure
called Rain to support proactive applications. The objective of Rain is to provide a
framework in which to experiment with how to structure applications as a collection
of cooperating services that communicate via asynchronous events. In the Rain
environment, services register with a central discovery service and use this service to
find other services they wish to interact with. This structure gives the application the
opportunity to transparently support the highly dynamic environments envisioned for
proactive systems. The asynchronous communication model allows applications to be
highly responsive even in the face of widely distributed services running on hardware
platforms with widely varying performance. Finally, to support heterogeneous
computing environments, Rain messages are encoded in XML. Services in Rain are
very similar to SOAP services that communicate by passing XML documents
asynchronously [E]; The main difference between Rain and SOAP is that SOAP is as
almost exclusively used as a synchronous RPC system and Rain is geared towards
support of asynchronous event-based software architectures.

Our PlantCare application is composed of fifteen services that collectively provide
both the high-level application logic as well as the low-level driver-like code that
communicates with hardware and external software. Specific to our sensor network,
there are services that independently receive data from the sensor base stations,
unpack the data from its proprietary form, calibrate the data reading based on
previously collected calibration data, and store the readings for future use by
applications. The services pertaining to the robot consist of a low-level service that
knows how to activate the robot’s sensors and actuators, and a high-level service that
encapsulates the understanding of our application-specific robotic tasks such as
watering plants and delivering power to the motes.

4 A Simple Experiment

To demonstrate the use of a service robot for the calibration of a wireless sensor
network we performed a simple experiment. The experiment emulated the lifetime of
a plant sensor from initial deployment through continuous, adaptive calibration with
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the help of the robot, and was controlled to eliminate the effects of power constraints
and navigation errors.

An uncalibrated sensor was deployed and calibrated in-place. After a period of
operation we changed the environmental characteristics the sensor was measuring.
The subsequently reported readings then no longer fell within the range of the
previously collected calibration data, which forced the system to gather additional
calibration data. This mimics the previously mentioned example of a temperature
sensor that is calibrated during summertime conditions but needs further calibration at
the onset of winter. Finally, we simulated a gross change in sensor behavior by
physically obscuring the sensor. Once the resulting measurement error was detected
by the system during a simulated maintenance check performed by the robot, the old
calibration data was discarded and new calibration data was collected.

4.1 Experiment Setup

The experiment setup consists of a darkroom with a single constant intensity light
source, and a single wireless sensor node equipped with a light sensor. The light
source is passed through two polarizing filters, one of which is rotated at set intervals
to make the intensity of the emitted light approximate a sine wave. For the first half of
the experiment the rotation of the filter is limited between O and 45 degrees. This
creates a wave that is cut off at half the possible amplitude. After two periods of this
smaller wave the rotation of the filter is extended to the full range of 0 to 90 degrees
to create a change in environmental conditions. This full range of light is projected
onto the sensor for two full periods. The sensor is then covered by a semi-transparent
filter to emulate degradation of the sensor. Finally, the full range of light is again
projected onto the partially obscured sensor for two periods.

During the entire experiment, the wireless node is reporting its light readings to a
base station via its radio. This data is stored in a database and post-processed using
linear regression to convert these raw sensor readings into luminance values. When
the algorithm needed a new calibration point, the raw sensor voltages were paired
with the actual light intensity. This simulates a robot with a perfect sensor. While
sensors are never perfect, in general we expect that the sensors on the robot will be
significantly more accurate than those in an inexpensive wireless sensor node.

4.2 Experiment Results

Figure 4 presents three time-series graphs representing different aspects of the data
collected during the experiment. In all of these graphs the vertical axis shows either
volts or luminance, while the horizontal axis always shows time. In the first graph,
the solid line shows the voltage values measured by the sensor during the experiment,
compared with the broken line showing the actual luminance of the light source. Note
that until the sensor is obscured, the voltage readings reach higher on the graph than
the luminance values. Once the sensor is obscured, the voltages measured are lower
though the luminance has not changed. It is clear that without recalibration, the sensor
readings cannot be translated accurately across the entire time line.
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The second graph in this series compares the calibrated sensor readings to the
actual luminance. The markers on the broken line represent times at which the system
collected calibration samples. Moving from left to right, we see that the system
initially collected eight calibration points. Once the measured luminance starts to fall,
no additional calibration points are collected, as the system is comfortable with the
range of data it had already collected. Note also that the measured line accurately
tracks the actual luminance except in the peaks and troughs of the graphs. We
attribute these inaccuracies to limitations of our low-cost photo-resistor, pointing out
one of the realities of using inexpensive sensors.

Midway through the third period, two things happen. The difference between the
calibrated readings and the actual luminance increases. This is because the regression
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Fig. 4. The top graph shows raw voltage vs. luminance over six periods of sinusoidal
variation. The second graph compares the calibrated readings vs. the actual luminance for
the same time span. The marks on the graph represent times at which calibration data was
collected. The third graph shows the error in the calibrated readings
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algorithm was being forced to make predictions outside its range of collected data.
When the system realized this, it collected an additional four calibration points after a
delay approximating the navigation latency of the robot. After incorporating the
additional points, the measured values again track the actual luminance well.

Two thirds of the way through the experiment the sensor was covered with a filter
to change its characteristics. Since the system was unaware of this, the converted
measurements are in fact quite inaccurate. This could not be detected by the system
and would have continued until a routine robotic check of the sensor revealed the
inaccuracy. The delay of a few readings approximates the wait until the next check of
the sensor. At this point, the system realized a significant change in the sensor had
occurred, discarded all of its calibration data, and began collecting new data. After the
recalibration period, the readings again track the actual luminance well.

Lastly, the third graph in this series shows the error between the calibrated sensor
readings and the actual luminance. During the initial calibration period there is higher
than average error. Another period of increased error occurs when the environmental
conditions change and only settles down once additional calibration data is gathered.
At the end of the measurement there is a very large spike of error while the system
continues to use calibration data that has become inaccurate. Once the error is
detected and new calibration data is gathered, the error again decreases. It is
interesting to note that even after recalibration the error does not diminish to the
extent it did following initial calibration. This is due to the fact that obscuring the
sensor rendered it less sensitive to light. While our goal was to change the scale of the
voltages returned, we also inadvertently compromised its accuracy.

5 Conclusions and Future Work

In this paper, we have introduced the idea that robots have the potential to greatly
increase the feasibility of practical wireless sensor networks. While sensor networks
and robotics are both quickly evolving fields, the union of the two fields seems
inherently symbiotic. Sensor networks have data but lack actuation, while robots have
actuation but limited sensing. We have explored this concept in the context of the
PlantCare system, an autonomous system for managing the health of houseplants. We
have presented data from a simple initial experiment showing how robots can be used
to continuously calibrate deployed sensors. In the future, we intend to more deeply
explore the relationship between robots and sensor networks. We plan to leverage
techniques developed in the robotics community to build spatial models from noisy
sensor information and to keep track of complex dynamic systems ]. We also plan
to explore the idea of treating localization data as just another aspect of the sensed
environment, enabling localization to benefit from all of the advantages of continuous
calibration.
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Abstract. As computing becomes more pervasive, the nature of appli-
cations must change accordingly. In particular, applications must become
more flexible in order to respond to highly dynamic computing environ-
ments, and more autonomous, to reflect the growing ratio of applications
to users and the corresponding decline in the attention a user can devote
to each. That is, applications must become more context-aware. To fa-
cilitate the programming of such applications, infrastructure is required
to gather, manage, and disseminate context information to applications.
This paper is concerned with the development of appropriate context
modeling concepts for pervasive computing, which can form the basis for
such a context management infrastructure. This model overcomes prob-
lems associated with previous context models, including their lack of
formality and generality, and also tackles issues such as wide variations
in information quality, the existence of complex relationships amongst
context information and temporal aspects of context.

1 DMotivation

The emergence of new types of mobile and embedded computing devices and
developments in wireless networking are driving a spread in the domain of com-
puting from the workplace and home office to other facets of everyday life. This
trend will lead to the scenario, often termed pervasive computing, in which cheap,
interconnected computing devices are ubiquitous and capable of supporting users
in a range of tasks. It is now widely acknowledged that the success of pervasive
computing technologies will require a radical design shift, and that it is not suf-
ficient to simply extrapolate from existing desktop computing technologies [Il
2]. In particular, pervasive computing demands applications that are capable of
operating in highly dynamic environments and of placing fewer demands on user
attention. In order to meet these requirements, pervasive computing applications
will need to be sensitive to context. By context, we refer to the circumstances
or situation in which a computing task takes place.
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Currently, the programming of context-aware applications is complex and
laborious. This situation could be remedied by the creation of an appropri-
ate infrastructure that facilitates a variety of common tasks related to context-
awareness, such as modeling and management of context information. This pa-
per addresses the former issue by presenting a model of context for pervasive
computing that is able to capture features such as diversity, quality and com-
plex relationships amongst context information. The structure of the paper is
as follows. Section 2 examines the nature of context information in pervasive
computing environments in order to determine the requirements that a model of
context must satisfy. Section 3 characterizes related work in the field of context-
awareness, and evaluates its ability to support the requirements outlined in Sec-
tion 2. Next, Section 4 describes our context modeling approach, and Section 5
presents some concluding remarks and outlines topics for future research.

2 Defining Context

The term context is poorly understood and overloaded with a wide variety of
meanings. Various definitions of context have been put forward in the literature,
but even these offer few clues of the properties that are of interest when mod-
eling context. In this section we explore some of the characteristics of context
information, using a case study as the basis for our discussion.

2.1 Case Study: Context-Aware Communication

One of the most compelling uses of context is in communications applications.
Context-aware communication has been widely researched [3]4/5], and therefore
is reasonably well-understood. We discuss a variation of this application here
in order to illustrate the nature of context information required by pervasive
computing applications, and then return to this case study throughout the paper
in order to illustrate our context modeling concepts.

Bob has finished reviewing a paper for Alice, and wishes to share his
comments with her. He instructs his communication agent to initiate a
discussion with Alice. Alice is in a meeting with a student, so her agent
determines on her behalf that she should not be interrupted. The agent
recommends that Bob either contact Alice by email or meet with her
in half an hour. Bob’s agent consults his schedule, and, realizing that
he is not available at the time suggested by Alice’s agent, prompts Bob
to compose an email on the workstation he is currently using, and then
dispatches it according to the instructions of Alice’s agent.

A few minutes later, Alice’s supervisor, Charles, wants to know whether
the report he has requested is ready. Alice’s agent decides that the query
needs to be answered immediately, and suggests that Charles telephone
her on her office number. Charles’ agent establishes the call using the
mobile phone that Charles is carrying with him.
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The agents in this scenario rely upon information about the participants and
their communication devices and channels. For each participant, they require
knowledge about the participant’s activities (both current and planned), the
devices he/she owns, and those he/she is currently able to use. They must also
know the relationships that exist between people, such as who supervises whom
and who works with whom. Finally, the agents require information about the
communication channels that a participant can use and the devices that are
required by each channel.

Such information can be collected from a range of sources. Some information
must be explicitly supplied by users, such as that concerned with the relation-
ships between people and the ownership of devices and communication channels.
Other information may be obtained by hardware or software sensors, such as the
proximity of users to their computing devices. Still other information may be
derived from multiple sources; for example, user activity may be partly deter-
mined by the information stored in the user’s diary and partly derived from
other related context, such as the user’s location. As a result, context informa-
tion exhibits a diverse array of characteristics, which we now discuss.

2.2 Characteristics of Context Information

In this section, we make a number of observations about the nature of con-
text information in pervasive computing systems. These determine the design
requirements for our model of context.

Context Information Exhibits a Range of Temporal Characteristics.
Context information can be characterized as static or dynamic. Static context
information describes those aspects of a pervasive system that are invariant,
such as a person’s date of birth. As pervasive systems are typically characterized
by frequent change, the majority of information is dynamic. The persistence of
dynamic context information can be highly variable; for example, relationships
between colleagues typically endure for months or years, while a person’s lo-
cation and activity often change from one minute to the next. The persistence
characteristics influence the means by which context information must be gath-
ered. While it is reasonable to obtain largely static context directly from users,
frequently changing context must be obtained by indirect means, such as through
sensors.

Often, pervasive computing applications are interested in more than the cur-
rent state of the context; for example, in our case study agents rely not only
on information about current activity, but also activities planned for the future.
Accordingly, context histories (past and future) will frequently form part of the
context description.

Context Information is Imperfect. A second feature of context information
in pervasive systems is imperfection. Information may be incorrect if it fails to
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reflect the true state of the world it models, inconsistent if it contains contradic-
tory information, or incomplete if some aspects of the context are not known.
These problems may have their roots in a number of causes. First, pervasive
computing environments are highly dynamic, which means that information de-
scribing them can quickly become out of date. This problem is compounded by
the fact that frequently the sources, repositories and consumers of context are
distributed and information supplied by producers requires processing in order
to transform it into the form required by the consumer; these factors can lead
to large delays between the production and use of context information. Second,
context producers, such as sensors, derivation algorithms and users, may pro-
vide faulty information. This is particularly a problem when context information
must be inferred from crude sensor inputs; for example, when a person’s activity
must be inferred indirectly from other context information, such as location and
sound level. Finally, disconnections or failures can mean that the path between
the context producer and the consumer is cut, meaning that part or all of the
context is unknown.

Context Has Many Alternative Representations. Much of the context
information involved in pervasive systems is derived from sensors. There is usu-
ally a significant gap between sensor output and the level of information that
is useful to applications, and this gap must be bridged by various kinds of pro-
cessing of context information. For example, a location sensor may supply raw
coordinates, whereas an application might be interested in the identity of the
building or room a user is in. Moreover, requirements can vary between appli-
cations. Therefore, a context model must support multiple representations of
the same context in different forms and at different levels of abstraction, and
must also be able to capture the relationships that exist between the alternative
representations.

Context Information is Highly Interrelated. In our case study, several
relationships are evident between people, their devices and their communication
channels (for example, ownership of devices and channels and proximity between
users and their devices). Other less obvious types of relationships also exist
amongst context information. Context information may be related by derivation
rules which describe how information is obtained from one or more other pieces
of information. In our case study, a person’s current activity may be partially
derived from other context information, such as the person’s location and history
of past activities. We refer to this type of relationship, where the characteristics
of the derived information (its persistence, quality and so on) are intimately
linked to the properties of the information it is derived from, as a dependency.

2.3 Context Modeling and Management for Pervasive Systems:
Requirements

Having identified some of the features of context information in pervasive sys-
tems, we now address the issue of how to represent and manage this information.
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One approach is to model context using existing data modeling techniques from
the field of information systems, and to store and manage the information using
a database management system. Alternatively, one of the object-modeling tech-
niques commonly used by software engineers, such as UML, could be employed
to construct a model of context information and to support the mapping of this
model to an implementation in an object-oriented programming language. How-
ever, having explored these approaches, we suggest that they are neither natural
nor appropriate for describing context.

We attempted to model the scenario of Section 2.1 using both the Entity-
Relationship model and the class diagrams of UML, and experienced particular
difficulties in distinguishing between different classes of context information (for
example, static versus dynamic information, sensed information versus informa-
tion supplied by users), representing the temporal and error characteristics of
context and expressing relationships such as dependencies. We found the UML
constructs to be more expressive than those provided by ER, but also corre-
spondingly more cumbersome. As a result of our experiences, we suggest that
the most appropriate approach to modeling context information is using special
constructs designed with the characteristics of context in mind. In Section 4, we
present such a modeling approach.

3 Related Work

Much of the work in the relatively new field of context-awareness is concerned
with providing either frameworks that support the abstraction of context in-
formation from sensors or high-level models of context information that can be
queried by context-aware applications. In this section, we review both of these
areas of research and examine some of the shortcomings of the surveyed ap-
proaches.

Both the context toolkit [6] and the sensor architecture of Schmidt et al. [7]
support the acquisition of context data from sensors, and the processing of this
raw data to obtain high-level context information. The former is a programming
toolkit that assists the developers of context-aware applications by providing
abstract components (context widgets, interpreters and aggregators) that can be
connected together to gather and process context information from sensors. The
latter provides a layered model of context processing in which sensor output is
transformed into one or more cues, which undergo processing to form an abstract
context description comprising a set of values, each associated with a certainty
measure that estimates the certainty that the value is correct.

Other work in the field of context-awareness largely ignores the issues of
how context is derived from sensors, and focuses more upon modeling context
information and delivering this information to applications. The goals of this
work are closer to our own. The pioneering work in this area was carried out by
Schilit et al. [8], who proposed the use of dynamic environment servers to manage
and disseminate context information for an environment (where an environment
might represent a person, place or community). The model of context used in
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this work was extremely simple, with context information being maintained by
a set of environment variables. The Cooltown project [9] proposed a Web-based
model of context in which each entity (person, place or thing) has a correspond-
ing description the can be retrieved via a URL. This model is relatively informal;
entity descriptions take the form of Web pages, which may be unstructured and
intended for human (rather than application) consumption. The context mod-
eling approach proposed by the Sentient Computing project [I0] is more formal
and is based upon an object-modeling paradigm. A conceptual model of context
is constructed using a language based on the Entity-Relationship model, and
context information is stored at run-time in a relational database. Gray and Sal-
ber present a model of context that aims to support design activities associated
with context-awareness [I1]. Their model is mainly concerned with capturing
meta-information about context that describes features such as the format or
representation of the context information, its quality attributes, source, trans-
formation processes and actuation (the means by which it can be controlled).
The model is informal, being concerned more with supporting the processes as-
sociated with the development of context-aware software, including requirements
analysis and exploration of design issues, than with capturing context informa-
tion in a format that can be queried by applications. The Owl context service,
currently under development by Ebling et al. [I2], aims to gather, maintain
and supply context information to clients. It tackles various advanced issues,
including access rights, historical context, quality, extensibility and scalability.
Currently, only early research results have been published, and the underlying
modeling concepts are not yet clear.

These context models exhibit a number of limitations. First, most lack the
formal basis that is required in order to capture context in an unambiguous way
and support reasoning about its various properties. The most formal models are
those that underpin the Sentient Computing approach and the context process-
ing framework of Schmidt et al.; however, these do not address all of the char-
acteristics of context that we identified in Section 2.2. Additionally, many of the
models are restricted to narrow classes of context; in particular, several support
only sensed context information and its derivatives [6J12l11l7]. Most also ignore
temporal aspects of context, including the need to represent histories of context
information, and do not address context quality [6/I0J98]. In the remainder of
this paper we present a model of context that addresses these shortcomings.

4 Modeling Context Information

This section presents a collection of modeling concepts, together with an accom-
panying graphical notation, designed to capture many of the features of context
information that are relevant to the design and construction of pervasive systems
and applications. These modeling concepts provide a formal basis for represent-
ing and reasoning about some of the properties of context information that we
identified in Section 2, such as its persistence and other temporal characteristics,
its quality and its interdependencies.



Modeling Context Information in Pervasive Computing Systems 173

Fig. 1. Modeling the scenario of Section 2.1

The following sections present the modeling concepts incrementally, starting
with the fundamental modeling concepts, and then building upon these to ex-
press more complex aspects of context. We return to the case study of Section
2.1 throughout our discussion in order to illustrate our modeling concepts by
example.

4.1 Core Modeling Concepts

Our modeling concepts are founded on an object-based approach in which con-
text information is structured around a set of entities, each describing a physical
or conceptual object such as a person or communication channel. Properties of
entities, such as the name of a person or the identifier of a communication chan-
nel, are represented by attributes. An entity is linked to its attributes and other
entities by uni-directional relationships known as associations. Each association
originates at a single entity, which we refer to as the owner of the association,
and has one or more other participants. Associations can be viewed as asser-
tions about their owning entity, and a context description can correspondingly
be viewed as a set of such assertions. In the remainder of the paper, we use the
terms assertion and association interchangeably.

We provide a graphical notation for our modeling concepts in order to allow
context models to be specified diagrammatically. This notation takes the form
of a directed graph, in which entity and attribute types form the nodes, and
associations are modeled as arcs connecting these nodes. We present an example
in Figure Il based on the case study of Section 2.1, to illustrate the notation.

Our example model is constructed around three entity types: people, com-
munication devices and communication channels. Each entity type is associated
with a number of attributes: people are associated with names and activities,
and channels and devices are associated with identifiers and types.

In addition to the associations between the entities and their attributes, sev-
eral associations exist between the entities. These capture relationships between
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Fig. 2. A classification scheme for context associations

people (who works with whom, and who is supervised by whom), between people
and devices (which devices each person is authorized to use and which devices are
currently located with each person), between people and communication chan-
nels (which channels belong to each user), and between devices and channels
(which devices the user requires in order to use each communication channel).

The model shown in Figure [l captures the types of context information that
are involved in the scenario, but does not describe many of the characteristics
of this information that should ideally be known to context-aware applications
and their developers. The following sections address this problem. Sections 4.2
and 4.3 present schemes for classifying associations according to type and struc-
ture. Section 4.4 describes our approach to capturing dependencies between as-
sociations, and Section 4.5 is concerned with characterizing the imperfection of
context information.

4.2 Classifying Associations

In Section 2, we recognized the existence of several classes of context information
that exhibit markedly different properties in accordance with their persistence
and their source. We made the distinction between static and dynamic context,
and showed that dynamic context can exhibit a wide range of persistence charac-
teristics, which are linked to the means by which context information is obtained.
In this section, we formalize these observations in a scheme for categorizing as-
sertions about context, illustrated in Figure 2l

Static associations are relationships that remain fixed over the lifetime of
the entity that owns them. The context captured by this type of association is
typically known with a high degree of confidence, and in our example, includes
the associations involving device and channel types.

Dynamic associations are all of those associations that are not static. We
classify these according to source. Sensed associations are obtained from hard-
ware or software sensors. Frequently, this information is not inserted directly
into the model straight from the sensor, but is transformed in some way to bring
it closer to the level of abstraction required by applications. Sensed context typi-
cally changes frequently, and consequently, can suffer from problems of staleness
if there is a long lag between the time readings are taken at the sensor and
the time that the corresponding context information is delivered to the client.
Moreover, it can be subject to sensing errors arising from limitations inherent
in the sensing technology. Two examples of sensed context in our case study are
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Fig. 3. Structural constraints on context associations

user and device location coordinates, which we assume are derived from location
sensing mechanisms such as GPS receivers outdoors or Bats indoors [10].

Derived associations are obtained from one or more other associations using
a derivation function that may range in complexity from a simple mathematical
calculation to a complex AT algorithm. This type of context often assumes some
of the properties of the class(es) of information it is derived from; for example,
derived context information that is obtained from sensed information often has
similar or magnified persistence and error characteristics. In addition, derived
context as a class typically suffers from its own inherent limitations. In particular,
derivation functions are often liable to draw incorrect or imprecise conclusions
as a result of their reliance on crude inputs or overly simplistic classification
models.

An example of derived context from our case study is the is located near
relationship that, for each person, describes the set of devices located nearby.
Relationships of this type need not be modeled explicitly, but can be derived for
a given person by examining the Location Coordinates attribute of every device,
and comparing it with the Location Coordinates attribute of the person.

The third class of dynamic association captures profiled information; that
is, information that has been supplied by users. This class of information is
typically more reliable than sensed and derived context and longer-lived, but
can still suffer from staleness, as users may neglect to update information as it
becomes out of date. Examples of profiled context include user names, and the
works with and supervised by associations that exist between people.

The main benefit of classifying context information as we have described is
that reasoning about information persistence and quality becomes possible. For
example, conflicts can be resolved by favoring the classes of context that are
most reliable (static followed by profiled) over those that are more often subject
to error (sensed and derived).

4.3 Structural Constraints on Associations

Context information can vary from simple, atomic facts to complex histories.
We support these different types of context by further categorizing associations
according to structure, as shown in Figure [3

An association is simple if each entity participating as owner of the associ-
ation participates no more than once in this role. An example of this type of
association is the named association of Person.
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Fig. 4. Modeling the different association types for our case study

An association is composite if it is not simple. We refine composite associa-
tions into collection, alternative and temporal associations. Collections are used
to represent the fact that the owning entity can simultaneously be associated
with several attribute values and/or other entities, for example, people may work
with many other people, and may have several communication channels. Alter-
natives differ from collections in that they describe alternative possibilities that
can be considered to be logically linked by the ’or’ operator rather than the ’and’
operator. One example of an association of this type is the requires relationship
between channels and devices. By classifying the role as an alternative rather
than a collection, it acquires the semantics that a channel requires one of the
devices it is associated with, rather than all. This type of association is useful
when the context model must capture a number of different representations of
the same information as described in Section 2.2, or when two or more sources
of context information supply contradicting information and it is desirable to
capture each of the different possibilities. Finally, a temporal association is also
associated with a set of alternative values, but each of these is attached to a given
time interval. This type of association can be viewed as a function mapping each
point in time to a unique value. In our example, user activity is captured by a
temporal association.

We distinguish the various different types of associations we have discussed
in this and the preceding section diagrammatically by annotating the association
arcs as shown in Figure @l

4.4 Modeling Dependencies

A dependency is a special type of relationship, common amongst context in-
formation, that exists not between entities and attributes, as in the case of
associations, but between associations themselves. A dependency captures the
existence of a reliance of one association upon another. We say that an associa-
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Fig. 5. Context model for our case study, showing the derivation dependencies

tion, a1, dependsOn another association, as, iff a change to as has the potential
to cause a change in a;. Each derived association is accompanied by at least
one dependency; however, dependencies can also exist independently of derived
associations. For example, on a mobile device a change in usage of network band-
width can influence the battery life; that is, battery life dependsOn bandwidth.

The importance of capturing dependencies is pointed out by Efstratiou et al.
[13]. Without knowledge of such dependencies, inappropriate decisions can be
made by context-aware applications that lead to instability. Moreover, knowledge
of dependencies is important from a context management perspective, as it can
assist in the detection of context information that has become out-of-date.

We model a dependency, a1 dependsOn as, as a directed arc leading from a,
to ag , as shown in Figure Bl A dependency can be qualified by a participation
constraint, which limits the pairs of associations to which the dependency ap-
plies. We capture three derivation dependencies in the figure. First, we show that
the engaged in association that links people with activities is dependent upon
the located at association. We qualify this association to indicate that associa-
tions of these two types are linked only if they describe the same person (that is,
a person’s activity is only dependent on that same person’s location, and not on
any other person’s location). Similarly, we show that the set of devices located
near a person is dependent on that person’s location as well as the location of
all devices.

4.5 Modeling Context Quality

In Section 2.2, we identified imperfection as one of the characteristics of context
information in pervasive systems. Errors in context information may arise as a
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result of sensing and classification errors, changes in the environment leading to
staleness, and so on. As context information is relied upon by applications to
make decisions on the user’s behalf, it is essential that applications have some
means by which to judge the reliability of the information. For this reason, we
incorporate measures of information quality into our model of context.

The need to address the varying quality of context information has been
widely recognized [L4JI5T2ITTI[7], yet none of the existing work addresses the
problem in an adequate or general way. Dey et al. suggest that ambiguous in-
formation can be resolved by a mediation process involving the user [15]. How-
ever, considering the potentially large quantities of context information involved
in pervasive computing environments and the rapid rate at which context can
change, this approach places an unreasonable burden on the user. Ebling et al.
describe a context service that allows context information to be associated with
quality metrics, such as freshness and confidence [12], but their model of context
is incomplete and lacks formality. Castro et al. have a well-defined notion of qual-
ity based on measures of accuracy and confidence [14], but their work considers
only location information. Schmidt et al. associate each of their context values
with a certainty measure that captures the likelihood that the value accurately
reflects reality [7]. They are concerned only with sensed context information, and
moreover take a rather narrow view of context quality. Finally, Gray and Salber
include information quality as a type of meta-information in their context model,
and describe six quality attributes: coverage, resolution, accuracy, repeatability,
frequency and timeliness [I1]. Neither their information model nor their quality
model are formally defined, as they are intended to support requirements analy-
sis and the exploration of design issues, rather than to support the development
of a context model that can be populated with data and queried by applications.

Quality modeling has been more extensively researched by the information
systems community. Our modeling concepts borrow ideas from the work of Wang
et al., who describe a quality model in which attributes are tagged with various
quality indicators [16]. In our model, we support quality by allowing associa-
tions to be annotated with a number of quality parameters, which capture the
dimensions of quality considered relevant to that association. Each parameter is
described by one or more appropriate quality metrics, which represent precise
ways of measuring context quality with respect to the parameter.

The types of quality parameters and metrics that are relevant are dependent
on the nature of the association. For example, the quality of information about
a user’s location can be characterized by its accuracy, measured by the standard
error of the location system, and freshness, determined by the time the location
information was produced and the average lifetime of information related to user
location. On the other hand, the quality of an assertion about user activity can
be described by the certainty the information source has about the supplied
information, measured as a probability estimate, and the overall accuracy of
that information source, also described by a probability value. We illustrate the
tagging of associations with quality parameters and metrics in Figure [6l
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Fig. 6. Context model for our case study, annotated with quality parameters and
metrics for two of the associations

5 Concluding Remarks

In this paper, we explored the characteristics of context information in pervasive
systems and described a set of context modeling concepts designed to accommo-
date these. Our concepts were presented using the case study of Section 2.1, but
are sufficiently generic to capture arbitrary types of context information, and
thus to support a diverse range of context-aware applications.

We are currently in the process of developing a context management system
founded upon the modeling constructs that we have presented. This system will
allow abstract models described in our notation to be mapped with little effort
to corresponding implementation models that can be populated with context
information and queried by applications. It will be responsible for a range of
management tasks, such as integration of context information from a variety
of sources, management of sensors and derived context, detection of conflicting
information, and so on. Concurrently, we are implementing the context-aware
communication application that we have described. We have already used this
case study to validate the context modeling concepts we presented in this paper,
and, next, we hope to use the implementation of the case study to validate our
context management infrastructure.

Aside from our implementation efforts, we envisage several areas for future
work. These involve the extension of our context modeling concepts in order to
address key issues for pervasive computing systems, such as privacy and distri-
bution of context information. A privacy model is required in order to prevent



180 K. Henricksen, J. Indulska, and A. Rakotonirainy

abuses of context information, particularly personal information, by limiting its
dissemination. Similarly, a distribution model is needed to support the appropri-
ate partitioning and replication of context information across pervasive systems.
This model must balance the requirement for a globally consistent view of con-
text with the need for timely retrieval and continued access to information during
periods of network disconnection.
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Abstract. Software configuration in a heterogeneous and dynamic envi-
ronment such as ubiquitous computing is a challenging task. This paper
presents the COCA model, which transforms heterogeneous ubiquitous
computing resources through a process called classification into a concep-
tualized representation, which allows high-level manipulation and config-
uration by ubiquitous computing applications. A multi-modal ubiquitous
computing application serves as a sample implementation of the model
that uses an automatic software configuration process to dynamically
adapt to changes in the environment.

1 Introduction

Research in ubiquitous computing is towards the development of an environment
able to deal with the mobility and interactions of both users and devices. The
vision of ubiquitous computing [23/33] relies on the presence of environments en-
riched by computers embedded in everyday objects (blackboards, pens, clothes,
etc.) and by sensors able to acquire information from the context.

Ubiquitous computing devices exhibit a tight coupling between hardware and
software, on the one hand because of the resource limitations of the device itself
and on the other hand due tosoftwarae-hardware dependencies such as pen-input
or temperature measurement. For software running on ubiquitous computing
devices, the abstraction requirements are twofold:

— The intra-device abstraction is similar to today’s computers, solved by small-
operating system kernels. Additional constraints such as screen size, memory
size, CPU-performance, or power consumption may limit the application
but basically intra-device abstraction has to deal with a static environment
known at build time.

— The inter-device abstraction is a much bigger problem. Beside the decision
of which services should be accessible from the outside, different hardware
and software interfaces have to be considered as well as “smart” cooperation
of devices. Additional difficulties arise because the cooperating devices may
be unknown or untrusted, there are no standards to follow due to innovation,
there is no global accessible state, and there is usually nothing like a “system
administrator” keeping a birds eye view of the system.
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© Springer-Verlag Berlin Heidelberg 2002
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On the user level, using an application and doing useful work should not
require to be an expert in the organization of the software infrastructure. As
much as possible, the software should be self-managing and self-repairing in the
face of simple transient faults.

For developers, hardware and protocol heterogeneity must be hidden from
ubiquitous computing application as good as possible. Thanks to a common
design methodology the application programmer should not have to understand
the entire software and hardware infrastructure, which may not be known in
advance.

Ubiquitous computing applications go beyond the services offered by a single
device. They depend on resources provided by a context, which is composed of
numerous devices implementing various services. An application running in such
an environment is a collection of services linked at runtime. These links may
change during execution especially if the application is composed of services
running on mobile devices, which may leave or join the application context or
devices that are simply turned off independently.

Finding and accessing resources and services becomes a major problem be-
cause the application context may contain devices and features not known at
the time the application was developed. A common approach is standardizing
interfaces for resource access and selection. Several architectures rely on direc-
tory services combined with attribute based query services for resource selection
and access protocols such as Jini [32] or Ninja [9]. Unfortunately, standardiza-
tion takes a long time, usually involves several compromises and the resulting
specifications are seldom open enough to allow innovation. Because of that, it
may be claimed that standardization will be unable to keep pace with the highly
dynamic evolution of ubiquitous computing devices.

Instead of enforcing a standardized view for the application, a ubiquitous
computing middleware should decouple the high-level concepts (abstractions)
from the instances implemented by a context [I7]. The concept “nearest printer”
for example may be used no matter how a context supplies the corresponding
implementation. This means that an application expresses its resource require-
ments in terms of its concepts instead of addressing specific resources directly
(e.g. by an URL). The application concepts are instantiated by the middleware
in function of the context and may change with time and location. For exam-
ple when a users walks around, the middleware will keep track of the concept
“nearest printer”, switching from one physical printer to another as needed and
without user intervention.

One of the fundamental problems prohibiting “smart” cooperation of services
is the lack of machine processable semantics in interfaces. Adding semantics
to interfaces became thus one of the key goals of our research, which finally
resulted in the COCA model. Additionally, the model should help the developer
to structure its ubiquitous computing application and provide a high level of
abstraction to reason about the problem without paying too much attention to
the underlying technical details.
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The rest of this paper introduces the COCA model and presents an imple-
mentation of the model. Some final remarks conclude this paper. See for a
more detailed discussion of the model.

2 The COCA Model

The COCA (Concepts, Ontologies, Classifers, and Actions model not only
emerged out of the desire of adding semantics to interfaces but also borrows
aspects from cognitive psychology [29]. The motivation for looking at human
cognition and perception was the observation that humans perform extremely
well in heterogeneous and dynamic environments. The idea was thus to adapt
existing models from cognitive psychology to computer systems, in the hope to
obtain a model that helps dealing with heterogeneity and dynamisms in com-
puter systems.

Ross Quillian [24] was the first who introduced semantic nets [30] as a way
of talking about the organization of human semantic memory. Semantic nets are
a memory of concepts, where each concept is in relation with other concepts.
COCA extended this model by adding actions as transformations between con-
cepts and classifiers for symbol grounding and replacement for human sensory
input.

World Observation Semantic Memory
(Context) (Classification) (Concepts) Actions
[
@ . -
Coffee  Java ®_> @
drink
I Soil Empty Cup
Full Cup é
Saucer plant
Flower
Flying Saucer

Fig. 1. The basic idea behind COCA: The world is classified into concepts and actions
are derived from matching concepts

Figure [ illustrates the COCA model in the light of human perception. The
world is perceived as sensory input, which is interpreted or classified. Classifi-
cation associates concepts with the input, abstracting the input and giving it a

! The COCA acronym is only one half of the story. Coordination language research
at the DIUF resulted in various variants of CoLa (for Coordination Language) [10]
[T5l28]. Because these languages usually deal with high-level abstractions, COCA is
one way of providing them these abstractions through classifiers. This puts COCA
in front of CoLa.



184 S. Schubiger-Banz and B. Hirsbrunner

semantic. Thus classification transforms the perception of the real world into a
meaningful symbolic representation.

Actions transform between concepts, like “drinking” from a “full cup” to
an “empty cup”. Concepts such as “full cup” can be matched thanks to the
classification with the objects in the real world and define in turn the set of
actions that can be applied to them such as “drinking”.

The following sections introduce the key elements of the model in more detail.

2.1 Resources and Context

A basic part of COCA is its access to the environment, which is composed of
resources. Resources have a representation in computer systems (e.g. a name)
and are accessible in some form (e.g. as a byte stream). Sets of resources are
collected in a context that defines a namespace and the resource access. Example
of contexts are the world wide Web with its URL [1] namespace and HTTP [7]
as access, a database with its tables and columns as namespace and SQL [6] as
access, the internet domain name system (DNS [2I]), a POP server [22], a file
system, and that like.

In order to extend or restrict the perception of the environment, COCA allows
two operations on contexts. A new, extended context can be constructed by the
union of contexts and a context can be restricted by building a sub-context
that contains resources of a specific type only.

Examples of restricting a context are for example a Web search engine that
only returns Web pages that contain a certain keyword, a SQL “SELECT” state-
ment, a segmentation algorithm of an optical character recognition (OCR) pro-
gram, all JPEG files in a context, etc. Sub-context creation can be applied recur-
sively, creating a hierarchy of sub-contexts where each contains resources with a
specific characteristic.

The motivation behind sub-contexts is that large and dynamic resource
spaces can be partitioned by an application to have only resources exhibiting
certain properties in scope. An example might be a context browser that al-
lows the user to see resources with a certain semantic only such as “Java source
written by me”, “five nearest color printers” or “emails from Joe”.

Resources and contexts have the following properties:

— Resources represent the “real world” objects perceived by a computer system.

— Access: A resource is accessible through at least one context, the context
defines and abstracts the resource access.

— Namespace: The context that makes a resource accessible defines also a
namespace for the resource.

— Unique name: A resource has an unique name in every context.

— Immutable: A resource is immutable, resource “changes” result in a changed
namef]

2 Because COCA actions are purely functional, no state change of the manipulated
objects (resources) is allowed. The immutability property also helps to provide ver-
sioning where every version of a resource can be clearly identified and is guaranteed
to remain unchanged.
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— Context operations: New contexts can be constructed from existing ones
either by union or restriction.

The classifiers presented in the next section link the semantic-poor world
of resources with a conceptualized high-level view used by the application for
resource manipulation and configuration. Classifiers also provide the semantics
for resource selection in sub-context construction.

2.2 Classifiers and Concepts

In contrast to the classical approach of adding semantics by the introduction of
a new formalismﬁ, COCA only defines the internal representation (concepts) of
semantics and the relation to the environment (context and resources) through
classifiers. Classifiers and concepts are a solution of the symbol-grounding prob-
lem [25], a problem intrinsic to manipulation of a symbolic representation. The
symbol-grounding problem initially appears when one studies the relation be-
tween the real world and a system that uses some form of model or representa-
tion of reality to make decisions about a real world problem. The key question
is how do these entities relate to each other. Can the symbols manipulated by
the computer systems acquire an intrinsic meaning related to the problem?

The “real world” in COCA consists of resources that are related to concepts
(symbols) by classifiers, which give the intrinsic meaning to resources. More
specifically, classifiers in COCA are functions of the form R — C, R —<C, IR>,
or R —<C,S> where R denotes the set of all resources, C' the set of concepts
defined by the classifier, IR the set of real values, and S the set of character
strings. Every classifier defines the set of concepts C' it is able to classify, giving
implicitly the semantic of each concept by the execution of the classifier. Figure
illustrates the operation of a classifier taking a resource as input and associating
the concepts the resource is instance of with the resource in question.

Classifier

Input Classified
Resource Resource

Fig. 2. Classifier operation
In the simplest case (R — C, figure[2]) a classifier only tells of which concept
a given resource is an instance of. For example a classifier that defines a set

3 Most of these approaches are based on an extended first-order logic like the knowl-
edge interchange format (KIF [8]) or the Semantic Web [2].
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of MIME types may state that a given resource is an instance of the concept
“image/jpeg” if the resource is a JPEG iamge.

The <C, IR> classification can be seen as associating a weighted concept with
a resource. For example a classifier able to classify colors could assign weights in
the interval [0..1] for the concepts “red”, “green”, and “blue”.

Classifiers mapping resources to <concept, string> pairs (R —<C, S>) are
used to extract textual information stored in resources like names or document
content. A classifier for paragraphs for example may associate the concept “para-
graph” and its content with a resource.

Because classifiers define concepts by their execution, every concept has an
exact semantic. The rationale behind restricting classifiers to three types of func-
tions is the observation that a lot of semantic is already available in one of these
forms. For example does it not make much sense to redefine the semantics of the
concept “C-source” when there are C-compilers available that can easily decide if
a file in question really contains C-source code or something else. Thus building
a classifier for the concept “C-source” simply means running a C-compiler with
the resource in question and looking at the exit code. This leads on the one hand
to direct reuse of semantics and knowledge, encoded and available in computer
programs today and it helps on the other hand constructing new semantic out
of the existing pool of programs.

Classifiers have some interesting practical properties. For example they can
be seen as test software assuring certain properties of a resource before using
it, helping the construction of robust software. Because mapping from existing
software to classifiers is relatively simple (for example by looking at the output
of a program), a pool of classifiers is quickly constructed. If multiple applications
share the same pool of classifiers, mutual understanding on a semantics (concept)
level between the applications is possible; all applications share implicitly the
semantics of the concepts defined by the shared classifier pool. If classifiers are
written in a platform independent language like Java, applications may even
“learn” new semantics by downloading appropriate classifiers.

2.3 Ontologies and Relations

COCA uses the term ontology for its knowledge base which consists of interre-
lated concepts. Concepts have a well-defined meaning given by classifiers that
associate concepts with resources.

Knowledge representation may range from very domain specific to holistic
knowledge. Various projects try to construct a holistic ontology such as the
OntoWeb (www.ontoweb.org) or the SENSUS [T4] project. A holistic ontology
often resembles an encyclopedia [I8], something used for centuries by humans.
In practice, representation of encyclopedic information in a machine processable
form turned out to be difficult, one reason why COCA focus only on applications
in computer systems such as ubiquitous computing, not aiming at a “one-for-all”
solution.

Although a holistic ontology is not per-se excluded by COCA, a domain-
specific approach is favored. Every application based on COCA usually defines
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its own ontology specific for the problem domain addressed by the application,
keeping the ontology small and the application focused on the problem at hand.
This implies local evolution of ontologies without global or semi-local coordina-
tion, or adherence to some standard. In the case where inter-application com-
munication is required, ontologies can be shared for example by:

— Merging the concept name spaces: A very simple solution which may never-
theless make sense for some domains, but it may also result in conflicting
semantics for concepts having the same concept name.

— Mutual resource classification: Applications give mutual access to each other
(context union) and each application classifies the resources of the other
application according to the individual ontology.

— FEaxplicit declaration of concept equivalence: Meta ontologies may be used to
explicitly state equivalence of concepts in different ontologies. These meta-
ontologies will require careful maintenance, likely done by humans.

— Proving concept equivalence: If two concepts in different ontology are defined
by the same classifier they are considered equivalent allowing inference of
further properties through each ontology’s relations.

— Inferring concept equivalence: Concept equivalence may also be automati-
cally inferred by observing classifiers by so-called meta-classifiers. That is,
the automated version of building meta ontologies. Concepts may be consid-
ered equivalent as long as different classifiers consistently output the same
concepts for a set of resources under observation.

Concepts in COCA are interrelated by relations that add inter-concept se-
mantic. Relations in COCA are of the form C +— C, where C denotes the
set of concepts in an ontology. A relation may be either defined by enumer-
ation (e.g. a database table), or by executable code (e.g. a program). Rela-
tions define by themselves their semantic through the enumerated concepts
or the program execution. Examples of relations are the Java method Class.
assignableFrom(Class) that defines the “is-a” graph of Java classes. Another
example is the “salary” relation in an employee database.

represents

FORMAT
’-; A—‘is a

is_a

| GIF | | JPEG | | IMAGE |

Fig. 3. An example of an ontology

Figure Bl gives yet another example of a simple ontology consisting of four
concepts (FORMAT, GIF, JPEG, and IMAGE) and two relations (represents,
dashed and is_a, continuous). The relation is_a relates the concepts GIF and
FORMAT as well as the concepts JPEG and FORMAT. The relation represents
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relates the concept FORMAT with IMAGE. A classifier that recognizes file for-
mats may define the GIF and JPEG concepts. Their relation with the other
concepts defines the IMAGE and FORMAT concepts.

2.4 Actions

The previous sections addressed the static aspects captured by an ontology. In a
dynamic environment, resources not only exists, they are created, deleted, and
manipulated.

In COCA, a resource manipulation is seen as a transformation of a resource,
yielding a new resource. Such a resource transformation is called an action and is
a relation of the form R — R where R denotes the set of resources. Additionally,
an action is constraint by the concept it accepts as argument (input concept)
and the concept the result of the action is an instances of (output concept).

Input Concept Output Concept
>
‘ 1

Instance of Instance of

Concept 1 Concept 2

mqtch produced
' .

! \J Transformed

Concept 1 Concept 2 Resoure

Fig. 4. A resource transformation through an action

Input
Resource

This requires a resource to be instance of the input concept of the action
which produces an instance of the output concept as depicted in figure @ The
input concept acts as a precondition and the output concept as a postcondition
as also found for example in an Eiffel software contract [19]. A COCA action
has the following properties:

— Relation: An action is a relation of the form R +— R where R denotes the
set of resources.

— Input constraint: The input of an action is constraint by a the input concept.
An action accepts only a resource that is an instance of the input concept
as argument. The input constraint defines the source domain of the action.

— Output constraint: The output of an action is guaranteed to be an instance of
the output concept. An action only produces a resource that is an instance
of the output concept as result. The output constraint defines the target
domain of the action.

— Stateless: An action is stateless and side-effect free. If state has to be pre-
served, it has to be stored as part of a resource.

Actions can be linked when the output concept of an action matches the
input concept of another action. Such a chain of actions is expected to execute
under transactional semantics and appears to the application as an atomic action
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transforming from the input concept of the first action in the chain to the output
concept of the last action in the chain.

This chaining of actions is also implemented by the Path [12] prototype which
is part of the Ninja project. The main difference is that Path is based on pre-
existing type information whereas COCA classifiers establish this information at
runtime. In that respect, COCA classifiers are similar to Microsoft Smart Tags
recognizers [5J20] or the Java activation framework (JAF [4]).

3 Ubiquitous Computing Demonstrator

In order to have a verification of the model a simple demonstrator using COCA
was realized. In the mean time two other project based on COCA are under the
way, emphasizing the use of the model [

Phone

COCA Server

Runtime

and GUI q\ =
INTERNET D
[Em_—]

\/
/\
S— = PSTN
= L
B = @
Server

Paim PDA Phone

Fig. 5. An overview of the ubiquitous computing demonstrator

The multi-modal interface scenario implemented by the ubiquitous comput-
ing demonstrator allows a user to establish relations between messages and de-
vices, with the COCA runtime automatically transforming the message to fit the
user’s current device. For example think of a user who associates a text file with
a PDA and a phone. As soon as this file changes, the user receives a rendered
version of the file on its PDA. If he is also available on the phone, the message is
synthesized as voice, the user called, and the message is played over the phone.

Figure B gives an overview of the ubiquitous computing demonstrator. The
key parts of the implementation are:

— COCA runtime: The COCA runtime controls and interacts with the envi-
ronment over the Internet and an infrared port.

4 One is a diploma thesis that explores the use of COCA in a more classic Al style
application for document classification. The other is a smart wireless application
protocol (WAP) proxy that classifies and enhances wireless markup language (WML)
decks under development at Swisscom Corporate Technology.
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— COCA GUI: The COCA GUI allows interaction and visualization of the
operation of the COCA runtime. Figure [6] shows a screenshot of the the
COCA GUL

— PDAs: A set of PalmOS based PDAs run a tiny COCA runtime that allows
them to be classified and exchange messages with the COCA runtime over
the infrared port.

— Text-to-speech: A text to speech server located somewhere on the Internet is
used as an example of a Web based action.

— Phone server: The phone server allows the COCA runtime to interact with
the public switched telephony network (PSTN).

Ontology

Context

Action Graph

Fig. 6. A screenshot of the ubiquitous computing demonstrator

COCA is applied in the demonstrator to address the heterogeneity and dy-
namism of the environment as well as for dynamically adapt the software con-
figuration to the set of available services and current user requirements. Het-
erogeneity appears basically on the hardware level in the ubiquitous computing
demonstrator composed of PDAs, phones, and workstations.

Classifiers are used extensively to detect changes in the environment and to
dynamically adjust the set of available resources in the contexts. The ubiquitous
computing demonstrator implements a classifier for the various Palm models
in order to figure out their hardware capabilities (such as color or monochrome
displays). Another classifier is able to locate an appropriate text-to-speech server
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on the Internet. Yet another classifiers associates MIME-types [3] with messages
created by the user. For better integration with the Java environment, all Java
classes loaded by the demonstrator end up in the ontology as concepts, again
through a classifier. It is important to note that only the classifiers know the
details of resource lookup, configuration, and access. There is no standardized
“interface” imposed on resources. The application deals with resources on a
conceptual level only and is agnostic about the underlying instances.

Dynamism in the ubiquitous computing demonstrator appears mainly in
three areas: PDAs can be reached by infrared if within range, the text-to-speech
service on the Internet may be up or down, and messages are created. All the
above items are resources in a corresponding context. In consequence, the ubiqui-
tous computing demonstrator implements three contexts: one for what is reach-
able by infrared, one for the Web and one for the filesystem where messages
are stored. Every context is responsible for tracking changes occurring in it and
to provide context access to the COCA runtime. The COCA runtime unifies
these three contexts and sees changes only in the unified context, which is hid-
ing the peculiarities and access details involved by the specific contexts. Parts
of the demonstrator only interested in particular resources such as the GUI use
sub-contexts to see only PDAs for example.

Dynamic software configuration for the ubiquitous computing demonstrator
means the automatic composition of software components in order to achieve
some higher-level service. This higher-level service is only described by its prop-
erties such as “output on phone” but not how these properties can be pro-
vided. Automatic software configuration is therefore inherently declarative, the
requested service exists only as a description and it is up to the system to pro-
vide a fitting implementation. Even the description itself is implicit, for example
when a PDA is within range, it is assumed that the user wants the message
rendered on its PDA.

Services in COCA are modeled by actions, so automatic software configu-
ration means composition of actions. In fact, automatic software configuration
itself is just another action that has as its input-concept a <concept, concept>
pair describing the requested service and as its output an action representing
the transformation between these concepts.ﬁ

5 There are many ways to implement automatic software configuration. A Prolog-like
inference engine may be one solution. Another much simpler is the action graph
used by the ubiquitous computing demonstrator. Maintaining the action graph is
relatively simple; it is sufficient to create a sub-context with actions only. These
actions then form the edges of the action graph and the input and output concepts
of the actions are the nodes of the graph.

The automatic software configuration action implemented by the ubiquitous
computing demonstrator is also very simple but sufficient for that case: for a
<resource,concept> pair an action is returned that allows the input resource to
be transformed to the requested concept. The action is found by computing the
shortest path from all the input concepts the resource is an instance of to the target
concept. Then the shortest of all these paths is returned as an action. The returned
action may be a composition (a path) of other actions.
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4 Conclusion

The ubiquitous computing demonstrator [27] is the first application of the COCA
model. The most important result of this implementation is that the model
as such is realistic and indeed appropriate for ubiquitous computing settings.
Another result is that the design of the application was largely simplified by
thinking in COCA terms. Every problem encountered had its clear solution in
COCA, helping the construction of the demonstrator in a relatively short time[9
Another interesting property of COCA is that actions can be developed with very
local scope. An action basically only has to know about its input and output
concepts, the integration in the “big-picture” is done by the COCA runtime and
the application. This allowed for example to develop and integrate the text-to-
speech service in a few hours and all parts of the demonstrator dealing with text
were thereafter speech enabled without touching them.

To conclude, COCA is a suitable model for providing service in a hetero-
geneous and dynamic environment such as ubiquitous computing. Integrating
existing systems into COCA based applications should not be to difficult be-
cause several prominent models have mappings to COCA [26] such as object
oriented, functional and logic programming as well as the entity relationship
model and autonomous agents. The COCA implementation used for the ubiqui-
tous computing demonstrator emphasizes the practical value of the model.

Because a COCA implementation will be used for the UbiDev [31] ubiquitous
computing middleware under development at the DIUF as well as parts of it
contribute to the Focale project [16], the model will certainly evolve towards a
even more solid foundation for ubiquitous computing applications. The UbiDev
as well as the XCM [11] projects focus on the high-level coordination aspects
involved in highly dynamic scenarios and clearly benefit form the abstractions
provided by COCA.
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Abstract. The decreasing cost of computing technology is speeding the
deployment of abundant ubiquitous computation and communication.
With increasingly large and dynamic computing environments comes the
challenge of scalable resource discovery, where client applications search
for resources (services, devices, etc.) on the network by describing some
attributes of what they are looking for. This is normally achieved through
directory services (also called resolvers), which store resource informa-
tion and resolve queries. This paper describes the design, implementa-
tion, and evaluation of INS/Twine, an approach to scalable intentional
resource discovery, where resolvers collaborate as peers to distribute re-
source information and to resolve queries. Our system maps resources
to resolvers by transforming descriptions into numeric keys in a man-
ner that preserves their expressiveness, facilitates even data distribution
and enables efficient query resolution. Additionally, INS/Twine handles
resource and resolver dynamism by treating all data as soft-state.

1 Introduction

An important challenge facing pervasive computing systems is the development
of scalable resource discovery techniques that allow client applications to locate
services and devices, in increasingly large-scale environments, using detailed in-
tentional [T] descriptions. Resource discovery systems should achieve three main
goals: (i) handle sophisticated resource descriptions and query patterns; (ii) han-
dle dynamism in the operating environment, including changes in resource state
and network attachment point; and (iii) scale to large numbers of resources
spread throughout a wide network across administrative domains. While some
systems have addressed limited combinations of these properties, we address
all three in this paper. Resource discovery efforts have been largely geared to-
ward expressive resource descriptions and complex query predicates [T12I3/2//5//6]
7]. These approaches differ in the details of how they name resources and how
these names resolve to the appropriate network location. However, they all es-
sentially rely on semistructured resource descriptions [§], attribute-based naming
schemes with orthogonal attribute-value bindings, in which some attributes are
hierarchically dependent on others.

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 195-210] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Many resource discovery schemes have been designed primarily for small
networks [112J3]4/]7], or for networks where dynamic updates are relatively un-
common or infrequent (e.t., DNS [9], LDAP [10]). They do not work well when
the number of resources grows, and updates are common.

Static resource partitioning [11] and hierarchical organization of resolvers [5]
6l12] solve scalable and dynamic resource discovery. Static partitioning relies
on some application-defined attribute to divide resource information among re-
solvers. However, static partitioning does not guarantee good load distribution
and burdens clients with selecting the relevant partitions.

Hierarchical approaches [5] organize resolvers around increasingly large do-
mains for which they are responsible. These domains are created around par-
ticular attributes of resource descriptions, such as geographical location. Other
hierarchical schemes keep data information in local resolvers and create hier-
archies to filter out irrelevant queries as they travel toward the leaves [6/12].
However, even if many hierarchies coexist, or if the hierarchies are created dy-
namically, root nodes may become bottlenecks. If queries are not propagated
through root nodes to avoid bottlenecks, results become dependent on the origin
of each query. Also hierarchies may not efficiently resolve queries that involve
multiple orthogonal attributes. For example, imagine a metropolitan resource
discovery system, where resolvers are hierarchically organized by institutions,
neighborhoods, cities, and finally the metropolitan level. A client may be inter-
ested in locating all cameras filming main points of congestion in the metropolis,
independent of location. The hierarchy described would not handle this query
in a scalable manner, since it is based on location.

We describe the architecture, implementation, and evaluation of Twine, an
approach to resource discovery that achieves scalability via hash-based par-
titioning of resource descriptions amongst a set of symmetric peer resolvers.
Twine works with arbitrary attribute sets. It handles queries based on orthogo-
nal and hierarchical attributes, with no content or location constraints. It also
handles partial queries, queries that contain only a subset of the attributes orig-
inally advertised by resources (considering the other attributes as wildcards).
Twine evenly distributes resource information and queries among participating
resolvers. Finally, our system efficiently handles both resource and resolver dy-
namism. Twine is integrated with INS [I], the Intentional Naming System from
MIT and now forms the core of its architecture. Therefore, we refer to INS/Twine
nodes as Intentional Name Resolvers (INRs).

INS/Twine leverages recent work in peer-to-peer document publishing and
distribution ([I3JT4UT5/T6]). Peer-to-peer systems do not rely on any hierarchi-
cal organization or central authority for distributing content or searching for
documents. However, current peer-to-peer applications lack adequate querying
capability for complex resource queries.

INS/Twine is designed to achieve scalable resource discovery in an envi-
ronment where all resources are equally useful. We could imagine deploying
INS/Twine throughout the Internet and letting everyone announce resources
of global interest to users around the world. Such resources may be file servers,
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cameras showing the weather in different cities, Web services [17], and so on.
Similarly we could imagine deploying INS/Twine within a city and letting users
access resources such as air quality sensors, water temperature/quality indica-
tors at public beaches, business information (e.g., number of currently available
cars at a car rental company), and so on. In each deployment scenario differ-
ent resources are advertised, but in both cases, all resources are potentially
equally useful to clients. An important goal in INS/Twine is therefore to make
all resources available to all users independent of location. However, location-
dependent queries are handled well by specifying “location” as an attribute.

In both examples, the number of resources could be considerable. There are
around 10° establishments in a city the size of Los Angeles or New York [I8]. Each
establishment could easily offer as many as a few thousand resources. INS/Twine
should therefore scale to O(10%) resources and around O(10%) resolvers (assuming
each establishment could run at least one resolver). For this, each resolver should
hold only a small subset of all resource information. Most importantly, only a
small subset of resolvers should be contacted to resolve queries or to update
resource information.

To achieve these goals, INS/Twine relies on an efficient distributed hash
table process (such as Chord [I5], CAN [14] or Pastry [16]), which it uses as a
building block. Twine transforms each resource description into a set of numeric
keys. It does so in a way that preserves the expressiveness of semistructured
data, facilitates an even data distribution through the network, and enables
efficient query resolution even in the case where queries contain a subset of
attributes originally advertised by any resource. From a resource description,
Twine extracts each unique subsequence of attributes and values. Each such
subsequence is called a strand. Twine then computes a hash value for each strand,
which constitutes the numeric keys.

A peer-to-peer approach to resource discovery creates new challenges for data
freshness and consistency. Indeed, as resolvers fail or new ones join the network,
the mapping from resource descriptions to resolvers changes. To maintain con-
sistency in the face of network changes and resource mobility, resolvers treat all
resource information as soft state. If a resource (or a proxy acting on its behalf)
does not refresh its presence within a certain interval, the corresponding descrip-
tion is removed from the network. To achieve scalability, the refreshing frequency
in the core of an INS/Twine network (i.e., among resolvers) is significantly lower
than the refreshing frequency at the edge (i.e., between client applications and
resolvers).

We evaluated INS/Twine by running 75 instances of the resolver and insert-
ing various types of descriptions into the network. We find that both resource
information and queries are evenly distributed among resolvers. Each resolver
receives only a small subset of resource information and queries. The size of
the set is proportional to the number of strands and resource descriptions but
inversely proportional to the number of resolvers on the network. Resolvers as-
sociated with resource descriptions are located within O(log N) hops through
the network, where N is the total number of resolvers. The query success rate is
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subject

<res>camera
<man>ACompany</man>
<model>AModel</model>

</res>

<subject>traffic</subject> ACompany

camera traffic

AModel

(a) Resource description (b) AVTree

Fig. 1. Example of a very simple resource description and its corresponding AVTree.
The resource is a camera, manufactured by ACompany and filming traffic

100% when less than k — 1 resolvers (where k is a configurable replication level)
fail or join the network within one refresh interval. Additionally, for a fraction
F of failed resolvers, query failures decrease exponentially with k.

2 INS/Twine System Architecture

In this section, we first describe the details of resource descriptions. We then
present the system architecture of INS/Twine and the algorithms for trans-
forming resource descriptions into numeric keys, distributing information, and
resolving queries.

2.1 Resource Descriptions

Resources in INS/Twine are described with hierarchies of attribute-value pairs
in a convenient language (e.g., XML, INS name-specifiers [1], etc.). Our approach
is to convert any such description into a canonical form: an attribute-value tree
(AVTree). Figure [ shows an example of a very simple resource description and
its AVTree. All resources that can be annotated with meta-data descriptions,
can be represented with an AVTree.

Each resource description points to a name-record, which contains informa-
tion about the current network location of the advertised resource, including its
IP address, transport/application protocol, and transport port number.

In INS/Twine, a resource matches a query if the AVTree formed by the
query is the same as the AVTree of the original description, with zero or
more truncated attribute-value pairs. For example, the device from Figure [
would match the query: <res>camera<man>ACompany</man></res> or even the
query: <res>camera</res>. This implies that an important class of queries that
INS/Twine must support is partial queries, in addition to complete queries that
specify the exact advertised resource descriptions.
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Therefore, like resource descriptions, client queries are described using hier-
archies of attribute-values and are converted to AVTrees. INS/Twine provides
a way for queries to reach the resolver nodes best-equipped to handle them,
based on the attributes and values being sought. The ultimate results of query
matching depend on the local query processing engine attached to each resolver.
Examples of this include INS’s subtree-matching algorithm [1], UnQL [8] or the
XSet query engine for XML [19].

Since query routing relies on exact matches of both attributes and
values, it is possible to allow more flexible queries by separating string
values into several attribute-value pairs. For example, <model>AModel
Camcorder 123</model> could be divided into <modelw>AModel</modelw>,
<modelw>Camcorder</modelw> and, <modelw>123</modelw>, allowing queries
of type <modelw>123</modelw>.

2.2 Architecture Overview

INS/Twine uses a set of resolvers that organize themselves into an overlay net-
work to route resource descriptions to each other for storage, and to collabora-
tively resolve client queries. Each resolver knows about a subset of other resolvers
on the network.

Devices and users communicate with resolvers to advertise resources or sub-
mit queries. When a resource periodically advertises itself through a particular
resolver, it is considered directly connected to that resolver. When a client issues
a query to a resolver, it receives the response from that resolver. Communication
between client applications and resolvers happens at the edge of the INS/Twine
network. Communication between resolvers takes place in the network core.

The architecture of INS/Twine has three layers, as shown in Figure 2l The
top-most layer, the Resolver, interfaces with a local AVTree storage and query
engine, which holds resource descriptions and implements query processing, re-
turning sets of name-records corresponding to (partial) queries.

When the Resolver receives an advertisement from its client application, it
stores it locally using that engine. Local storage of information about directly
connected resources serves for state management as described in Section [3. The
resolver then splits the advertised resource description into strands and passes
each one to the StrandMapper layer. The details of strand-splitting are discussed
in Section [Z3l The StrandMapper maps the strand onto one or more numeric
m-bit keys using a hash function. It then passes each key, together with the
complete advertisement (the value corresponding to the key), to the KeyRouter
layer. Finally, given a key, the KeyRouter determines which resolver in the net-
work should receive the corresponding value and forwards the information to the
selected peer. Hence, for data distribution, our approach boils down to inserting
resource descriptions using each prefix-strand as a separate key.

As complete resource descriptions are transmitted during resource advertise-
ment, any resolver specializing in a key computed from a query should be able
to resolve the query without requiring any joins or extra data transfers. Hence,
when a client submits a query, the resolver that first receives it randomly selects
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Intentional Name Resolver (INR)

message insert(V,NR) or
{T,V.NR} lookup(V)
Client Resolver Storage/
Application {S0,81,....8i} = split(V) Query
result R result R Engine
send(Si,T,V,NR) result R
StrandMapper
Ki = hash(Si)
send(Ki,T,V,NR :
( ) result R forwardBest
(Ki,T,V,NR)
KeyRouter
determine best node for Ki
result R

Ki best(Ki)

Distributed hash—table process (Chord)

Fig. 2. An INR is composed of three layers. The Resolver receives messages from client
applications. These messages include a type T' (advertisement or query) an AVTree V
and a name-record NR. The Resolver stores the description or performs the lookup
locally. It then extracts all strands S; from V, and for each one, the StrandMapper
computes a key K;. The KeyRouter finally maps each key onto an INR using a dis-
tributed hash table process like Chord. The message is then forwarded to that resolver.
For queries, the resolver sends results back to the originating INR which in turn sends
them to the application

one of the longest strands from the query AVTree. This strand serves to deter-
mine which resolver should solve the query. Query results are later returned to
the originating resolver, which forwards them to the client.

A client application may also specify that it is interested in any resource
matching a description. In that case, a single answer is returned. It is the resource
that matches the given description and that has the lowest application-level
metric. This feature comes from the original INS design [1].

Splitting resource descriptions into strands is critical to INS/Twine’s ability
to scale well. It enables resolvers to specialize in holding information and answer-
ing queries about a subset of resources. The choice of an adequate distributed
hash table process at the KeyRouter layer is critical to achieving high query
success rates while minimizing the number of resolvers contacted on each query.
We discuss our choice in Section 2XH. The following sections describe each layer
and its main algorithms in more detail.

2.3 Resolver Layer

At the core of an INS/Twine resolver is a strand-splitting algorithm that extracts
strands from a description. The goal of the algorithm is to break descriptions into
meaningful pieces so resolvers can specialize around subsets of descriptions. At
the same time, the splitting must preserve the description structure and support
partial queries.
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Fig. 3. Splitting a resource description into strands

A simple strand-splitting method would be to extract each attribute-value
pair from the AVTree, and independently map it onto a key. However, this
scheme would lose the richness of hierarchical descriptions and would not al-
low expressive queries to be performed. For example, format in the attribute
sequence printer-paper-format would become indistinguishable from format in
video-cassette-format.

The Twine algorithm for strand-splitting preserves the description structure
and supports partial queries. It extracts each unique prefix subsequence of at-
tributes and values from a description (advertisement or query) as illustrated
in Figure [3 Each subsequence is called a strand. Each strand is then used to
produce a separate key. For example:

Input strand: res-camera-man-ACompany
h1l = hash(res-camera)

h2 = hash(res-camera-man)

h3 = hash(res-camera-man-ACompany)
Output keys: hl, h2 and h3

We consider each top-level attribute-value pair as the minimal unit for re-
source descriptions and queries. We therefore omit strands composed of a single
attribute and start strand-splitting after the first value. We believe that single
top-level attributes would be too general to be useful in wide-area applications.

The Twine strand-splitting algorithm effectively extracts one strand for each
attribute and each value in the AVTree, except for root attributes. Therefore,
the number of strands depends on the number of attributes and values in the
AVtree rather than its structure. More precisely, given a resource description
with a attribute-value pairs, t at the root level, the total number of strands is
given by:

s=2a—t (1)

With this scheme, partial queries are easily handled since each possible sub-
sequence of attributes and values maps to a separate key, which in turn maps to
a single resolver. The expectation of the storage requirement Z at each resolver
is given by:

Z= (RiK ) 2)
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where R is the number of resources in the system, S is the average number
of strands per resource description, K is a configurable resource information
replication level, and N is the number of resolvers in the network. This relation
holds for SK << N.

Some strands such as <resource>file server</resource> may be ex-
tremely popular in resource descriptions. Advertisements can then overwhelm
the node that is in charge of the popular strand. We tackle this problem by
allowing each node to set a threshold (determined by the node’s capacity) on
the maximum number of resources for each key. When the threshold is exceeded
for some key, no new resource is accepted under that key. The node could also
start randomly replacing some entries with new advertisements. In both cases,
this effectively renders that strand unusable for query purposes.

Since a query containing several strands is solved using one of the longest
strands, the threshold restriction does not affect most queries. During query
resolution, if a resolver returns an incomplete response (due to a threshold), a
new strand is selected, and the process repeats until the response exhaustively
lists all resources matching the description or no more strands are left in the
query. In the latter case, the partial list of all accumulated matches is returned.
It is flagged as being a partial answer, letting the application or user refine the
query if necessary.

Additionally, in the rare case where a query containing only a very short and
popular strand becomes extremely popular itself, edge resolvers may cache a few
results to avoid flooding the node responsible for the strand. Caching is not yet
implemented in INS/Twine.

2.4 StrandMapper Layer

Each strand extracted from the description is independently passed to the
StrandMapper layer, together with the complete resource description or query.
The StrandMapper is responsible for associating numeric keys with each strand.
It does this by concatenating the attributes and values of the strand into a single
string, and computing a 128-bit MD5 hash for the string.

2.5 KeyRouter Layer

The StrandMapper passes the key to the KeyRouter layer which uses it to deter-
mine which other resolvers should store information about the resource, or should
participate in solving the query. The choice of an appropriate scheme for the
KeyRouter is critical as it may easily become the limiting factor of INS/Twine’s
performance.

The KeyRouter may be thought of as a distributed hash table, where each
node on the network keeps key-value bindings within a dynamically determined
key range. Several efficient peer-to-peer algorithms have recently been proposed
for this purpose: CAN [I4], Chord [I5], or Pastry [16]. Given a key, these systems
find the node on the network that should store the corresponding value. Chord
and Pastry are based on some variant of consistent hashing [20], where a node
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is responsible for all keys whose identifier falls between the node identifier and
the closest preceding node identifier currently on the network. Hence only local
disruptions occur when nodes join or leave the system. CAN uses a similar
scheme, although not consistent hashing.

To achieve scalability, these systems require that each node only keeps in its
routing table information about a subset of other nodes. This set is determined
by the node unique identifier. Finding a node for a given key is then achieved
by hopping from node to node in the appropriate direction, until the destination
node is reached. This operation typically requires O(log N) hops, where N is the
size of the overlay network of resolvers.

Our implementation is built on Chord, which efficiently rebuilds its overlay
network in the presence of failures. INS/Twine uses Chord to efficiently identify
which node, or set of k consecutive nodes, should store a given key.

3 State Management

The following consistency goals guided the design of the resource information
management mechanisms in INS/Twine:

— When a resource joins a network, or moves or modifies its description, the
update is propagated to the appropriate resolvers immediately. The new
information replaces the old, ensuring that neither the old description nor the
old location are ever returned as result of a query. While resource information
propagates through the network, it is possible that both the old and new
information be returned in response to a query.

— When a resource leaves or fails, its information is deleted at all resolvers.

— Query results are not affected by new resolvers joining the network, or by
resolvers failing (up to a level of fault-tolerance determined by a configurable
parameter k).

There are several ways to achieve consistency as defined above. If we use
hard-state and require resources to always keep their information updated, we
are not resilient to resources failing without prior de-registration.

Resolvers can also treat all resource information as soft state, requiring re-
sources to refresh their information periodically throughout the network. If a
resource does not refresh its presence within a certain interval, the correspond-
ing description is removed from the network. A resource is free to leave the
network at any time; if it does not de-register its description, the soft-state expi-
ration mechanism will cause the resource description to be deleted. However, to
keep information up-to-date, the refresh interval must be small, which imposes
a high bandwidth overhead.

Periodically refreshing resource information also provides some degree of
fault-tolerance by periodically sending each description not to one, but to k > 1
nodes per strand. This scheme relies on the capability of the underlying dis-
tributed hash table process (Chord [15] in our case) to rebuild the overlay net-
work of interconnections as nodes join and leave. It also relies on the fact that
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Fig. 4. State management in INS/Twine. Each resource R refreshes its information
to a resolver INR at a high frequency defined by the refresh interval §. Resolvers re-
fresh resource information within the network at a lower rate defined by the refresh
interval A. If a resource leaves the network without de-registering, the closest resolver
detects the departure within § and sends explicit remove messages to other nodes. Sim-
ilarly when a resource updates its information. When a resolver crashes, corresponding
resource information will remain in the network no longer than A

the set k is computed dynamically, so a failed node from the set is automatically
replaced on subsequent resource advertisements.

We adopt a hybrid scheme in INS/Twine that combines the management sim-
plicity of soft-state with the low-bandwidth requirements of hard-state. Figure ]
illustrates the approach. Each resolver at the edge of the network is responsible
for resources that communicate directly with it. It acts as a proxy for these re-
sources, keeping their states updated at the appropriate locations. Edge resolvers
receive updates about the states of their resources at a fine time granularity ¢ (a
few seconds in our implementation). They propagate any changes to appropri-
ate resolvers. If a resource does not advertise itself within § time units, an edge
resolver assumes it has left the network and sends explicit remove messages to
appropriate resolvers.

Resolvers in the network core also preserve soft-state, but they use a much
longer period A (on the order of a few hours, for example). At every A time
units, and for each directly connected resource, each edge resolver recomputes
the set of resolvers in charge of that resource. It then transmits advertisements
to every new resolver in a set. It transmits de-registration messages to resolvers
no longer in a set. For resolvers that did not change, a simple ping is transmitted.

With this scheme, if a resource fails, it is de-registered from the network
within ¢ time units. If a resolver acting on behalf of some directly connected
resources fails, these resources can re-connect to another resolver while remaining
available to clients. Finally, in the rare case where both the resolver and some
directly connected resources fail, the resource information will be deleted from
the network at most within A time units.

For increased fault-tolearance, each strand is mapped onto k replicas. Since
we never transfer data between replicas, it is not guaranteed that each of the
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replicas knows about all resources matching any given strand. However, for up
to k — 1 failures within a refresh interval A, at least one of them does. Therefore
queries are sent to all £ nodes responsible for a given key, and the union of all
results is returned to the client application. For larger number of failures within
the interval A, the query failure rate becomes dependent on the fraction of failed
resolvers. However, the query failure rate decreases exponentially with k.

Although we handle resolvers joining and leaving the network at any time,
in case of network partitions and healing, information at different resolvers may
become inconsistent. We currently do not handle this case, but we could use
timestamps assigned by resources to their advertisements to determine which
replicas hold the most recent information for each resource.

4 Evaluation

In this section, we first evaluate the strand-splitting algorithm by examining the
distribution of strands from splitting real resource descriptions. We then examine
how data and queries are distributed among resolvers. We finally evaluate the
query success rate in the presence of failures.

4.1 Splitting Descriptions into Strands

In the first experiment, we evaluate the strand-splitting algorithm applied to real
resource descriptions. Our goal is to determine how many strands are produced
by such descriptions and how often the same strands come up. It is very difficult
to obtain a large quantity of real resource descriptions. For our experiment, we
used two sets of data. The first set contained 4318 bibliographical entries taken
from latex bibliography files obtained from our own repositories as well as from
Netlib [21]. The second set contained descriptions extracted from 883 mp3 files
taken from our private collections. In both cases, we extracted word values from
each string to enable hierarchical searches based on keywords in the title, author,
and other fields. Although the data used does not describe devices, we believe
it gives an intuition of the strand distribution that may appear in real data
descriptions.

Figure Bl(a) shows the strand distribution obtained from each data set. Bib-
liographical entries contain 12.9 strands on average, whereas mp3 tags produce
an average of 8.7 strands. Although different resources will have descriptions of
various complexity, it is interesting to note that splitting these real descriptions
produced a reasonable number of strands. Figure BIb) shows that, as expected,
some strands are very popular - three strands come-up in over 10% of all re-
source descriptions for mp3 files. One of them is <artist>boys</artist>. Nine
strands appear in over 10% of bibliographical descriptions, and three of them are
in almost 30% of the entries. One example is <type>article</type>. However,
this represents a very small fraction of all strands (less than 0.06%).

We evaluated INS/Twine on these two data sets as well as on workloads con-
sisting of diverse synthetic descriptions. Our scheme mostly depends on the num-
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Fig.5. (a) When splitting real descriptions into strands, most descriptions tend to
contain a small amount of strands compared to our scalability goals of 0(105) resolvers.
80% of the mp3 descriptions produce 12 strands or less. 80% of the bibliographical
entries generate 16 strands or less. The medians are 8 and 13 respectively. (b) Most
descriptions are composed of unique strands. However, a few strands may appear in as
much as one third of all descriptions

ber of strands in resource descriptions and not on the structure of the AVTrees.
We therefore present only the results obtained for the real data sets.

4.2 Distributing Data among Resolvers

In the second experiment, we evaluated the quality of data distribution in
INS/Twine. We ran 75 independent INR instances on 15 machines. We con-
nected 10 client applications to 10 resolvers. Each client application inserted
between 60 and 160 resource descriptions, for a total of 883 resources (from the
mp3 set) and 7,668 strands. For comparison purposes, we also ran experiments
on 800 of the bibliographical entries, inserted by 8 clients (100 resources per
client). The main difference between the data sets is the number of strands in
resource descriptions which is 30% lower on average for mp3 tags. At the Key-
Router layer, each resolver advertised itself as 20 virtual nodes to create a more
uniform distribution of resolvers throughout the whole key space. Since each
experiment is deterministic given a set of resolvers and resources, each curve in
Figure[B(a) presents the results from a single run. Different sets with the same
number of resolvers give almost identical graphs.

INS/Twine dynamically specializes nodes around specific resource descrip-
tions, so each peer stores only a small fraction of the complete directory. Fig-
ure [B(a) shows that over half of resolvers hold information about less than 15%
of resources for both data sets.



INS/Twine: A Scalable Peer-to-Peer Architecture 207

(4] ®
2 09 , 2 .
© [}
» 08 - ? .
= 3
s} ny <] |
S 0.6 f ; < .
% 05 ?@
£ 04 ; £
[ [}
z 037f mp3 descr. Thresh. 50 —— | 2
8 o2} | mp3 descrlpt|ons """"""" g
E 01t 4 Blb entries. Thresh. 100 - £ Bibliographical entries ]
S '0 Z __Bibliographical entries 8 = __mp3 descriptions ——
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0 0.01 0.02 0.03 0.04 0.05 0.06
Fraction of resources Fraction of queries
(a) Resource information distribution (b) Query distribution

Fig. 6. Cumulative distribution of resource information and queries in a network of
75 resolvers. Resource information is evenly distributed among resolvers. Increasing
the proportion of number of strands to number of resolvers increases the fraction of
resources known by each node. Queries are distributed evenly among all resolvers with
a median of 1.2% queries per resolver, equal to + where N is the number of resolvers.

N
No resolver solves an excessive number of queries

The expected value for the fraction of resource information stored at each
resolver is (SgK) * §7 where S is the average number of strands in resource
descriptions, R is the total number of resource descriptions, K is the configurable
replication level, and N is the number of resolvers in the network. We compare
the value from this theoretical model to the actual values obtained from the
experiments. In the experiment, K =1 and N = 75. For mp3 files, S = 8.7, so
resolvers should know about 11.6% of all resource descriptions. This is indeed
the average obtained in the experiment. The median is a little lower at 10.4%.
For bibliographical entries S = 12.9 on average, so resolvers should know about
17.2% of all resources. The actual average and median are just slightly lower at
15.2% and 14.0%, respectively. When the number of strands is high compared
to the network size, there is a higher probability that multiple strands from the
same description get assigned to the same resolver. Overall, the experimental
values match the model.

The long tails of the distributions are due to popular strands. To alleviate
their impact, we imposed a node-based fixed threshold value for the number of
resources accepted for any particular strand. We set the threshold at 50 resources
for the mp3 data set and 100 resources for the bibliographical entries, since
the latter contain significantly more strands than the former. In reality, these
thresholds would be determined by the capacity of each node. Figure Bla) shows
that for both data sets, the overall distribution remains similar, while the tail
gets significantly cut. The maximum amount of information known by any given
node drops under 24% for the mp3 files and under 33% for the bibliographical
entries. No node knows about more resources than twice the average.




208 M. Balazinska, H. Balakrishnan, and D. Karger

Table 1. Query success rates function of replication level. Each resource was requested
using a single randomly chosen strand, but the complete description was used for the
actual lookup. Values shown are averages of three runs

Replication Fraction failed nodes
0 {0.013 (1 node)|0.027 (2 nodes)|0.067 (5)]0.13 (10)]0.27 (20)
None(k = 1)[1.0 0.98 0.92 0.88 0.83 0.70
k=2 1.0 1.0 0.96 0.95 0.95 0.94

Hence data is evenly distributed in INS/Twine with each resolver holding
only a small subset of resource descriptions. Thresholds are also efficient at elim-
inating overly popular strands without changing the overall resource information
distribution. Taking the city example from the introduction, with around 108 re-
sources, and 10° resolvers, considering an average of 13 strands per description,
and an additional replication level of 3, each resolver would need to know about

SRK 13%10%+3
( ~ ) — T ) or as few as 40 * 103 resources.

4.3 Resolving Queries

Without failures, Twine finds any resource present in the network with the same
performance as the underlying KeyRouter layer (Chord in our implementation).
For all queries, O(log N) resolvers are contacted at the KeyRouter layer [I5] to
find the set of nodes associated with a given key. When replication is used, k
resolvers then resolve the query in parallel.

To evaluate the distribution of queries among resolvers, we used 800 descrip-
tions from each data set as queries. We submitted all queries through one ran-
domly selected resolver. Figure [6(b) shows how queries were distributed among
resolvers. The average fraction of queries solved by each resolver should be %
where N is the number of resolvers. For N = 75, this gives 1.3% of all resources.
The distribution obtained shows that the queries are in fact evenly distributed
with 80% of resolvers receiving less than 2% of the queries. No resolver solves sig-
nificantly more queries than the average, since the maximum number of queries
received by any resolver was just a little over 5%. We also find that the distri-
bution is independent of the number of strands in resource descriptions since we
obtain the same graph for both data sets.

Replicating each key onto k£ > 1 nodes allows Twine to support up to k — 1
nodes joining or leaving the system within an in-core refresh interval A. Ta-
ble [ shows the query success rate function of the fraction of failed resolvers.
To show the worst case scenario, only one strand was randomly selected from
each resource description to serve as query. The table shows that increasing the
replication level improves success rates, as all replicas for a given key have to
be down for the query to fail. For example, for 20 failed resolvers out of 75, and
for k£ = 2, the probability to pick a strand whose replicas both map to a failed
resolver is approximately (%)2 =T%.

The latency of query resolution (as well as resource information updates)
is determined by the time taken by peers to exchange information. Therefore,
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INS/Twine latency and responsiveness will improve when proximity-based rout-
ing heuristics are used in the underlying key-routing system. For queries, since
each description is replicated at several places in the network (at least one per
prefix), there are many possible nodes that can resolve a query, and Twine may
itself be able to choose a good node if it had information about network path
latencies between nodes.

5 Conclusion

This paper described INS/Twine, a scalable resource discovery system using
intentional naming and a peer-to-peer network of resolvers. The peer-to-peer
architecture of INS/Twine facilitates a dynamic and even distribution of resource
information and queries among resolvers. Central bottlenecks are avoided and
results are independent of the location where queries are issued.

INS/Twine achieves scalability through a hash-based mapping of resource
descriptions to resolvers. It manipulates AVTrees which are canonical resource
descriptions. It does not require any a priori knowledge of attributes AVTrees
may contain. Twine transforms descriptions into numeric keys in a manner that
preserves their expressiveness, facilitates even data distribution and enables ef-
ficient query resolution. Resolver nodes hence dynamically specialize in storing
information about subsets of all the resources in the system. Queries are resolved
by contacting only a small number of nodes.

Additionally, INS/Twine handles resource and resolver dynamism respon-
sively and scalably by using replication, by considering all data as soft-state
and by applying much slower refresh rates in the core of an INS/Twine overlay
network than at the edges.

INS/Twine scales to large numbers of resources and resolvers. Our experi-
mental results show that resource information and query loads get evenly dis-
tributed among resolvers which demonstrates the ability to scale incrementally
by adding more resolvers as needed.
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Abstract. A distributed real-time system, based on wearable accelerometers and
magnetic sensors, is proposed for location estimation and recognition of walking
behaviors. Suitable for both outdoor and indoor navigation, the system is espe-
cially adjusted for irregular movements indoors. The algorithm, which demands
only small computing resources, performs step detection and classification in
the time domain, allowing the estimation of the size of each separate step inde-
pendently. Since the system finds the user’s position relative to an initial posi-
tion, it is intended to be supplemented with different types of absolute position-
ing information. Making use of map knowledge, as an easily available source of
this information, is analyzed. The conclusion is drawn that referring to the loca-
tions of the corridors and stairways increases the positioning accuracy and re-
duces the effect of magnetic field distortions encountered inside buildings. The
positioning error of different system configurations was 3-10 % from traveled
distance.

1 Introduction

The awareness of a user’s location and activity has principle significance for mobile
computing. Most of the current context aware applications are based on location
knowledge, such as smart workspaces [1,2], guides (e.g. tourists [3,4] and visually
impaired people [5]), and memory aid tools [6-8].

Many researchers are involved in the development of different types of positioning
systems [9]. The dead reckoning systems, based on inertial and magnetic sensors, are
fairly specific with respect to other systems. On the one hand, location estimation
errors could be huge (for example, if magnetic field disturbances effect heading de-
termination). On the other hand these systems don’t need special installation and could
be easily used to complement other types: outdoors, the Global Positioning System
[5,10-13]. Indoors, a dead reckoning system could be combined with infrared beacons

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 211-224, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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or bar code readers, allowing either to improve the precision of positioning or to de-
crease the density of infrared beacons. Additionally, the accelerometers and magnetic
sensors are valuable for the user’s activity recognition such as not moving - walking -
running - going up- and downstairs [14-15], and they are fairly cheap.

In this paper, we describe a simple location estimation algorithm and a recognition
method for the moving activities of the user. Unlike the outdoors style of human
walking, where step length does not vary much [10], the style of human displacements
indoors is fairly irregular. Thus, an indoor positioning system should not rely hard on
the style of previous steps while considering the new one. In the work of Levi and
Judd [16] step determination is done by analyzing accelerometer data. Step size esti-
mation is based on step frequency only, and data processing includes Fast Fourier
Transform, which requires a large number of samples to be stored and does not allow
each step to be analyzed separately.

The methods of Legat et al. [12,13] and Lee and Mase [14] are very similar to that
of Levi and Judd: processing of accelerometer data for step detection, step size esti-
mation based on the step frequency. The last one is calculated using the autocorrela-
tion function of vertical acceleration. Thus, at least two consecutive steps are needed
for analysis. In the work of Lee and Mase [15] the location estimation is done by step
counting only, and the method is able to recognize only certain locations if the user
has come to these locations along a regular route. Step detection is done by using the
peak detection algorithm, applied to vertical acceleration. In the work of Legat et al.
acceleration is sampled at a 150Hz frequency. In the work of Lee and Mase [14,15]
the sampling frequency is lower: 50 Hz.

In our system, the sampling frequency is only 12 Hz. We are interested in the re-
duction of sampling rate and simplification of calculations, because we, inspired by
the notion of "invisible computing" [17], are aiming at embedded applications. We
propose light-weighted step detection and an activity recognition algorithm, based on
the changes in the tilt of the human leg while moving. The algorithm needs a fairly
small amount of data to be stored, so that the algorithm fits in a PIC microcontroller
with only 368 bytes of RAM. Analysis of tilt changes allows finding time duration for
each step independently which is very important for irregular displacements. Tilt of
the leg could be estimated by different means. We tested the use of accelerometers and
an infrared proximity sensor, but finally we have chosen to use the magnetic sensor
data, since tilt is well known to be a hindrance for compass heading determination.
Processing both magnetic sensor and accelerometer data simplifies step detection and
the recognition of different types of human activity. In addition, the activity recogni-
tion is very fast since all data processing is done in the time domain.

Unlike the work that has been referred to earlier, our step size estimation method
takes into account not only the timing characteristics of the step, but also forward
acceleration, which proved to be more robust for the indoors style of walking. For
example, while opening doors, people are making both forward and backward steps.

We also tested the possibility to use the map knowledge as absolute position infor-
mation. Map matching is widely used for the correction of navigation errors in posi-
tioning systems for cars [18] and mobile robots [19], but there are differences com-
pared with our system. As for robots, they are usually equipped with sonars, cameras,
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lasers, etc. and thus are able to detect more features of environment than a system
based on accelerometers and magnetic sensors. Another difference is that unlike ro-
bots and cars, the function of which has mainly to do with avoiding obstacles while
travelling towards certain destination, humans are used to walk inside their offices in a
non-regular manner. The main difference with using this method for cars is that in a
normal office environment the density of intersections is higher than on the road. Due
to these differences, test results have shown that referring to detailed map knowledge
is not worth additional work, but using knowledge only about locations of corridors
and stairways is helpful even in cases of the magnetic field distortions encountered
inside buildings.

2 System Description

Unlike the previous work, we have not tried to combine all sensors and data process-
ing in a single module. Instead, we were interested in the collective context awareness
of a number of smart devices. Fig. 1 presents the current prototype together with our
vision of the system after further development.

Fig. 1. Current prototype (on the left) and the future system (on the right)

Sensor boxes called SoapBoxes [20] were developed in our research institute for re-
search purposes. This is a generic hardware, and its description is presented in the
Pervasive 2002 conference in the paper of E. Tuulari et al. "SoapBox: A Platform for
Ubiquitous Computing Research and Applications". SoapBoxes include a PIC 16F877
microcontroller, a short range radio, two 2-axis accelerometers ADXL 202E (together
they provide 3-axis accelerometer data), 2-axis magnetic sensor HMC 1022, light
sensor and infrared proximity sensor. The last one could also work as an infrared light
detector, so that the positioning system would be able to correct the accumulated er-
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rors by detecting signals from infrared transmitters fixed at certain places. This feature
is not implemented yet. The light sensor has not proved to be useful for us because of
the dark northern winter, thus the current system uses accelerometer and magnetic
sensor data. Our system consists of two or three sensor boxes and a notebook PC. All
sensor boxes are small and light (approximately the size of a matchbox) and capable
of wireless and wired communication and some data processing. Data is sampled at
the rate of 12 Hz. One of the boxes is placed on the back of user’s waist and the other
one or two - on the legs. Currently, we attach the sensor box to the user’s ankle, but
looking forward to the time when sensor boxes of extremely small size (one cubic
millimeter, as proposed in the "Smart Dust" project [21]) will be widespread and
cheap, we are thinking about location-aware shoes.

Accelerometers in our sensor box have a fairly high noise level, up to 0.5m/s2.
Therefore, we have to use a digital "moving average" filter [22] with a sliding time
window of five samples. We apply the same size of window to all data.

The sensor box on the leg is used for step detection and step size estimation. The
sensor box is attached to the side of the ankle in such a way that when the user is
standing, one of the magnetic sensors (along X-axis) lies parallel to the ground and
points forward. It is intended to be fixed on the side surface of a shoe, near the heel. In
this position, the accelerometer sensors point forward (X-axis), upward (Z-axis) and
sideward (Y-axis). Currently, we assume that the sensor box will be fixed firmly. In
the case of boxes on both legs each box data gives independent results. In the case of
only one box the assumption is made that the one leg displacement is always followed
by exactly the same step of the other leg. Such an assumption is not that wrong as
might seem from the first impression. First of all, many people are used to start walk-
ing from the same leg most of the time. Second, one extra step matters only if the user
stops very many times while walking or turns very often, which is not always the case.
Finally, analysis of data from the box on the back can help to eliminate such extra
steps.

The sensor box fixed on the back is used for heading determination. It could be also
used for distinguishing between standing and sitting, which is impossible to do with
boxes on the legs. While walking, magnetic sensors on the back undergo some tilt. In
order to decrease the tilt influence on the heading determination, we use a low-pass
filter. However, a better compensation for tilt should be added to the heading determi-
nation algorithm.

The personal computer is responsible for data synchronization. Each time data from
the sensor box on the back arrives, the algorithm checks if the direction of movement
has been changed (currently we use an 8-point compass in order to simplify calcula-
tions). The algorithm keeps the array of compass headings together with correspond-
ing time stamps of the start and end of moving in the same direction. When the new
step is detected, the computer checks compass heading information during the time
period of the step and calculates the displacement. If the compass heading has been
changed while stepping, the resulting direction and the length of the step are calculated
according to simple rules, depending on the time duration of moving in each direction.
In cases of neighboring directions being close to each other, the weighed sum of them
is taken as the resulting direction.
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After calculating the new position, the personal computer checks if it is consistent
with the map knowledge, provided that such knowledge is available. The system is
capable of both using the detailed map knowledge, including all door and wall coordi-
nates, and using only partial map knowledge, namely, locations of corridors and stair-
ways. In the case of using the entire map knowledge, any displacement inside a room
is allowed as long as the estimated path does not go through a wall, but leaving the
room is possible only through a door. The map-matching method used is curve-to-
curve topological matching [23].

In case of referring only to the position of corridors and stairways, the first thing for
the system to do is to recognize one of the two special types of user behavior: "walk-
ing along a corridor" and "walking up or down the stairs". Similarly to the map
matching algorithms for cars [18], it is assumed that if the user has traveled reasonable
distance in the direction of the corridor, he is in the corridor. In the cases when the
system recognizes "walking along a corridor" behavior, it uses curve-to-curve topo-
logical matching [23] in order to correct the only coordinate (orthogonal to the direc-
tion of corridor). If the user’s activity is recognized as "walking up or down the stairs",
the user is assumed to be in a stairway. In the cases when the system recognizes an
"end of stairs" reference point, it corrects both coordinates and counts how many stair-
cases up or down the user has walked. In this case the map is much simpler and does
not contain information about rooms and doors locations. Only corridors (as arcs) and
corridor intersections and stairways (as nodes) are presented. At present, the system
does not recalibrate step length from the map matches. Since it is a relative positioning
system, it should be initialized by means of coordinates of starting point.

In our current prototype most of data processing is performed by the PC, but this is
subject to change. The algorithm for step detection and classification fits in the micro-
controller inside the sensor box. Currently sensor boxes communicate with the PC via
serial cables and the communication protocol for wireless communication is under
development.

The data analysis process is shown in Fig. 2.

accelerometer step detection . activity
. data . heading
and magnetic . preprocessing and Lo and updated
collection . . determination .
sensor data classification position

Fig. 2. The data analysis process

3 Step Detection and Activity Recognition

Unfortunately for the heading determination, the earth’s magnetic field has a vertical
component which influences magnetic sensor readings significantly in the case of the
tilt. In the Northern Hemisphere, the angle of the magnetic field to the surface of the
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earth is roughly 70 degrees down toward the north [24]. This feature has appeared to
be useful, however, for step count. While walking, the human leg tilt occurs naturally.
On the graph of the magnetic sensor data (see Fig. 3) one step corresponds to one
period of oscillations. Accordingly, the time duration of each step could be found as
the time difference between two adjacent minima independently from the previous
steps. If the person is standing, no pronounced peaks in magnetic sensor data appear.
Fig. 3 demonstrates that step count by processing magnetic sensor data is easier than
by processing accelerometer data, especially for slow steps.

In order to count steps, the algorithm looks for minima and maxima in the incoming
magnetic sensor data and calculates both the difference between the peak values in the
adjacent minimum and maximum and time interval between the neighboring minima.
A step has occurred, if the amplitude difference is higher than a certain threshold
amplitude A, and the time duration of the step is shorter than time threshold t},. The

threshold tg, is chosen to be 2.5 s., since typical walking frequencies are known to be

within the range of 0.5 to 3 Hz [13]. The step size is estimated based on a simple look-
up table, and depends on the time duration of each step and peak value of forward
acceleration in the vicinity of the magnetic sensor minimum. The method does not
need a lot of data to be stored. As for acceleration data, we need only the maximum of
forward acceleration during the last five samples. When the minimum of a magnetic
sensor signal is detected, we look at the next five acceleration data samples and find
the maximum value among these ten samples. This value serves as the acceleration
peak for the look-up table. This method allows reducing the rate of erroneous step
detection when the user is sitting and moving his legs. It also allows assigning the
correct step size to slow, but long steps and short fast steps, which would be impossi-
ble based only on the time value. (Both cases are not typical and don’t appear often in
normal walking, but they happen while moving in a crowded area.) Currently our
look-up table consists of five possible step lengths for walking. During our tests we
have concluded that certain improvements in the resolution may be achieved with a
more detailed look-up table. It is important to remember that values in the table are
highly dependent on the personal style of walking. Our table was created experimen-
tally: the user was asked to walk slowly, normally and fast along the corridor. The
table includes the average step sizes of fast and slow walking together with two values
for moderate walking and one for very slow walking. In the future, these values should
be adapted automatically for different users by making use of absolute positioning
information, for example from infrared beacons.

Most office buildings consist of more than one floor, so navigation systems should
be able to notice if the user is going upstairs or downstairs. Knowing the stairs location
could help to compensate for relative location errors. The proposed algorithm distin-
guish between level walking, ascending and descending stairs by comparison of peak
values of magnetic sensor data, forward and vertical acceleration data. Smaller am-
plitude of forward acceleration and magnetic sensor data, but higher amplitude of
vertical acceleration characterizes upstairs and downstairs walking. Running is very
easily recognizable by the highest forward acceleration values and highest frequency
of steps.
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Fig. 3 presents the patterns of different types of activity. Unlike the accelerometer
data, there is a shift in the graph of magnetic sensor data along the vertical axis. The
shift is due to the change of direction of movement and has nothing to do with activity
recognition.

1 2 3 4 5 &

magnetic sensor

forward acceleration

vertical acceleration

200 250 300 350 400 450 500 550 0.0 B30 700 750 0.0 850 ao
Time, s

Fig. 3. Magnetic sensor, forward and vertical acceleration data during slow (1), normal (2), fast
(3) walking, running (4) and going up- (5) and downstairs (6) with short periods of standing
between these activities. The sensors are fixed on a leg. Forward and vertical acceleration stands
for the data from two orthogonal accelerometer axes, X and Z (see Fig. 1), magnetic sensor
stands for the data from the sensor pointing forward along X axis

4 Experimental Results

Here we present the results for three experimental routes shown in Fig. 4 and Fig. 5.
To begin with, the first route consists of long and short curvy paths on level ground.
Next, the activities of going upstairs and downstairs were added to the second one.
Finally, the act of passing nearby a source of strong magnetic field distortions was
added to the third route. All the routes started and finished sitting in the chair near a
computer in the user’s working room (position A in Fig. 4 and Fig. 5). Thus, they all
consist of standing up, visiting rooms of two colleagues (the positions where the user
stopped in these rooms are marked on the plan as B and C), returning back to the po-
sition A and sitting down in the same chair. Similarly to a real working situation, the
door to the colleague’s room had to be opened sometimes, and sometimes the door had
already been opened. In the second and third routes, the heavy doors across the corri-
dor and to the stairway needed to be always opened, two of them with a magnetic key.
This means additional steps forwards and backwards. Thus, the style of displacements
was really irregular. In the start of each run, the system was initiated with the coordi-
nates of the user’s chair in the working room. In the future smart office, the system
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should discover the initial coordinates automatically, for instance, with the help of
infrared or RF beacons.

The coordinates given by the positioning system in each test position were com-
pared with the correct coordinates. Absolute positioning error is calculated as

[ 2 2 . . . .
e, + e, where e, and ey are the errors in the corresponding coordinate. Relative

error is the ratio of the absolute error to the full pass. The accuracy of absolute error
estimation is approximately 0.3 m since with a natural style of walking it is impossible
to stop exactly in the same place and since the human body occupies some space.

The first test was performed in three different modes: without using any kind of
map knowledge, by referring to the positions of corridors, and by using all the map
knowledge, including all door and wall coordinates. The second and third tests were
performed in two modes: without using any kind of map knowledge, and by referring
to the positions of corridors and stairways. One user performed all the tests 20 times in
each mode.

4.1 System Performance on Level Ground
The first route (Fig. 4) was chosen to lie on the same floor. It allowed us to evaluate

the accumulation of errors both on long paths and on short curvy paths. The distances
between the rooms are indicated on the plan.

24m Jm

Fig. 4. Schematic plan of the first experimental route. The user traveled from position A to
positions B and C and back to position A

In the case where the sensor box was attached to one leg only, it was assumed that
after one leg step exactly the same step of the other leg followed. Experiments show
that, on long relatively straight paths, such assumption is acceptable, but the situation
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changes if there are many turns on the short path, like from position B to position C.
The accuracy of the location estimation was the worst in position C for that reason,
and the contribution of errors in the main walking direction (along the X-axis) be-
comes comparable with errors in the orthogonal direction. However, it could be
amended by separate treatment of steps while turning, the first steps after standing and
last steps before stops. Step count accuracy could also be improved by analyzing of tilt
of the sensor box on the back.

Table 1. Test results for the sensor box attached to one leg only, first route

without using any map knowl- referring to corridor coordi- using all the map knowl-
Path edge, absolute/relative error nates only, absolute/relative edge, absolute/relative error
error
Average worst case average worst case average worst case
A-B 1.5m/4.8% 3.0m/9.7% 1.3m/4.2% 2.5m/8.1% 1.0m/3.2% 2.8m/9.0%
A-B-C 2.1m/5.3% 5.1m/13% 1.8m/4.6% 3.6m/9.1% 2.2m/5.6% 3.7m/9.4%
A-B-C-A 3.4m/5.1% 5.5m/8.3% 3.0m/4.5% 4.0m/6.0% 2.2m/3.3% 4.3m/6.5%

From the table above we draw the conclusion that referring to the entire map
knowledge is not worth the amount of data stored and additional reasoning. When
compared with the case of referring to corridor coordinates only, the average error is
smaller in case of entire map knowledge, but the worst case is worse.

Referring to the corridor coordinates does not allow improving accuracy in position
estimation in the X direction, but it removes part of errors in the Y direction. It is
especially important when the disturbances in the magnetic field briefly distort head-
ing determination.

When sensor boxes are attached to both legs, accuracy does not increase signifi-
cantly for long paths, as expected. For short paths, like that from position B to position
C, the difference in results is more noticeable, but not as much as we were expecting.
The reason is that finding the direction of the step is not easy when a person is turning.
The sensor boxes on both legs have proved to be most useful for such irregular dis-
placements like opening and closing doors and intermittent walks, which are fairly
common in office environment.

Table 2. Test results for sensor boxes attached to both legs, first route

without using any map knowl- referring to corridor coordinates using all the map knowl-
Path edge, absolute/relative error only, absolute/relative error edge, absolute/relative error
Average worst case average worst case average worst case
A-B 1.4m/4.5% 2.8m/9.1% 0.9m/3.0% 2.6m/8.4% 1.0m/3.2% 2.5m/8.1%
A-B-C 2.1m/5.3% 3.9m/9.8% 1.5m/3.8% 3.2m/8.1% 1.7m/4.3% 2.7m/6.8%
A-B-C-A 3.0m/4.5% 5.0m/7.5% 2.1m/3.1% 4.1m/6.1% 2.2m/3.3% 4.0m/6.0%

The results presented in Table 2 show again that referring to the entire map knowl-
edge is not reasonable. If we count the number of occasions when position estimation
error was less than 5% from the path traveled, we get the following numbers: in the
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case of entire map knowledge in position B there were 90% of such occasions, in
position C 40%, and in case of corridor coordinates knowledge 75% and 70% corre-
spondingly. Thus, referring to the entire map knowledge increases the accuracy of
position estimation only when the positioning errors are less than half the distance
between neighboring doors. For some office buildings this means that the location
estimation error should be less than 1 meter, which is not easily achievable by means
of dead reckoning.

4.2 System Performance with Upstairs and Downstairs Walking Included
The two other routes (the second and the third ones) were performed in two modes:

without using any map knowledge and with referral to stairway and corridor coordi-
nates. The schematic plan of the routes is presented in Fig. 5.
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Fig. 5. Schematic plan of the second and third experimental routes. The positions A, S and C
are same in both routes. The position By belongs to the second route, the position B3 to the

third one. The user traveled from position A to the position S, then upstairs to the position By or

B3, then downstairs to the position C and back to the position A

The second and third experimental routes were longer than the first one and in-
cluded going up and down the stairs. Similar to the first route, these routes also started
sitting in the chair near a computer in the user’s working room (position A). The first
point where positioning error was estimated (position S) was chosen to be near the
door to the stairway on the same floor. In the second route the next point (position By)
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was one floor up and seven meters away from the stairs. After visiting position By the

user turned back, went downstairs and checked his coordinates in position C, located
six meters away from the stairs on the floor from which the user started the trip. After
that the user returned to his room (position A) and sat down in the chair.

The second route allowed us to estimate the recognition of upstairs and downstairs
walking. Some of the steps were not recognized correctly; this was the case especially
with the first steps after standing, and with slow steps. This was due to the small tilt of
the leg. For the first steps after landings it was difficult to distinguish upstairs from
downstairs walking, but the overall performance was fairly good. No errors were re-
corded in switching from one floor to another either on the way upstairs, or down-
stairs. Our experiments have shown that step detection works reliably also in cases
when the angle between a magnetic field and a magnetic sensor changes, but because
the values in the look-up table for the classification of upstairs and downstairs walking
are dependent on this angle, some additional reasoning needs to be included in the
algorithm.

The results presented in Table 3 show that referring to the locations of stairways
and corridors significantly improves positioning accuracy in spite of the fact that the
recognition errors for "end of stairs" reference points are one-two meters. These "end
of stairs" errors partly depend on the way the user opens the heavy doors from the
stairs to the corridor. While opening these doors, the user has to make extra forward
and backward steps, most of them short and slow. Such steps are most difficult to
detect and classify correctly, mainly due to lower acceleration. As was mentioned
before, the accelerometer noise level is fairly high in our sensor boxes, which results
in a significantly distorted acceleration peaks of slow steps.

Table 3. Test results for sensor boxes attached to one leg only, second route

without using any map knowl- referring to stairway and the kind of map knowl-

Path edge, absolute/relative error corridor locations, absolute edge used on the way
error from previous position

average worst case average Worst case

A-S 2.3m/6.8% 3.4m/10.0% 1.4m 3.1m referring to corridor

A-S-B, 3.7m/6.9% 6.3m/11.8% 1.6m 3.0m referring to stairway on
the way up
A-S-B,-C 5.2m/6.6% 7.5m/9.5% 2.0m 3.8m referring to stairway on
the way down
A-S-B5-C-A 6.4m/5.5% 8.5m/7.3% 2.9m 5.5m referring to corridor

4.3 System Performance in the Presence of Strong Magnetic Field Distortions

The third experimental route (see Fig. 5) was similar to the second one, with the only
difference that position B3 was moved further along the corridor so that the user had

to walk beside a group of large copy machines and printers. The results of this test are
summarized in Table 4. Since the test did not bring any new information about paths
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A-S and C-A, they are not included in the table. With this route we tested the effect of
strong magnetic field distortions on position estimation and got two positive results.
First, the step detection algorithm was not influenced by these distortions. Second,
referring to the locations of corridors and stairways decreases positioning errors even
in the presence of big errors in heading determination (up to 90 degrees). The im-
provement in position B3 is less noticeable because the algorithm was not able to

recognize "walking along the corridor" behavior correctly when the compass gave
wrong data on several consecutive steps. Location estimation error in position C in the
case of referring to the stairways coordinates is little bit higher than in the previous
test, probably because of additional movements while opening the doors.

Table 4. Test results for sensor boxes attached to one leg only, third route

without using any map knowledge, referring to stairway and the kind of map knowl-
Path absolute/relative error corridor locations, abso- edge used on the way
lute error from previous position
average worst case average Worst case
A—S-B3 5.6m/8.6% 10.1m/15.4% 3.1m 7.8m referring to stairway on
the way up and corridor
A—S—B3—C 8.1m/7.9% 13.0m/12.6% 23m 4.1m referring to stairway on
the way down

5 Conclusions and Future Work

The distributed walking behavior recognition and location estimation system, pro-
posed in this paper, showed reliable performance for step detection, step size estima-
tion and classification of running, level walking, ascending and descending of stairs
for one user. No errors were recorded in switching from one floor to another either on
the way upstairs, or downstairs. The average error was found to be around 5% from
the total pass in case of level walking, and around 7% when upstairs and downstairs
walking was included (the increase of average error is due to the imprecise recognition
of upstairs and downstairs activities). In the presence of magnetic field distortions,
which influences the heading determination, the average error was found to be around
9%. These values were obtained by averaging over 20 passes for each of the three
different routes. As a result, the accuracy of location estimation without absolute posi-
tioning information does not allow neighboring rooms to be distinguished reliably in
our office environment.

The rationality of using map matching in an indoor environment was also tested.
Experimental results show that referring to the locations of corridors and stairways
significantly increases positioning accuracy, especially in cases of strong magnetic
field disturbances. In these tests the average error does not exceed 5%.

The system is intended to be combined with an absolute positioning system based
either on infrared beacons or radio communication, and the comparison of these two
types should be investigated. The current prototype is built with the help of generic
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hardware, and step detection and activity recognition algorithm can run on the micro-
controller inside the sensor box or on some specific hardware embedded into shoes,
for example. Also a new wireless sensor board called Smart-It could be used for con-
text recognition [25]. Smart-Its sensor boards are developed in EC project called
Smart-Its.

Our future work includes changes in data processing algorithms, improvement of
synchronization between different parts of the system and analyses of data from other
sensors, mainly infrared proximity sensors. Future work also includes searching for
fast ways of tuning parameters for different walking styles and doing it online ac-
cording to absolute positioning information. Currently we are working on modifying
the prototype to utilize the wireless capabilities of the sensor boxes and to achieve
stronger distribution of computations. The algorithm demands only small computing
resources and is developed for use in small-scale embedded devices. It is planned to be
used in a distributed context recognition system for collective context awareness in
office and home environments.
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Abstract. With the increasing popularity of mobile computing devices, the need
to access information in mobile environments has also grown rapidly. In order
to support such mobile information accesses, location-based services and mobile
information systems often rely on location-aware data management mechanisms
like location-aware caching, data dissemination or prefetching. As we explain
in this paper, the location-awareness of such mechanisms is only useful, if the
accessed information is location-dependent, i.e. if the probability with that a certain
information object is accessed depends on the user’s location.

Although the location-dependency of the accessed information is crucial for the
efficiency of location-aware data management mechanisms and the benefit they
can get out of their location-awareness, no metric to measure the location-depen-
dency of information has been proposed so far. In this paper, we describe such a
metric together with a second one for a further important characteristic of mobile
information accesses, the so-called focus.

1 Introduction

Location-based services provide their users with local information depending on their
current geographic position. For example, a user can ask for nearby restaurants or the
shopping centers in his proximity. An important requirement for such location-based
services to be beneficial is that the offered information is location-dependent, i.e. that
the relevance of each information object for the user depends on his location.

Such a location-dependency is not only exploited for the pre-selection of information
in location-based services but also in many other data management mechanisms support-
ing mobile information systems. Since they consider a user’s location, these mechanisms
are called location-aware. Examples are location-aware caching [[11]5], dissemination
[6]], prefetching [4], and hoarding mechanisms [].

So far, the location-dependency has been mostly considered as a binary characteristic
of an information system, i.e. an information system respectively the information offered
by the system was said to be location-dependent or not. However, we claim that there is
a complete spectrum of mobile information systems, which differ in the degree of their
location-dependency. This spectrum ranges from inherently location-dependent systems
to location-independent systems with many nuances in between.

In inherently location-dependent systems each information object belongs to a fixed
location and is only accessed when the user is located there. An example for such a

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 225-238] 2002.
(© Springer-Verlag Berlin Heidelberg 2002
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system is a map application showing the user a map of his environment [[13]. A browser-
based mobile tourist guide is an example of a system that is neither inherently location-
dependent nor location-independent. Although the user can potentially access all infor-
mation objects available in the information space from any location, he will in most
cases preferably access information about his current environment. In contrast, wireless
web browsers [3] will mostly be used in a location-independent manner. For example,
if a user looks for his stock quotes, his location will usually have no influence on which
quotes he requests.

The location-dependency of the information available in a mobile information system
strongly influences the amount of data a user needs at a certain location and with it the
amount of data that has to be cached, disseminated or prefetched for a certain location.
Therefore, the location-dependency is crucial for the efficiency of location-aware data
management mechanisms. In this paper, we propose a metric that allows to quantify the
location-dependency of a single information object as well as that of a whole information
space. Thereby we provide a means to better understand what location-dependency is
and to decide whether using a location-aware data management mechanism is suitable
or not.

In addition to the location-dependency, we discuss a further characteristic of mobile
information systems, which we call the focus. It also has a strong effect on the efficiency
of location-aware data management mechanisms.

Finally, we use a hoarding mechanism [8]], which we developed for a platform sup-
porting location-aware applications [7], as an example to illustrate how the discussed
characteristics influence the efficiency of a location-aware mobile data management
mechanism.

The remainder of this paper is structured as follows: in the following section, we
discuss the related work, before we introduce two metrics to measure the disparity of
frequency distributions in Section[3l Next, in Section @and Section[3, we describe our
metrics for the location-dependency and the focus. Afterwards, we evaluate the metrics
and give an example for their application in Section [@l Finally, Section [Zlconcludes our

paper.

2 Related Work

To our knowledge, no measure for the location-dependency of an information space
has been proposed so far. For the location-dependency it is important, how information
requests are distributed over the area, in which the information system is accessible. Such
a spatial distribution also plays an important role in wireless ad hoc sensor networks.
There, the distribution of the sensors strongly influences the coverage of the sensor
network.

However, most work in this area is focused on the question of how to arrange a set of
sensors to observe an area, room, or building as good as possible. Only a few work has
been done on measuring the coverage [9410]. In these articles, coverage is measured in
terms of how well an object that crosses the area covered by the sensor network can be
observed. The inequalities in the spatial distribution of the sensors are not considered.
In contrast, the inequalities in the spatial distribution of the information requests have
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strong impact on the location-dependency and must therefore be considered when
measuring this dependency.

Inequalities in spatial distributions are often considered in social sciences, e.g. in-
come or wealth inequalities [1/12]. There, the Herfindahl coefficient and the Gini coef-
ficient are widely used to measure the inequalities. These two coefficients are also the
basis of our metric. In the following section, they are discussed in detail.

3 Preliminaries

Basically, our idea to measure the location-dependency of an information object is to
consider how the requests for the object are distributed over the area in which the
information system can be accessed. If many requests are concentrated on a few locations,
the object is obviously only relevant at certain locations, i.e. it is strongly location-
dependent. However, if the requests are equally distributed over the plane, the object’s
relevance for the users does not depend on their location, i.e. the object is location-
independent.

In spatial statistics two coefficients, namely the Herfindahl and the Gini coefficient,
are commonly used to describe such inequalities in frequency distributions. Since we
also use these coefficients for our metrics, we describe them in this section.

A frequency distribution is a function f : O — N that assigns to each unit of
observation o € O the absolute frequency with that it occurred during an observation.
An example for a frequency distribution is a function that assigns to each information
object within an information space the number of requests that occurred for the object
during a certain period of time. In the following, N = |O| denotes the number of
different units of observation that might occur. We assume that the units of observation
are consecutively numbered from 1 to N. Hence, f(¢) denotes the frequency with that
the unit of observation ¢ occurred.

3.1 Herfindahl Coefficient

The Herfindahl coefficient HC is defined as the sum of the squares of the relative
frequencies with which the units of observation occur:

2
HC = ey
; ] 1 f( )

For the Herfindahl coefficient values between —+ 7 and 1 are possible. It is minimal,
when the frequencies are equally distributed, whereas the maximum value is reached,
when only one certain unit of observation occurs at all.

3.2 Gini Coefficient

The Gini coefficient is based on the Lorenz curve, which can be used to depict inequalities
in frequency distributions. To construct a Lorenz curve, the frequencies f (i) first have
to be sorted in an increasing order, i.e. we have to ensure that

J() < f2) < ... < F(N —1) < f(N). @)
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The Lorenz curve is then constructed as polygon through the points
(0,0), (u1,v1), (uz,v2), ..., (uN—1,98-1), (uN, VN)- (3)

The coordinates of each point (u;, v;) are calculated as follows:

u; = and v = i # “4)
= k=1 f(R)

This means that the Lorenz curve is obtained by plotting the cumulative relative
frequencies with that the units of observation occur during the observation period against
the share of considered units of observation. If the considered frequencies are equally
distributed, the Lorenz curve is equivalent to the 45 degree line. The bigger the area
between the Lorenz curve and the 45 degree line is, the higher is the inequality in the
corresponding frequency distribution.

In Table[Ilan example for a frequency distribution is given. It shows how 100 informa-
tion requests might be distributed over an information space containing 10 information
objects, i.e. N = 10. Besides the absolute request frequencies f (i), the share of the
considered units of observation, and the cumulative relative frequencies are included in
the table. Figure [[]shows the corresponding Lorenz curve together with the 45 degree
line.

Table 1. A frequency distribution

Object Number of Share cumulative rel.

ID Requests frequencies
1 4 0.1 0.04
2 5 0.2 0.09
3 5 0.3 0.14
4 6 0.4 0.20
5 7 0.5 0.27
6 8 0.6 0.35
7 9 0.7 0.44
8 12 0.8 0.56
9 16 0.9 0.72
10 28 1.0 1.0

The Gini coefficient GC is defined as the ratio of the area enclosed by the Lorenz
curve and the 45 degree line to the area enclosed by the 45 degree line and the x-axis. It
can be calculated as follows:

2. N i f(i) N+1
C= : - ®)
N-N fG) N
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Like the Herfindahl coefficient, the Gini coefficient is minimal (GC = 0) when the
frequencies are equally distributed, and maximal (GC = %), when only one certain
unit of observation occurs at all. Often the normalized Gini coefficient GC™* = % -GC
is used in order to get values ranging from O to 1.

3.3 Comparison

The difference between the two coefficients is that the Gini coefficient solely reflects
relative concentrations, whereas the Herfindahl coefficient also expresses the absolute
concentration of a frequency distribution.

Thereby, absolute concentration means that the observed incidences are distributed
over a small set O of possible units of observation, e.g. if an information space only con-
tains a few information objects. Thus, the absolute concentration can be high, although
the frequencies are equally distributed. Whereas relative concentration means, that a big
part of the observed incidences is distributed over a small part of all possible units of
observation. This implies an unequal frequency distribution.

4 Location-Dependency

In this section, we describe our metrics for the location-dependency of a single informa-
tion object and that of a complete information space. In both metrics we assume that the
coverage area of the information system, i.e. the area where the system can be accessed,
is separated into a set .S of equally sized squares, which do not overlap each other.

4.1 Definitions

As explained above, the location-dependency of an information object should describe,
how strong the requests for this object are concentrated on certain locations. Thus, we
define the location-dependency of a single information object as follows:

Definition 1. Let i be an information object and f : S — N a frequency distribution
that assigns to each square s € S the frequency with that the information object i has
been accessed in the square s. Then, the normalized Gini coefficient of the distribution
f is called the location-dependency of the information object 1.
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We chose the Gini coefficient for the definition of the location-dependency because
we want our metric to reflect solely the distribution of the information accesses over the
grid. The Herfindahl coefficient would also reflect the number of considered squares.

In order to make estimations about the benefit of location-awareness for a mobile

data management mechanism, it is not enough to analyze only one single information
object. Therefore the whole information space has to be considered. Thus, we also define
the location-dependency of an information space:
Definition 2. Let IS be an information space and f : IS — N a frequency distribution
that assigns to each object in the information space the number of requests that occurred
for this object during the observation period. Let furthermore | : IS — [0,1] be a
function that assigns to each object in the information space its location-dependency.
Then, the location-dependency L of the information space is defined as the weighted
average of the location-dependencies of the objects in the information space:

i
Loy L0
iels Zjels f()
According to our definition, the location-dependency of an information space lies
between 0 and 1, where O indicates a location-independent information space and 1

indicates an inherently location-dependent information space.

-1(3) (6)

4.2 Discussion

Unfortunately, a high location-dependency is only a necessary condition for a beneficial
effect of a data management mechanism’s location-awareness. That it is not a sufficient
condition can be seen from the access matrix given in Figure 2] The matrix shows how
often each of the five considered information objects i1, . . ., i5 are accessed in each of
the five considered squares sy, ..., ss. The value given in row m and column 7 states
how often the information object i,, is accessed in square s, .

o©
N

Mt
o

0.6 h

05 h

04 E

0.3 N b

100 200 300 400 500
Length of Square Side

Observed Location Dependency

Fig. 2. Strongly location-dependent ac-

cess matrix Fig. 3. Location-dependencies observed with dif-

ferent grid resolutions

Since each information object is only accessed in one square, we have a strongly
location-dependent information access (L = 1). However, a location-aware mobile data
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management mechanism can not profit from this location-dependency, because all ob-
jects are accessed in the same square s3. For example, a location-aware filter mecha-
nism could not filter out any information objects, if the user is located in square s3.
A location-aware caching strategy also can not profit from knowledge about the user’s
position, since in all squares each information object is of the same value. Hence, a
strong location-dependency is only a hint that exploiting location-awareness might be
beneficial.

So far we have not made any assumption about the size of the squares in the set .S.
However, it has to be reasonably chosen. If the squares are too big, i.e. the resolution of
the grid is too small, inequalities in the frequency distributions are hardly recognized.
The worst case is, if the whole coverage area of the information system consists of just
one square. Then, inequalities can not be observed at all. Because, if only one square is
considered, the access frequencies are trivially the same in all squares.

In Figure [3 this effect is illustrated. It shows the observed location-dependencies
for a certain information object, which we got using different grid sizes. Although we
always used the same, quite location-dependent, access pattern, we got different values
for the observed location-dependency. As expected, the observed location-dependency
decreases with a decreasing grid resolution, i.e. an increasing length of the squares’
sides. For a length of a square side of up to 100m, what corresponds to 100 squares
in the considered 1000m x 1000m coverage area, we get acceptable values for the
location-dependency. For bigger squares the accuracy becomes poor and the observed
location-dependency is noticeably lower than the actual one.

However, the square size should not be too small either because smaller squares
obviously imply higher storage costs and computational costs for the determination of
the location-dependency. Moreover, if the squares are smaller, more requests for an
information object have to be observed to make a general statement on how the requests
to the object are distributed over the squares. This means that the observation periods
have to be longer.

5 Focus

In this section, we introduce the focus of a mobile information system as a second
characteristic that has a strong impact on the efficiency of location-aware mobile data
management mechanisms.

5.1 Definitions

As shown in the previous section, a high location-dependency alone is not enough to
guarantee a high benefit from considering a user’s location. In addition, it is also impor-
tant that at each location, only a specific part of all available information is accessed.
This means, that we also have to consider, how the information requests originating from
each location are distributed over the information space. Therefore, we define the focus
as follows:

Definition 3. Let s € S be a square and let f : IS — N be a frequency distribution that
assigns to each information object in IS the frequency with that it has been accessed
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within the square s during the observation period. Then, the focus within the square s
is the Herfindahl coefficient of the distribution f.

This time we chose the Herfindahl coefficient for our definition, since now the abso-
lute number of information objects requested in a square is also important, not only the
inequality in the frequency distribution. For example, the number of objects that should
be cached or prefetched for a certain square grows with the absolute number of objects
that the average user requests there.

For a good estimation of a location-aware mechanism’s performance, all squares
have to be considered. The contribution of each square should correlate with the number
of requests originating from this square, because the focus in a square with only a
few requests will have less impact on the performance of a location-aware mechanism
than that of a square with many requests will have. Thus, we define the the focus of
an information system as the weighted average of the focuses observed in each square
ses:

Definition 4. Let fr : S — N be a frequency distribution that assigns to each square
s € S the number of information requests that occurred there during the observation
period. Furthermore, let fo : S — [%, 1] be a function that assigns to each square
s € S the focus observed there. Then, the focus F' of the according information system
is defined as follows:

fr(s)

ZiES fr(i)

With this definition values between %, where N is the number of objects in the
information space, and 1 are possible for the focus of an information system. The value
% indicates that within each considered square all objects of the information space are
accessed with the same frequency. A value of 1 for the focus indicates that within each
square only one information object is requested.

F =
seS

- fo(s) )

5.2 Discussion

Similar to the location-dependency, a high focus alone is also no guarantee for a beneficial
use of a location-aware mechanism. For an example, consider the access matrix in Figure
Hl With this access pattern, we will get a high focus, since in each square only one
information object is accessed. However, a location-aware mechanism can not profit
from the knowledge of a user’s position, since information object 3 is preferred at any
location, what can easily be observed without any location-awareness.

Note, that the location-dependency is O for the access pattern given in Figure 4l In
fact, if both the location-dependency and the focus are high (see Figure[3)) the benefit from
using location-awareness will also be high. Because then, at each location many requests
are concentrated on a small part of the available information objects (high focus) and
the preferred information objects will differ between different locations (high location-
dependency). Thus, location-awareness can then be used to identify the objects which
are specifically preferred at each location. Without considering a user’s location, all
information objects could seem to be of equal popularity. This would be, for example,
the case with the access pattern given in Figure [3
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6 Evaluation

In this section, we determine the location-dependency and the focus of some typical
access patterns in order to give an idea about the meaning of concrete values obtained
with the metrics. We also analyse how important parameters of the access patterns
influence these values. Finally, we use a location-aware hoarding mechanism as an
example to show how the location-dependency and the focus may effect the efficiency
of a location-aware mobile data management mechanism.

6.1 Location-Dependency

For the analysis of the location-dependency, we assume that the considered information
system covers a quadratic area of 1000m x 1000m. For the determination of the location-
dependency the coverage area was separated into 1600 squares measuring 25m x 25m.
We always considered the requests for one single information object. In order to specify
the origin of an information request we used a coordinate system with a resolution of 1
meter, with (0, 0) representing the upper left corner of the coverage area and (1000, 1000)
the lower right corner.

(a) (b) (© (d)

Fig. 6. The considered access patterns
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Location-Independent Access. For the simulation of a location-independent access, we
assumed that the coordinates from which the requests for the considered information
object originate are both equally distributed over the range from 0O to 1000. In Figure
a graphical representation of this access pattern is given. It shows the number of
requests for the considered information object that occurred in each square during the
observation period. The brighter a square is depicted the higher is the number of requests
originating from this square. Since in all squares approximately the same number of
requests occurred, the brightness of the squares does not differ much. And, as expected,
we get a very low value for the location-dependency: 0.023.

Hot Spot Access. For the simulation of the wide spectrum of location-dependent infor-
mation accesses, we used an access pattern, which we call the hot spot access pattern.
In this pattern, the requests for the considered information object primarily originate
from one or more hot spots. If there is more than one hot spot, we first randomly select
one of the hot spots as the origin of a request. Each hot spot is selected with the same
probability. Afterwards, the coordinates, where the information object was requested, are
determined. Therefore, we assume that the x- and y-coordinate are distributed according
to a gaussian distribution around the coordinates of the selected hot spot.

Thus, this pattern has two important parameters, which allow to simulate informa-
tion accesses with quite different location-dependencies. These two parameters are the
number of hot spots and the standard deviation ¢ of the gaussian distribution. Figures
and show examples for the hot spot access pattern, with three hot spots and
a standard deviation of 100, and with one hot spot and a standard deviation of 50. The
plots in Figure [7] show the location-dependencies we get with one and three hot spots
for different values of 0.

1 ho\ spot A
3 hot spots ——x— |
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Fig. 8. Effect of the number of hot spots on the
location-dependency

Fig.7. Location-dependencies with different
standard deviations

In Figure Rlthe location-dependencies are shown, which we got for different numbers
of hot spots. The hot spots were evenly distributed over the information system’s coverage
area. The three plots show the results for standard deviations of o = 25, 0 = 50, and
o =T5.
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Inherently Location-Dependent Access. With an inherently location-dependent informa-
tion access, all requests for a certain information object are done at the same location,
thus they all originate from the same square (see Figure[6(d)) and, not surprisingly, the
location-dependency is 1.

6.2 Focus

In the previous section, we had to consider the whole coverage area of the informa-
tion system but only one information object to make statements about the location-
dependency. In contrast, we now have to consider only one square of the coverage area,
but all information objects requested there. Analogously to our examinations of the
location-dependency, we now determine the focus of typical access patterns and analyze
the effect of the patterns’ parameters on the focus.

Uniform Distribution. As mentioned above, the focus does not only reflect inequalities
in the frequency distributions of the information requests but also the absolute number
of locally accessed information objects. Hence, we can get high focuses, although the
local access frequencies are equally distributed, if only a small number N of different
objects is locally requested at all. For a uniform distribution the focus F' will be ' = %

Zipf-like Distribution. In [2] it has been shown that the distribution of the requests
over single web pages follows a Zipf-like distribution. In such a distribution the relative
probability of a request for the 7’th most popular page is proportional to l% The observed
value of « varies between the different considered traces, ranging from 0.64 to 0.83.

02 T T T T 1 T T T T T T T T T
0.9 h
0.18 | 0.8 i
0.7 E
o 0.16 «w 0.6 i
3 3 05 .
(o] (e}
L 014 L 04 H 1
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Fig. 9. Focus depending on the parameter o of ~ Fig. 10. Focus depending on the total number
a Zipf-like distribution of different objects accessed locally

We assumed such a distribution for the information requests observed within the
considered square. We experimented with different values of the parameter a.. A higher
value for o means a stronger concentration on the most popular information objects.
Figure[d shows the focus depending on the parameter . We assumed that a total of 10
different objects is accessed in the considered square.
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As mentioned above, the focus also reflects an absolute concentration, i.e. the total
number of different objects that are accessed in a square is reflected in our metric. Figure
[[0] shows how this number influences the focus. To get these results, we simulated a
Zipf-like distributed information access and varied the total number of locally requested
objects. The parameter « of the Zipf-like distribution was this time set to a fixed value
of 0.8.

6.3 An Example Application

In this section, we illustrate the effects that the location-dependency and the focus might
have on location-aware mobile data management mechanisms using a hoarding mecha-
nism, we proposed in [8], as an example.

This mechanism aims to allow the users of a mobile information system to access
information during disconnections, i.e. when no network is available. Therefore, the
mechanism tries to predict the information objects a user will probably access during
a future disconnection and transfers them to the user’s device as long as there is a
connection. Thus, the information is already locally available, when the user accesses it
during the disconnection. In order to predict the objects that a certain user will probably
need, the mechanism uses knowledge about the objects’ popularities at each location
and predictions of the user’s future movement (for details see [&]).

A measure often used to rate the efficiency of hoarding and caching mechanisms is
the hit ratio. This is the ratio between the number of requests that can be answered with
information objects that are stored locally and the total number of requests a user makes.

If there is no location-dependency and no focus, i.e. if all objects are requested
everywhere with the same probability, the hoarding mechanism will not be able to
benefit from its location-awareness. In this worst case scenario, the user will only get
an average hit ratio of “*, where m is number of information objects that can be stored
locally on the user’s device and n is the total number of objects in the whole information
space. Usually, m will be much smaller than n. If m is bigger than n or equal to n, we
will trivially get a hit ratio of one.

Finally, let us consider an example with a location-dependency of 1 and a high focus.
In this example, at each square s a specific set of information objects O; is requested,
where O; NO; = 0,if i # jand |O4| = ﬁ n is again the total number of objects in the
information space and S the set of all squares within the information systems’ coverage
area. Furthermore, let us assume that a user located in square s accesses all objects in O,
with the same probability. Then, we will get an average hit ratio of min(%,fl, 1), where
k is the number of squares the user will visit during the disconnection. Figure [[T]shows
the hit ratios for this and the previous example depending on the number of squares a
user visits during a disconnection. The parameters were chosen as follows: |S| = 100,
m = 100, n = 5000.

7 Conclusion

In this paper, we claimed that there are not only inherently location-dependent and
location-independent information systems, but that there is a complete spectrum of
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Fig. 11. Hit ratios of a location-aware hoarding mechanism

systems differing in their degree of location-dependency. We supported this claim by
giving examples of information systems with different location-dependencies.

Furthermore, we proposed a metric, which can be used to measure the location-de-
pendency of an information system and which helps to better understand what location-
dependent information is. We explained why considering only the location-dependency
of an information system is not enough in order to estimate the benefit a location-aware
data management mechanism can get from its location-awareness. Additionally, we
proposed a second metric, the focus, which together with the metric for the location-
dependency finally provides a good means for this estimation.

In the evaluation part of the paper, we analyzed the location-dependency and the focus
of various access patterns to give an idea of the values that can be expected with typical
access patterns. Finally, we used a location-aware hoarding mechanism to show how the
location-dependency and the focus can effect the efficiency of a mobile location-aware
data management mechanism.

For the near future, we plan to combine the two metrics into only one metric com-
pletely characterizing an information space. To do so, we first have to further analyze the
proposed metrics with a simulation tool which allows to directly manipulate the location-
dependency and the focus of a considered information space. With such a tool we could
more exactly analyze how the proposed metrics effect different typical location-aware
mechanisms. This will also help us to further refine our metrics such that they also dis-
tinguish access patterns, which are, with our current metrics, considered as equivalent.

Finally, we plan to adjust our metrics to other fields of application, e.g. the mea-
surement of coverage in a wireless ad-hoc sensor network (see Section [Z). In contrast to
existing metrics, our metric would measure the expected coverage for an average object,
not the maximal or minimal possible coverage. Another field of application for our met-
rics are mobile ad-hoc networks. There, inequalities in the average spatial distribution
of the network nodes are crucial for the delay and the throughput of the network.
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Abstract. We have developed a communication support system that
estimates the situation of a person using schedule information and loca-
tion information provided by a PHS (Personal Handy Phone System).
From the lessons provided by our prior studies and inventions, we de-
veloped a new mobile communication tool for cellular phones that uses
location information and schedule information. This is a kind of dynamic
telephone book, which we have named iCAMS. We performed user stud-
ies for eight weeks in Tokyo with a group of students and with a group
of small-office workers. By analyzing the communication logs, question-
naires and interviews we conducted with the users, we evaluated our
system.

1 Introduction

The spread of cellular phones, email, and mobile computers has freed us from
the restrictions of time and place. Although we spend every day enjoying the
merits that these tools bring, new problems have arisen. Today, there is a wide
range of technologies, access methods, and devices for communication. People
often have several phone numbers and several email addresses, and switch among
them according to their situation. Because the modes of communication have
become so varied, it is difficult to make appropriate use of these various media
and addresses when sending messages to people who use all these modes of
communication. Even if a message is delivered, the addressee might not read or
listen to it. In a mobile environment in particular, it is difficult to know where
a person is, and what media he or she is using or can be contacted by, since it
can change hour by hour. Although cellular phones and email free us from the
restrictions of time and place, they take away the context of communication that
fixed times and places provid.

Many researchers have been exploring how to provide awareness information
to help distributed collaborators communicate smoothly. Especially with the
increasingly widespread use of mobile phones, researchers have been studying
how to give meaningful awareness information to anyone, anywhere, in order to
facilitate communication among persons in a mobile environment [1-7].

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 239-252] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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We developed and tested such a messaging service, which uses location infor-
mation and scheduling information [8, 9]. Our system, which is called ? CAMS”
selects the most suitable telephone number or email address, and redirects each
incoming message dynamically, according to the callee’s communication context
(location, schedule, and available media). It also documents the communication
contexts in an HTML file. By obtaining a callee’s communication context (loca-
tion, schedule, available media), a caller is able to choose the best time to call
and/or select the best media to use (Figure ).

With the lessons provided from trials using the CAMS system, we have devel-
oped a new mobile communication tool, and have conducted user studies. In this
paper, we describe this new mobile communication tool, 7iCAMS,” which uses
location information and schedule information to connect callers with callees.
Location and schedule alone might not be sufficient information for determining
user context. It may involve details such as immediate task or background in-
formation such as family or office situations. Although it might be necessary to
consider more information in determining the context of communications, our
system handled only location and schedule information.

2 System

2.1 Problems with Prior System: CAMS

Each CAMS user carried a PDA and a PHS (Personal Handyphone System),
which was a kind of cellular phone. The system redirects incoming messages with
estimated communication contexts using location information obtained from the

PHS and schedule information. The users can also share communication contexts
on the WWW (World Wide Web).

Dynamic ge delivery
g Usual email address
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Emallg o= @ Usual email address

Mail server Mobile email address

Cellular phone =
p! oy PHS

Telephone —FCTl server * Telephone

[®.] Answerphone
Selecting .forward flle Updatlng the software PBX by CGI
i ing communication contexts

s Inputting schedules Location detection
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Scheduler Control server PHS
I Sharing communication contexts
ASPI HTML T
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|

ey [
WWW server _ Context Viewer

Fig. 1. The system architecture of CAMS
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The CAMS users pointed out that the dynamic message redirection was
convenient for the callee; however, the flaw in the system was that the caller
didn’t know where the message would be redirected. This seemed to make them
feel uneasy a little. There were also instances when CAMS redirected a telephone
call, even when the caller just needed to talk with the callee on the telephone.
They pointed out that callees could adapt the system to their needs, but the
system was not always so adaptable to the callers’ needs.

The CAMS users preferred sharing communication contexts on a WWW
server to the dynamic message redirection because they could select the media
or the timing of communication by oneself. However, they found it especially
bothersome to make a call after viewing the shared communication contexts in
the mobile environment. In order to view the context over the WWW, they had
to connect the PHS and the PDA and then remove the PHS from the PDA in
order to make the call. They wanted to see improvement of the interface, and
that they wanted to be able to use the functions of CAMS with one cellular
phone.

2.2 iCAMS

In response to these comments, we developed a new mobile communication tool,
"iCAMS,” as a dynamic address book on the WWW for cellular phones. It is
a client/server system that seeks to make CHTML (Compact HTML) enabled
mobile phones an integrated part of the communication network of companies
(Figure [2)).

The intended users are friends who would be willing to share location or
other sensitive information with each other. Each user carries a PHS, which is a
type of cellular phone that can be used to read or write email, and that contains
a WWW browser, which also works as a location sensor.

Locah;)fl: detectlor: PHP ﬂi Table for location
every Ifteen minutes

D ﬂil Table for schedule

ﬂi Table for sorting rule
Imadoko Maplon atabase
WWW server ﬂi Table for short message
http access CHTML
(Top Page, Member Page)

Schedule enterlng

FLEE

Users with PHS

Fig. 2. The system architecture of iCAMS

To obtain location information on each user, our system posts a cgi message
every fifteen minutes to a map database service on the WWW called ”Imadoko
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Mapion” [10]. Together with this service, we can utilize the location detection
service of PHS that NTT DoCoMo offers through the WWW (Figure B). This
service performs localization through the cell phone network, with a precision
of the location detected of within about 100m. When a cgi message with the
telephone number of the PHS and the password is posted, ”Imadoko Mapion”
returns a HTML file that contains the location information of the PHS on a map
(Figure B). The user is then able to obtain the location name, the longitude and
latitude where the PHS carrier is, from the HTML file which has been returned.
The detected location information for each user is stored to the table for location
in our database.

The current longitude and latitude

The current location name

The icon of PHS

The map of current location

Fig. 3. An example of ”Imadoko Mapion”

Whenever a user accesses our WWW server, a PHP script queries the
database and returns a CHTML file called ”"Top Page.” The file sorts other
users in their nearest order of position, using the latest location information
(Figure M)). It also shows whether they are moving or not, and that in which
direction they are located in relation to the user.

When a user accesses the Top Page in order to communicate with another
user, he/she might find out that another user is nearer. The Top Page might let
him/her know where the nearest user is. The major purpose of CAMS was to
facilitate smooth telecommunication for its users in a mobile environment. The
added purpose of iICAMS is to give users an opportunity to meet in the mobile
environment.

When clicking an entry in the Top Page, another PHP script queries the
database and returns a CHTML file called ”Member Page”. This file contains
more detailed awareness information on the user, and options for contacting
him/her (Figure ). This page shows the user’s name, the time at which the
latest location information was detected, the location name where the person is,
if he/she is moving/staying and his/her distance from the user.

The Member Page also displays a list of telephone numbers and email ad-
dresses for the selected user, which are sorted by registered rules concerning
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locations and schedules. The system uses two kinds of rules, those regarding
locations, and those regarding types of schedules. If a person is in his/her house,
the phone number of the house might be listed first. If that person is in his/her
office, the phone number of the office would be listed first. If that person is in a
meeting in his/her office, that person’s office email address would be listed first.
The schedule information entered is not shown.

Moving ¥

B CARS (6421 16:57) i LA -U.’_!] 213810

+ Icon for
short message

Staying

Fail to detect

Directions of other users

Near order of positions

The user’s name and the time _
at which location was detected \ asutol 16278 famatal ez 10)
The location name « Hat=udai T, Shibua [hotugacka 1, Chofu | Short message
. . . wiaee 19, BT km] [=ton]0 69 kal from Yasuto
If he/she is moving/staying e L

The distance from the user — /7,

The high priority order of
communication channels

Fig. 4. Examples of the Top Page and the Member Page

Each user chooses and registers rules about which means of communication
are appropriate under what conditions (Figure Bl). In comparing a user’s current
location with the locations described in his/her rules for sorting of telephone
numbers and email addresses, we compared the location name that ”Imadoko
Mapion” had returned to the location name in the rules as character strings. If
the latest location information for a user is listed in the rules for locations, the
rule is changed to the one for the latest location. When no schedule has been
inputted, that rule is applied. If a schedule has been input, the rule is updated
to the one for the schedule. The caller can find out which channel is the best
for the callee in the Member page. This will solve the problem that the users of
CAMS experienced, feeling uneasy that they weren’t be able to find out where
their calls would be redirected.
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Even if the email address of a mobile phone is listed first and the mobile
phone number is listed second in the sorted list, the caller can select the mobile
phone number and make a call to the callee in case contact is urgently required.
This will solve the problem of CAMS redirecting a telephone call even when
the caller needs to talk with the callee on the telephone. The sorted list of
communication channels in our system will help callers and callees find a point
of mutual agreement between the caller’s demands and the callee’s wishes.

LTtlin_sl Name for rule
priarity

FC mail o
% E: The high priority order of
maobile mall = . :

i communication channels
| mobile phone =
house phone =]
s Entered rule

back [rule name [ 1st [ 2nd [ 3rd [ 4th [ 5th |

| @l [Meeting | PC mail | hotmail | mobile mail | mobile phone | house phone |

Fig. 5. Entering a rule for a schedule with the mobile phone

We prepared another PHP script for the registration of rules for sorting
telephone numbers or email addresses regarding schedules. A user inputs a rule
by entering a name for the rule and deciding a priority sequence of telephone
numbers and email addresses for the rule (Figure[[]). The entered rule is stored
to the table for rule in the database. In the present system, users carry PHSs for
several days before they begin to use the system, and we inform them location
names obtained from the PHS. We register rules regarding locations according
to the user’s criteria.

In order to reduce the labor of inputting schedule information, we prepared
another PHP script for each user according to the registered rules (Figure[d]). A
user inputs a schedule by selecting the day, the time, and the schedule contents.
The user can input a schedule using the WWW browser in the cellular phone.
The entered schedule is stored to the table for schedule in the database.

Because telephone numbers are written with the "tel” tag of CHTML, users
can make a call directly by clicking a telephone number. Because email addresses
are written with the "mailto” tag of CHTML, users can begin to write an email
by clicking an email address (Figure[7). By writing the sorted list as a CHTML
file, iCAMS users can make use of the function of the shared communication
contexts in CAMS, just by using their cellular phone. This will improve the
interface and will also solve the operability problem of the CAMS system.

We prepared a function called ”short message” for sending a message to more
than one member simultaneously. An icon is shown beside the name of the sender
in the Top Page of the addressee when a message is entered. In clicking the entry
for the sender, the message is shown in the Member Page of the sender (Figure
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d). The sender enters the message, the start time to display, and the length of
time to display, and checks the members to send the message (Figure B). The
entered message is stored to the table for short messages in the database. Users
may exchange light messages with persons they do not need to send emails to.

3 User Studies

We conducted user studies for eight weeks (24/09/2002-18/11/2002) in Tokyo
with a group of students and with a group of small-office workers. All of the
members of the two groups were dispersed spatially. The ratio of men and women
and the number of members were the same in the two groups. The group of
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students was comprised of eight men and two women. They were undergraduate
students and were 21 years old or 22 years old. They all belonged to a university
tennis club, and often had to practice tennis and attend meetings after school or
at intervals between attending lectures. They made and received telephone calls
with cellular phones mainly. They sent and received emails using cellular phones
more often than using personal computers. The group of small-office workers
was also comprised of eight men and two women. They were editors or designers
publishing a magazine collaboratively. They were between the late 20’s and early
30’s. They both worked together and were friends. Each had his/her own office,
and they sometimes held meetings in one of the offices. They made and received
telephone calls with cellular phones and with regular phones. They sent and
received emails with personal computers more often than with cellular phones.

During the first five weeks of the study, we increased the number of functions
of the system every week. Throughout the rest of the period studied, the users
used all functions (Table 1). We analyzed the logs in the server at the end
of the first five weeks, and administered questionnaires and interviews to all
of the users at the end of the study. In the first week, the Top Page and the
Member page were fixed. In the second week, the Top Page sorted the users’ name
with location information and the Member Page displayed the location name of
the users, but the telephone numbers and email addresses were fixed. In the
third week, the Top Page sorted the users’ name with location information, and
the Member Page sorted the telephone numbers and email addresses only with
location information. In the fourth week, the Top Page sorted the users’ name
with location information, and the Member Page sorted the telephone numbers
and email addresses with location information and schedule information. In the
fifth week, the function of short messages was added. During the rest of the
study period, we stopped taking a log of the WWW server and the users used all
functions. We expected that when we stopped taking the log, the users wouldn’t
feel so conscious of participating in an experiment, and would feel freer to give
us their honest opinions in the questionnaires and the interviews.

Table 1. Experimental conditions for each week

sorting the sorting the sorting the the function of |taking of the log
users’ name address list with | address list with | short message
with location in | location in the schedule in the
the Top Page Member Page Member Page

1st week X
2nd week
3rd week
4th week
5th week
6th week
7th week
8th week

O00000O0 X
O00000Ox

O0O00O0 x x x
O0O0O0 x x x x
xxx00000

Table 2 shows the number of times the user accessed the Top Page and the
Member Page, the number of emails made, the number of telephone calls made
and the number of short messages made through our system in the first five
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Table 2. Numbers of times users accessed the WWW server and used the communi-
cations in the first five weeks

access to access to email | telephone | short message
the Top Page | the Member Page P 9
the group of students 1093 2664 567 171 8
the group of workers 670 1218 72 73 3

weeks. All of the numbers in all categories were higher for the group of students
than for the group of small-office workers. This fact might come from that the
students are heavier users of cellular phones than the small-office workers. Users
accessed the Member Page more often than they accessed the Top Page. This
fact shows that the users viewed the Member Page of some members more times.
Both the numbers of time users accessed to the Top Page and the number of
times users accessed the Member Page were more than the total of the number
of emails and telephone calls combined. This might show that the users didn’t
use iCAMS only to decide what communication channel to use. We had thought
that users would access the Top Page in order to communication with another
user a particular aim and might communicate with other users at the time they
accessed the Top Page. The users told us that there were many such instances
when in fact they did check the Top Page in order to initiate communication,
however, they also told us that they accessed to the Top Page even when they
didn’t have a particular aim in mind. The users seemed to have accessed the
Top Page first, and then the Member Page of somebody more often than they
seemed to have accessed the Top Page in order to access the Member Page of
a specified member. Our system seemed to aid members not only in contact a
specified callee with specified media, but also in providing an opportunity for
communication. They seemed to have used iCAMS not only for confirming the
situation of other members, but also for obtaining the situation of the whole
group. The users told us that they most often accessed the Top Page when they
had a little free time, for example they were waiting for a train. In Japan, people
often write or read emails with cellular phones in trains or at stations. They also
browse old emails as a way to spend free time. The users in our study seem to
have accepted our system as part of such activities.

We will now summarize the results of our questionnaire mainly from now
(Table 3). The responses were five grade evaluations. However, for a simple
analysis, we state here the number of people who evaluate each item highly as
the fourth grade or as the fifth grade.

Thirteen users out of the twenty total stated that they appreciated the sorted
list of the telephone numbers and email addresses using location information and
schedule information. Sixteen users stated that they appreciated that obtaining
information on the callee’s situation in order help select which medium of com-
munication to use.

Ten users told us that the sorted address book showed them whether they
could make a call, and enable them to make it without hesitation. These results
might mean that iCAMS could solve the problem of the users of CAMS feeling
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Table 3. The results of questionnaire

the group of students |the group of small-office
(10 people) workers (10 people)
Telephone numbers and email addresses sorted using location 4 9
information and schedule information was nice.
Knowing the callee’s situation helped you to select the 7 9
communication medium.
The sorted address book showed whether you could make a call 4 6
and enabled you make it without hesitation.
You were not troubled with what form of medium you should use 4 9
among some telephone numbers and some email addresses.
You had used r or email those 6 7
weren't listed first for giving priority to your situations.
Having to input a schedule into this system was bothersome. 8 9
You wen to meet another user with a specified aim because you 1 4
found out his/her location.
You went to meet other users without a specified aim because 2 3
you learned their locations.
There were advantages to obtaining each other’s location 6 8
information.
The list of members sorted in their nearest order of position was 4 9
useful.
The list of members sorted in their nearest order of position was 1] (1]
enough.
Learning the location names where others were was enough. 2 4
Knowing each other’s locations on a map is desirable. 8 6

uneasy about where their calls would be redirected. Thirteen users responded
that when the callee had several phone numbers and email addresses, they were
not troubled with what form of medium they should use among them in our
system.

Thirteen users stated that they had used telephone numbers or email ad-
dresses those weren’t listed as a first choice of contact in order to give priority to
their situations over those of callees. This might mean that iCAMS has solved the
problem of the dynamical message redirection in CAMS, and could help callers
and callees to find a point of mutual agreement between the caller’s demands
and the callee’s wishes.

Seventeen users stated that having to input a schedule into this system was
bothersome. Only three users among the group of students inputted their sched-
ules, and none of the small-office workers inputted their schedule. The bother of
making inputs seemed to have exceeded the merits of the address book that can
sort with priority using schedules. We need to improve the interface to resolve
this problem or to import information in schedulers that users usually use such
as an MS Outlook calendar.

One person among the group of the students went to meet another user
with a specified aim after they found out his/her location using our system,
while four of the group of small-office workers went to meet another user with a
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specified aim. These instances might mean that iCAMS changed the medium of
communication from electronic or phone to an in-person meeting. The number
of those went to meet other users without a specified aim after they learned
their locations was two from the group of students, and three from the group of
small-office workers. These instances would mean that iCAMS gave these users
chances to meet in-person.

Fourteen users stated that there were advantages to obtaining each other’s
location information. Thirteen users agreed that the list of members sorted in
their nearest order of position in the Top Page was useful. However, most of the
users wanted to see improvement of the interface for sharing location information.
Nobody stated that only the list of members sorted in their nearest order of
position was sufficient. Six users stated that learning the location names where
others were was sufficient. The other fourteen users wanted to know each other’s
locations on a map. Many users in both groups told us that they wanted to know
who and who were together. This means we would have to show the context of a
group, although our current system mainly shows personal context information.
Mapping location information on a map would show easily who is with who. Such
information about users being together might facilitate more meetings between
users. We plan to add such a function in the future.

All of the users wanted the precision of the location information to be im-
proved, because the current range of precision is about 100m. In particular,
the students wanted to know where on campus others were. Even though they
learned that another user was on campus with the name of location where he/she
was, the obtained location name was same even if he/she was in the classroom
or in the tennis court. They wanted to obtain more detailed location; whether
he/she was in the tennis court or the classroom. On the other hand, the small-
office workers did not have the same problem, because most of them do their
work in the downtown area of Tokyo, and they, unlike the students, moved about
within a 10km area where each location has a specific name (in this group, one
location name corresponded to one house or one office). Currently, we have been
able to use the cellular phones that GPS has built in Japan from December 2001.
We will develop a new system using such cellular phones.

For the one user among the group of the small-office workers who works
mainly in Yokohama (which is approximately 30km from Tokyo), the list of
members sorted in their nearest order of position seemed to make almost no
sense. Even if other users moved around within Tokyo, there seems to have been
few changes in his list. For the user who works at a remote place and has little
chance to meet others in person, the status of others (whether they were at their
office or home or in the middle of a meeting) seems to have been more important
than detailed location information. This particular user suggested to us in the
interview that we should show the status of each user using an icon in the Top
Page.

The intended users are to be friends who would share location or other sen-
sitive information with each other. However, we have to consider the problem of
privacy, because location information is acquired automatically and periodically.
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Table 4. Sensitivity of the users to revealing personal information

to a close person to a person who is not so close
the group of | the group of small- the group of | the group of small-
students office workers students office workers
the list of members sorted in
their nearest order of position 8 10 5 9
location name 9 9 1 5
distance 7 10 1 6
movig or staying 7 10 4 10
longitude and latitude via PHS 5 9 0 4
location information via GPS 5 7 0 2
the sorted address book 7 8 4 2

Actually, some users had worries about sharing position information before they
began to use our system. After the studies were over, we asked them what kind
of information made from location information they would be willing to reveal
and Table 4 shows their answers.

Most of the users didn’t mind if persons who were close to saw the list and
location name, distance, and state of movement. However, the number of persons
increased who minded revealing the longitude and latitude of where they were.
When we show only the location name via ”Imadoko mapion”, the precision
of the location information decreases, because others can’t figure out at which
point the target person is in the map shown. They seem to think it undesirable
to show their own locations in order to increase the precision of the location
information.

Two-thirds of the users didn’t want to show even a location name to persons
who were not so close to. Most of the group of students especially did not want
to reveal their location to persons who weren’t so close to. The ratio of decrease
in the number of users who agreed to show their location seemed to depend
on human relations more than on the kinds of information revealed or on the
precision of information. Most users wanted to be able to control which personal
information about them gets revealed, according to human relations. We need
to a function that allows them this control in the future.

However, we learned after the study was over that most of the users valued
sharing location information. Most users said that our system was not only
convenient to use but also pleasant to use. Our system would suit for friends or
families more than the people who are busy colleagues at the same company.

4 Discussion

Interfaces have been studied that help mobile telephone users answer the ques-
tion ”What is the best way to make contact right now?” [1-6]. The idea of
integrating schedule and location information into a communication tool might
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not be new. Some projects have explored this with PDAs, using MS Outlook
for schedule info and relying on the user to update their location information.
Our aim is not only to share location information as awareness information and
to help users to select an appropriate communication channel, but also to give
users a chance to meet in-person.

One novel aspect of our project is the on-screen interface for the cellular
phone using CHTML. We sort online users by proximity, then prioritize the
available channels of communication for each user based on the activity the user
is doing according to their schedule and location. [1- 3] are also web-based ap-
plications for the cellular phone. However they facilitate the ongoing interaction
between two people.

Another novel aspect of this project is the use of NTT DoCoMo’s location
detection service. Some projects also use location information as awareness in-
formation. However, the location information was limited to information in a
building [6], or involved users entering location information by manual opera-
tion [2, 3, 5]. In our projects, location information is within the city spaces, and
is acquired automatically.

Work in the active badges [6] requires a specialized environment and the
possession of specialized equipment. In contrast, our system uses conventional
and very popular technologies, and explores how these technologies can be used
for new purposes. We think that these two approaches have important differences
in terms of where they might be used, and also in terms of who might use them
(e.g., highly-paid engineers and researchers in high-tech workplaces, vs. a broad
diversity of people in common, everyday settings). The formal similarity of the
two research programs is contradicted by their very different settings — that is,
the settings are very different in terms of where they might occur, how much
preparation would be required in these environments, the social classes involved
in usage, and the work/life activities that could be affected. In other projects
users often forgot to update their information manually [5], and we had the same
problem with the users in our system. However, location information is acquired
automatically and periodically in our system. That is advantageous in being able
to update awareness information on a user at any time; however we need pay
attention to privacy issues in revealing location information.

The intended users are to be friends who would share location or other sen-
sitive information with each other. However, we have to consider the problem of
privacy, because location information is acquired automatically and periodically.
Actually, some users had worries about sharing position information before they
began to use iCAMS. After the study was over, however, sharing location infor-
mation had become popular among most of the users. There seems to have been
occasional instances when users didn’t want to reveal their position to someone
else. In the present system, users can hide their location information by turning
off the PHS. Users also want to be able to change the level of detail of informa-
tion that is revealed, according to who wants to access them. Future work for
our project might involve both increasing the sensitivity and range of locations
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that the system can display to the user, as well as researching ways that the user
can more finely select what is revealed to the outside world.

sectionConclusion We developed a new mobile communication tool for cel-
lular phones that uses location information and schedule information using the
lessons learned from our prior invention, which sorts the member list and the
address list in the cellular phone. We conducted user studies for eight weeks in
order to evaluate this system. We are planning to develop a new system from
the lessons we’ve learned, one for a cellular phone built in a GPS and a Java
virtual machine.
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Abstract. We introduce browser state repository (BSR) service that allows a
user to save and restore multiple independent snapshots of web sessions on a
browser. At a later time, the user can retrieve any saved snapshot on a
potentially different browser on a different device to continue any one of the
chosen saved session in any order. The web session snapshot captures a
complete browser running state, including the last page that appears on the
browser, document object state, script state, values that a user enters in forms
on the last page, browser history for back and forward pages, and cookies. BSR
service consists of a browser plug-in that takes browser session snapshots, and
a repository server that stores snapshots securely for each user. The main
contribution of BSR service is that it decouples association between browser
state and a device, in favor of association between browser state and its user.

1 Introduction

Most of the web applications today are session-oriented. Most websites require a
client browser to first establish a web session and obtain a session ID. This session
ID can then be used by a website to track and identify the client browser as it moves
between different web pages within the website domain. During a web session, a
client browser may accumulate session state (e.g., session identifier, shopping cart,
form inputs, and etc.) that is needed to interact with the web application servers over
the stateless HTTP protocol. The session state on a browser can appear in cookies,
document objects, and script objects (e.g., JavaScript or VBScript). When the client
browser exits a website, the active web session is closed and some of client-side
session state is un-recoverable.

This session-oriented model places a limitation such that for the duration of a web
session, a user cannot switch devices; otherwise, she might lose her active web
session and would need to restart it on a new device. Consider a case when she is
running an active web session on a stationary device (a desktop PC), but an
alternative mobile device (a Pocket PC with wireless access) is available to her. She
would like to continue browsing but on a mobile device. However, she could not do
so without losing her active web session on the stationary device. She is restricted to
the location of her stationary device. Consider another case when she is running an
active web session on a mobile device (a Pocket PC) with a small screen, but an
alternative stationary device (a desktop PC) with a large screen is available to her.
She would like to use the large screen of the stationary device, but again she could not
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do so without losing her active web session on the mobile device. She is tied to the
device that she starts a web session with. To address these limitations, we propose a
browser state repository (BSR) service that enables her to seamlessly or effortlessly
migrate an active web session to any device that is accessible or convenient to her. A
unique aspect of the BSR service is that it is based on a client-side approach that has
many advantages over existing server-based approach that can also address this
limitation. These advantages are described in details in section 1.3.

1.1 Motivation Scenario

We will use the following scenario to further illustrate motivations of our work:
Jane was shopping for window draperies online. Jane started by
browsing an online drapery store using her office PC while she was in
her office. When she was asked about sizes of her windows, Jane did
not know them, so she stopped browsing the online drapery store.
After work, Jane went home to get measurements on the sizes of
windows. She returned to the online drapery store using her home
PC, and continued shopping for her window draperies. After making
her selections, she was not sure if the online drapery store offered
good prices, so she visited a local store carrying her Pocket PC (or
PDA) with wireless network access. On her way to the drapery aisle,
she saw some beautiful wallpaper that fits perfectly with her selected
drapery. Unfortunately, the local store did not carry enough stock.
She used her Pocket PC to do an online search for the home page of
the company that produces this wallpaper. Then she continued to the
drapery aisle. She compared the prices of the online drapery store
with prices found at the local store. After she checked that the online
prices were good bargains, she ordered draperies from the online
drapery store using her Pocket PC. When she got home, she used her
home PC to retrieve the homepage of the wallpaper company. The
homepage provided her with contact information, and she placed her
order over the phone.

We make two observations in Jane’s scenario.

e Multiple Devices: Jane had multiple computing devices (office PC, home PC,
and Pocket PC), and she used different devices to perform her online task(s) at
different locations.

e Multiple Tasks: Jane had multiple ongoing tasks (ordering drapery, and finding
contact information of wallpaper company), and she performed them in
discontinuously incremental steps rather than one continuous step from the
start to the finish.

Jane would like flexibility to use whatever device is accessible or convenient to her
to continue her unfinished online tasks in an effortless or seamless manner. In Jane’s
scenario, she returned to the online drapery store on her home PC, and she would like
to continue exactly where she left off on her office PC without having to start over
again. To provide this flexibility, it requires the decoupling of an association between
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browser state to a device, in favor of an association between a browser state and its
user and independent of any device. The BSR service is designed based on this new
association. It enables Jane to seamlessly migrate her browser state with her across
different devices. The mechanism used in BSR service is simple but effective.
Before Jane switches out of her current device, she preserves her active web session
by saving a snapshot of her current browser state on a trusted BSR repository server.
When she finds a new device at a later time, Jane retrieves the browser state snapshot
from the BSR repository server and restores it on the new device. Then Jane can
continue with her online activity on the new device. The session migration becomes
seamless and effortless for her.

An additional benefit of using BSR service is that it helps people to keep track of
their ongoing tasks and do them incrementally in any order convenient to them. In
Jane’s scenario, she switched from one online task (ordering drapery) to another
online task (finding contact information of wallpaper company). Using BSR service,
Jane could juggle between several online tasks. Each online task-in-progress would
be preserved in a browser state snapshot on a BSR repository server, and Jane could
freely stop and continue any task at any time from any device.

1.2 Client-Based Approach vs. Server-Based Approach

To accommodate users like Jane who are mobile and have a need to do tasks on
different devices at different locations, a service like BSR is needed to allow Jane to
save and retrieve intermediate session state. There are two possible approaches in the
design for this repository service called client-based approach and server-based
approach. BSR service chooses the client-based approach that captures session state
through a browser state snapshot, and stores this snapshot on a repository server (not
on the web application server). In the client-based approach, web application servers
can be made completely unaware of a session migration occurring on the client
browsers and devices. The reason is that HTTP protocol is stateless. A client
browser on a different device can connect to a web application server to continue an
ongoing web session, as long as the client browser can present the same browser state
(e.g., cookies, hidden forms, and etc.) to the web application server.

In the server-based approach, intermediate session state is captured and saved on
the web application servers. It is used by many of advanced websites such as
amazon.com or expedia.com. These websites typically require Jane to first register
with them to obtain unique sign-on names and passwords. By identifying her sign-on
name, websites can track Jane on different devices and retrieve any saved
intermediate session state for Jane. However, there are limitations in server-based
approach when comparing to client-based approach:

e Incomplete Browser State: the session state that the web application server can
save is limited to information that a client browser sends to the web
application server, which is unlikely to be the complete browser state. For
example, it cannot capture browser state such as the last web page (if retrieved
from browser cache) that Jane navigates to, values of document objects on the
last web page, values of scripting objects, values of forms that Jane filled but
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had yet submitted to the website, and the browser history for back pages and
forward pages. Consider the amount of efforts needed for Jane to switch from
a PC to a Pocket PC using the server-based approach. She would need to re-
construct the browser state on Pocket PC browser by signing-on with the
online drapery store, navigating her Pocket PC browser to the page where she
left off on the PC browser, and re-entering any empty forms. This can be
considerable effort. In contrast, the client-based approach can capture and
restore complete client browser state, making session migration across devices
transparent and effortless.

e  Privacy: Jane may not trust websites to keep track of her intermediate session
state, which may involve personal information that she does not want to share
with websites before she makes her final purchase (e.g., the website may
intentionally increase the price of items in her shopping cart). She would
prefer a trusted third party, such as a BSR service provider, to maintain her
intermediate session state.

e Decentralized Storage: In server-side approach, each web application server
maintains its own intermediate session state with Jane. If Jane has multiple
incomplete online activities on multiple websites, Jane needs to remember all
these websites. This can be a problem when the number of such websites
becomes large. In comparison, the client-based approach such as BSR service
uses a centralized repository server to store all her incomplete online activities.
Jane would only need to remember the location of the centralized repository
server to retrieve all saved sessions.

In addition to the limitations described above, there is one more reason that the
client-based approach is better than the server-based approach. That is only small
portions of web websites are advanced like amazon.com and expedia.com that allow
users to preserve intermediate session state on the web application servers. Some
websites do not identify and track users, because they do not want to burden users
with the registration and sign-on processes until they are ready to make purchases.
These websites will not save any intermediate session state for Jane. This means that
after Jane closed the session with the website, she would lose her shopping cart and
would need to start over again on a new device. Some websites store intermediate
session state on browser-side cookies. Since cookies are not access-able to browsers
on other devices, Jane would again need to start over again on a new device. On the
other hand, the client-based approach is applicable to any websites regardless of
whether or how they perverse intermediate session state for users.

There can be a possible redundancy in a snapshot if the BSR service is used in
conjunction with a website that keeps track of the session state using the server-based
approach. That is, a portion of the snapshot may be redundant information that a
website also maintains, and that portion of snapshot can be retrieved directly from the
website rather than from the snapshot. BSR service must be properly used to ensure
that the session state stored the snapshot is consistent with the session state on the
website. After a user takes a snapshot of a browser session, the user should not
continue with browser session because further actions can create inconsistency
between the session snapshot and the data on website.

We identify several design requirements for BSR service so that it can be easily
deployed to current WWW. BSR service should require little or no modifications to
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the existing web application servers to support, and it should require little or no
modifications to browser internal. A key assumption in BSR service is that websites
do not set short time-out policies that automatically close a session-in-progress with a
client browser after the session-in-progress is preserved and becomes inactive.

The rest of the paper is organized as follows: Section 2 discusses related work;
Section 3 describes design of BSR service; Section 4 explains its implementation; and
Section 5 draws conclusion and future work.

2 Related Work

BSR service is similar to bookmark concept on existing web browsers (it is also
called “Favorites” on Microsoft Internet Explorer). Bookmarks allow a user to save
URLs to web pages, so that she can quickly come back to these pages at a later time.
An alternative solution to BSR service is to simply synchronize bookmarks across
devices, but this solution is insufficient. Bookmarks can only work on static web
pages which do not accumulate any runtime browser state with users, e.g., these static
web pages do not contain client-side scripting and cookies to track web sessions. In
comparison, BSR service can work on both static and dynamic web pages. As a
matter of fact, most web services available today on Internet make extensive use of
browsers’ capabilities to support client-side scripting and cookies to track sessions.

Application-layer mobility in SIP ] shares a similar goal with BSR service. SIP
provides session mobility that allows a user to change terminals while maintaining the
same running media session. It provides personal mobility that allows other people to
address a single user located at different terminals. It also provides service mobility
that allows a user to change terminals while maintaining access to services. However,
SIP is targeted toward telecommunication services, such as video conferencing, voice
over IP, and instant messages, whereas BSR service is targeted specifically to provide
session mobility for web applications.

Service hand-off @] in the Iceberg project and Universal Inbox IE]] describe
architectures that can support personal mobility and service mobility for a user who
may want to switch between heterogeneous access networks or between
heterogeneous access devices. They deal with issues such as data transformation into
different formats that can be accepted by heterogeneous devices, storage and
processing for redirecting messages to preferred device that users designate, and
heterogeneous device name translation and mapping which may be based on naming
schemes other than IP. Like SIP, service hand-off and Universal Inbox are targeted
toward telecommunication services.

Mobile People Project utilizes Personal Proxy to route communication to a
mobile user, independently of the user’s location and applications she is currently
using. Personal Proxy shares a similar concept of personal data storage as our BSR
repository server. In addition to personal data storage, Personal Proxy also plays an
active role in tracking mobile people’s whereabouts, routing application
communications, and transforming communication protocol to the preferred devices
designated by mobile people. In comparison, BSR service provides a centralized
personal data storage specifically for browser session state preservation and
migration, rather than a broader range of personal data.
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Roma Project [@ provides centralized personal metadata service to locate and
synchronize current version of personal files and to ensure the availability of the
personal files across different repositories. It is similar to BSR service in the sense
that BSR service is synchronizing the browser state across devices, whereas Roma is
synchronizing personal data in general. In Roma architecture, the data can be
distributed across multiple devices and repositories. We believe, for the specific
purpose of synchronizing web session states, it is more appropriate to keep them in a
centralized proxy server for ease of security and data management.

Aglet [E] and Roam system I@]I are mobile agent systems that enable an application
to migrate at runtime from one device to another device. This runtime migration
involves taking a snapshot of application running state on a source device,
transferring and restoring the snapshot on a target device. This snapshot approach is
also used in our BSR service. However, BSR service differs from these agent-based
systems in that it is focused on web applications, and more importantly, it introduces
the concept of a personal repository where a user to store multiple snapshots and
retrieve them anytime on any device.

3 Design

The design of the BSR service is based on decoupling the association between web
sessions (browser state) and a device, in favor of a new association between web
sessions (browser state) and its user as shown in The benefits of this new
association are that (1) it allows a user to switch devices in the middle of an active
web session without losing it and having to restart it on a new device, and (2) it
allows a user to keep track of multiple active web sessions and freely save and
continue any active web sessions at any time from any device.

The architecture of BSR service is shown in[Fig. 2. It contains 2 modules: BSR
plug-in and BSR repository server. The BSR plug-in is like any browser plug-in that
can be downloaded and installed from the Internet. BSR plug-in exposes user inter-
face (UI) as a bar in a browser for users to perform two basic operations:

e Take a snapshot of the current browser state and store the browser state
snapshot on BSR repository server in a secure manner.

e Retrieve a saved snapshot from BSR repository server to a browser in a secure
manner.

BSR repository server provides an always-connected storage for authenticated
users to store browser state snapshots. In addition, BSR repository server is also a
web host that serves the web document displayed in the BSR plug-in bar shown in
By using two basic operations provided by BSR service, Jane can easily
migrate an active web session between different devices as shown in Prior to
leaving the source device (device A), Jane takes a snapshot of the browser state and
stores the snapshot on BSR repository server. After the target device (device B)
becomes accessible to her, Jane retrieves the browser state snapshot from BSR
repository server, and restores it on the browser on the target device (device B).
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Web Sessions & Devices
Browser State

User

Fig. 1. Design principle of BSR service
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> Saved Browser
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BSR Plug-in Repository Server.

(4) Retrieve browser state
snapshot to device B

Fig. 2. Web session preservation architecture

For the remainder of this section, we provide a detailed step-by-step description of
BSR service corresponding to the example in Jane first needs to activate the
BSR plug-in when she starts her web browser on device A as shown in step (1) of Fig.]
|3. The steps needed to activate a browser plug-in differ from one web browser to
another web browser. In Microsoft Internet Explorer (referred to as IE for remainder
of this paper), BSR plug-in can be found and activated by this sequence of browser
menus: View -> Explorer Bar -> BSR. By activating BSR plug-in, a horizontal
explorer bar appears at the bottom of a browser window as shown in The
horizontal explorer bar displays a HTML page downloaded from her designated BSR
repository server. We assume that Jane has already downloaded and installed BSR
plug-in in her browser, and she has created an account with BSR repository server.
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From the horizontal explorer bar (referred to as BSR plug-in bar for remainder of this
paper), Jane can sign on with BSR repository server by entering her user ID and
password and then click on sign-on button. Then BSR plug-in downloads a list of
saved browser state snapshots from the BSR repository server. Jane has an option to
select either a commercial BSR service provider, or she can setup her own BSR
repository.

(3) Take a snapshot
of browser state. Device A
s

Browser A

(1) Sign-on with
Repository Server.

(2) HTTP

request

(5) Sign-off with
Repository Server.

BSR Plug-in |

Website
ﬁ BSR Repository Server

Device B T Saved Browser

‘ State Snapshots
Browser B

(6) Sign-on with
Repository Server.

(4) Store a

BSR Plug-in

(7) Retrieve
browser state
snapshot

7\

snapshot on
Repository Server.

Fig. 3. A step-by-step description of browser session migration from device A to device B

Jane can now browse a website on browser/device A as shown in steps (2) of
After some time, Jane wants to leave device A and switches to device B. As shown in
step (3) of , Jane first clicks on the snapshot button in BSR plug-in bar. Then
BSR plug-in takes a snapshot of the browser session. The snapshot includes the
document objects (DOM) of the current web page on the browser, scripting objects
(JavaScript or VBScript), URL history, and cookies corresponding to the domain of
website(s) serving the current web page. The snapshot is stored securely on BSR
repository server in step (4) of] via a SSL connection. Jane can assign a unique
session name to the snapshot as an index in the list of stored snapshots. If Jane does
not give a session name, a default one is generated which is the website hostname.
Jane also has an option to protect this snapshot with a session password. The session
password offers additional protection in the case that Jane carelessly leaves her device
open to other people without signing off with BSR service.

Before Jane closes browser on device A, she clicks on sign-off button in the
browser plug-in bar. It disconnects the browser from BSR service as shown in step
(5) of Jane is now ready to use device B. As shown in step (6) of Jane
first signs on with BSR service on device B. The BSR plug-in downloads a list of
saved snapshots from BSR repository server. Jane selects the session that she was last
working on device A. Then the BSR plug-in downloads the snapshot and restores it
on the browser as shown in step (7) of[Fig. 3. Now Jane has successfully migrate her
session from device A to device B. In the previous example, we make an assumption
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that the web session in the snapshot has not been time-out by the web application
server when Jane restores it. However, this may not be true for some web application
servers that set short time-out policies when they detect user inactivity. We propose
the following solutions to help keep alive any saved web session:

e The BSR service can periodically ping the web application server (e.g., by
refreshing the web page stored the browser state snapshot) in order to keep
alive a saved web session. It requires no modification to the web application
servers, but it has undesirable effect of generating additional network and
server loads.

e The BSR service can probe the websites for the session time-out value, and
inform its user to retrieve the browser state snapshot before time-out occurs.
In addition, the websites can be modified to allow the BSR service to set time-
out policies on saved web sessions.

4 Implementation

We describe how to implement for the BSR plug-in, in IE version 5.0 and later, to
capture and restore a browser state snapshot. The data structure for the browser state
snapshot includes the following components — document object state, cookies, script
state, and browser history.

4.1 Document Object State

W3C defines a standard specification for document objects called DOM (document
object model) . DOM describes a logical structure of web documents and standard
interfaces for access and manipulation of web documents by scripting. When a
browser parses a HTML page, it creates a DOM structure to represent the structure of
a HTML page. Each node in the DOM structure represents a DOM element, which in
turn may represent a particular HTML tag or a HTML element defined in DOM
specification, such as <HEAD>, <BODY>, <SCRIPT>, <FRAME> and etc. Each DOM
element has a certain set of properties that describe its presentation and behavior in
the browser. In a dynamic HTML page, properties of DOM elements and DOM
structure are its runtime state that can be changed by scripting when a user interacts
with the page. As a result, there is a need to capture this DOM runtime state of a web
page in a browser state snapshot.

We have designed two possible methods for capturing and restoring document
objects called URL reloading method and content reloading method. The URL
reloading method captures the DOM runtime state of a web page in a browser and the
URLS(s) to this web page. The DOM runtime state is extracted by traversing each
node in the DOM structure of a web page and serializing its values and properties.
When a snapshot is restored, the web page is first loaded from the original website
specified in the saved URL(s). After the web page is completely downloaded in the
browser, the retrieved DOM runtime state is de-serialized and applied to the web
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page. For example, when Jane enters her name “Jane” on a text field of a HTML
page from the online drapery store (e.g., <INPUT NAME= “name” TYPE="text”>), the
browser assigns the value property of the DOM text field element to “Jane”. When
Jane takes a snapshot, BSR plug-in serializes the value property of the text field DOM
element and stored it on the BSR proxy. In a restoration, BSR plug-in reloads the
HTML page from the online drapery store, which initializes the text field to be empty.
Then it de-serializes the DOM runtime state, applies it to DOM text element, and
restores the text field back to “Jane”.

The content reloading method captures the content of the web page as displayed on
the browser. In a later restoration, it retrieves the content from the BSR repository
server to the browser rather than reloading it from the original website. There is no
need to serialize the DOM runtime state because the saved content contains modified
runtime state. Consider the same example which Jane enters her name “Jane” on a
text field of a HTML page from the online drapery store. When Jane takes a
snapshot, the browser plug-in saves the modified HTML page including her input
name, e.g., <INPUT NAME="name” TYPE="text” VALUE="Jane">.

BSR Plug-in Bar
before Jane’s
Sign-on

BSR Plug-in Bar J_
after Jane’s Sign-

on

Fig. 4. BSR plug-in bar before Jane’s sign-on and after Jane’s sign-on

The main difference between these two methods is that when a snapshot is
restored, URL reloading method generates request(s) to the original website, whereas
the content reloading method does not generate any request(s) to the original website.
However, the URL reloading method works better for web pages that are updated
periodically. When Jane restores a snapshot, URL reloading method can retrieve the
most updated content from the website; whereas the content reloading method may
display content that have expired already.
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Frame D [URL-D] Frame D [URL-D]
Frame B [URL-B2] —

Snapshot #1

Fig. 5. Keeping track of URLs to frames in a web page

4.2  Tracking Frames

A web page can contain multiple frames and sub-frames. Content in each frame or
sub-frame can be changed at runtime by scripting to load from a different
URL/website. Since frames are also document objects, tracking runtime state of
frame and sub-frame is a necessary part of capturing the overall DOM runtime state
of a web page. Consider the example in. The web page contains two frames —
an index frame A and a content frame B. When the web page is first downloaded to a
browser, URL-B1 is loaded in frame B. When Jane clicks on a link in frame A, frame
B is reloaded with URL-B2. At this time, Jane takes snapshot #1 of the browser state.
In URL reloading method, the browser plug-in creates a frame-URL-mapping table
for snapshot #1. In this table, each entry contains the name of a frame and the
modified URL to the frame (Frame B, URL-B2). When the user restores snapshot #1,
browser plug-in traps all HTTP requests and checks if frames that HTTP requests are
originated from match entries in frame-URL mapping table. In case of a match, the
URL in the HTTP request (URL-B1 for frame B) is replaced with the modified URL
(URL-B2 for frame B) recorded in the frame-URL mapping entry. A more complex
example is shown in snapshot #2 o, where frame B is loaded with yet another
frameset (URL-B3) that contains two sub-frames C and D. Frame C is first loaded
with URL-C1, and reloaded with URL-C2. In snapshot #2, the frame-URL-mapping
table contains two entries where URLs have been modified {(Frame B, URL-B3),
(Frame C, URL-C2)}. When a user restores snapshot #2, HTTP requests for URL-B1
and URL-C2 are replaced with URL-B3 and URL-C2.
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4.3 Cookie State

Cookies are information stored on client browsers for specific domains of web
documents. Cookies can be used for many different purposes, such as keeping track
of a web session with a web application server, storing intermediate session state,
identifying the user between sessions, and etc. When a snapshot is taken on a source
browser (device) and restored on a different target browser (device), the snapshot may
not work on the target browser if cookies are not identical between two browsers. For
example, a web application server may set a cookie containing the session ID on the
client browser. If the session ID cookie were not set on the target browser, the web
application server would not be able to identify the session from HTTP requests sent
by the target browser.

A simple but inefficient method is to save all cookies on the source browser in a
browser snapshot, regardless of domains of cookies, and transfer them to the BSR
repository server. When the browser snapshot is restored, all cookies are transferred
to the target browser. This is inefficient because only the cookies that match domains
of the websites in the snapshot are used on the target browser. A more efficient
method is to identify domains of websites in the snapshot, and transfer only the yet
expired cookies matching those domains.

4.4  Script State

Popular client-side script languages embedded or referenced in HTML pages are
JavaScript and VBScript. Client-side scripts run on a client browser, and they can be
used to manipulate the appearance and content of a dynamic HTML page without
having to go to a web application server. Like many programming languages, client-
side scripts contain script methods and script variables. The scope of a script variable
can be either local (declared within a script method) or global (declared outside of any
script methods). In a browser state snapshot, BSR plug-in does not need to save local
script variables because they are reinitialized each time a script method is invoked. In
addition, BSR plug-in makes sure that it does not take a snapshot in the middle of
script method execution where the execution stack is not empty. It waits to take a
snapshot until the script engine of the browser has completed executing script
methods. However, BSR plug-in does need to save global script variables because
their values remain valid until a browser navigates to other web pages.

BSR plug-in does not need to save any script methods, because script methods do
not change and they are reloaded into a browser when a snapshot is restored.

4.5  History State

Browser history state can be an essential part of a browser state snapshot, which is
used to support the back and forward buttons found on almost all browsers. BSR
plug-in maintains its own history state for a browser state snapshot, and it is
implemented independently from the browser history mechanism.
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According to the HTTP 1.1 protocol specification [E], browser history should show
exactly what a user saw at the time that the web page was displayed in the browser. It
differs from browser cache mechanism in that if a web page retrieved from history
has expired, browser should still display the expired web page as is in the browser.
On the other hand, if the same expired web page is retrieved from the browser cache
mechanism, browser should re-fetch the updated copy from the original website. This
means that BSR plug-in needs to save the actual content of historical web pages in a
snapshot. Saving URLs of historical web pages is insufficient. As a result, only the
content reloading method described in section 4.1 can be applied to saving history
state but not the URL reloading method.

BSR plug-in starts recording browser history when it is activated in a browser, so
history of a snapshot can only go back to the web page where the BSR plug-in is
activated. However, the amount of data for history state can be huge at the end of a
long browsing period. It can become too big to be transferred to and from a BSR
repository server in a snapshot or a restoration. To address this issue, BSR plug-in
has an adjustable limit on the size of the most recent history that it keeps track of. If
the history state grows beyond its limit, older web pages are thrown out. In addition,
for mobile devices where bandwidth is a premium, history state is downloaded only
as needed from repository server to a mobile device when the user clicks on the back
button. A user can also disable history state tracking completely on BSR plug-in

4.6 Performance

The performance of the a snapshot or restore operation depends on several factors —
the type of network connectivity, the size of snapshot which is proportional to
complexity of web pages and the size of the history, and the load on the BSR server.
We have conducted preliminary testing of snapshot and restore operations on various
popular web sites (such as amazon.com and yahoo.com). The size of the snapshot is
approximately equal to the size of the downloaded HTML page(s). If history tracking
is enabled, the size of the snapshot is approximately the sum of all HTML pages
recorded in history. We have found that on average, a snapshot or a restore operation,
with history tracking disabled, takes less than 5 seconds on a desktop PC with a fast
WLAN/LAN connection, with the majority of the time in the serialization and de-
serialization of the DOM tree.

5 Conclusion and Future Work

In this paper, we describe BSR service that brings browser session mobility to users.
BSR enables a user to switch devices in the middle of an active browser session. In
addition, it enables a user to preserve multiple active web sessions for restoration at a
later time on any device with a built-in browser support. We believe that as browser-
based applications gain popularity, browser session mobility provided by BSR service
can help browser-based applications to better integrate with people’s mobile work and
life styles.



266 H. Song et al.

We expect such browser session mobility to occur not only among devices and/or
browsers with similar capabilities, but also across heterogeneous device platforms
with different browsers/micro-browsers (HTML, cHMTL, WML, and etc.) and
hardware capabilities (screen sizes, input methods, and etc.). This introduces
additional challenges. For examples, the same web page can require different
presentations (HTML, cHTML, or WML) on different browsers, so snapshot on one
device platform may require transformation before it can be restored on another
device platform. Browsers and micro-browsers also differ on cookie management,
the type of scripting language, and history management. BSR service for
multiplatform applications is our future work.
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Abstract. Users are increasingly accessing the Internet from mobile de-
vices as well as conventional desktop computers. However, it is not rea-
sonable to expect content authors to create different data presentations
for each device type, but the content source should be reused across
multiple delivery contexts whenever possible. The objective of this re-
search is to develop a supporting tool for the presentation customization
that follows after the content specialization in device-independent au-
thoring. This paper presents a tool that automatically generates content
customization metadata on the basis of users’ editing operations toward
the desired results of the customization. A prototype of the metadata
generator was developed for the generation of page-clipping annotations
to be used for an annotation-based transcoding system.

1 Introduction

As more and more Web-enabled personal devices are becoming available for con-
necting to the Internet, the same Web content needs to be rendered differently
on different client devices, taking account of their physical and performance
constraints such as screen size, memory size, and connection bandwidth. For
example, a large full-color image may be reduced with regard to size and color
depth, removing unimportant portions of the content. Such device adaptation is
exploited for Web documents delivered over HTTP, and results in better presen-
tation and faster delivery to the client device. Device adaptation is thus crucial
for transparent Web access under different delivery context, which may depend
on client capabilities, network connectivity, or user preferences [218]9J22]. It must
be noted that the Web documents refer not only to existing HTML pages, but
also to XML/XHTML documents that may be generated from a content source.

It is not reasonable to expect content authors to create multiple versions of
the same Web content, each specialized for a different delivery context. Such
multiple authoring encounters the M times N problem, namely, an application
composed on M pages to be accessed via N devices requires M x N authoring
steps, and results in M x N presentation pages that must be maintained [I8]. The
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© Springer-Verlag Berlin Heidelberg 2002
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key challenge here is to enable Web content to be delivered through a variety of
access mechanisms with minimum effort.

The objective of this research is to develop technologies to be used for pre-
sentation customization in a device-independent authoring environment. The
customization requires additional data about the ways of modifying the pre-
sentation, and it is assumed in this study that metadata or annotation are
exploited by a runtime engine for the content customization at content delivery
time. An annotation is a remark attached to a document, and declares properties
that qualify a particular portion of a target document. In addition, annotations
may indicate structural changes for the annotated portion of a target document.
In order to clarify the distinction of these two roles, we call the former assertional
annotations and the latter transformational annotations. It is important to note
that this distinction is not exclusive, because every annotation is intrinsically an
assertion.

It is straightforward for annotation authors to indicate a location to be anno-
tated and create an assertion as annotation content. This is an approach that we
call annotation by assertion, and is adopted by existing annotation editors [11/5]
RUT2/T4j2023]. On the other hand, for transformational annotations, it is easier
for the authors to modify a target document toward the desired results of the
customization, rather than to indicate the ways of modifications declaratively as
assertional annotations. This is a basic idea behind an approach what we call
annotation by transformation, which was originally proposed for the automatic
generation of document transformation rules [15]. In this paper, we present a tool
that follows the annotation by transformation approach, and automatically gen-
erates content customization metadata on the basis of users’ editing operations
for the content customization.

In the next section, we present a perspective on device independent author-
ing, and briefly explains the usefulness of the annotation by transformation ap-
proach for supporting content customization. Section [3 presents an annotation-
based content adaptation system, and introduces a content customization lan-
guage for annotation-based document clipping. Section [ explains approaches to
metadata authoring taking account of the distinction between assertional and
transformational annotation. Finally, we present our prototype of the metadata
generation tool, and emphasize the complementary roles between the annotation
by transformation and annotation by assertion approaches.

2 A Perspective on Device Independent Authoring

The ultimate goal of device-independent authoring is to realize a single author-
ing environment [18], in which presentation suitable for each delivery context
is generated from an abstract interaction model that does not depend on any
particular delivery context. The single authoring, which is illustrated in Fig. [I]
consists of not only the content specialization process, but also a content cus-
tomization process.

! Metadata and annotations are used interchangeably in this study.
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Fig. 1. Illustration of content customization in the single-authoring process

In the authoring for the specialization, content authors need to think ab-
stractly by going back and forth between the device-neutral interaction model
and a presentation model specialized for a class of document representation.
The specialization thus entails document type conversion from the schema for
an interaction model toward another schema for a presentation model. The cus-
tomization, on the other hand, is characterized as document modification under
the same document type or schema.

The content customization allows content authors to further elaborate the
specialized presentation to be more specific to the delivery context, in order to
meet criteria such as ease of use and quality of presentation [6]. Authoring for the
customization is largely concerned with details of the presentation, which depend
on individual device capabilities and users’ preferences. In such a situation, it is
desirable for content authors to create an expected result interactively with an
example, rather than working abstractly without any concrete example.

Learning an abstract language and writing programs are not easy tasks for
most people. However, if a person knows how to perform a task to be executed
by a computer, perhaps the person’s knowledge can somehow be exploited for
the creation of a program to perform the task. This is the motivation behind
programming by example [17], which is also called programming by demonstra-
tion [4]. Programming by example would be a natural approach to creating the
presentation customization metadata for page designers or novice programmers,
because users need only work with examples of how to transform a page at hand,
and are given automatically generated metadata that can replicates the same
transformation. Fig. [ illustrates the idea of generating content customization
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Fig. 2. Illustration of annotation generation by example

metadata (e.g., page-clipping annotation) as results of WYSIWYG editing of an
original page.

On the basis of the idea of the metadata generation from users’ operation
histories, we have already developed a prototype of a metadata generation tool
XSLbyDemo [21]15] as an add-on module for a commercially available WYSI-
WYG HTML editor. The XSLbyDemo generates document transformation rules
for the XSL Transformation Language (XSLT) [28]. However, the XSLbyDemo
could only function within the HTML editor, even though the generation func-
tions were designed to be independent of any specific editor programs.

The metadata generator presented in this paper was developed as a plug-in
module for an open tool integration platform [25], so that arbitrary editors can
be chosen for the content customization authoring. In addition, the metadata
generator is designed as a tool framework to be customized for a class of metadata
languages. In the next section, annotation-based page clipping is introduced and
an example of the page-clipping annotation is explained. The metadata generator
specialized for the page-clipping annotation language is then presented in the
section [

3 Annotation-Based Content Adaptation

Web-content metadata or annotations have a variety of applications [I6], which
can be categorized into three types: discovery, qualification, and adaptation of
Web contents. The primary focus of this research is on the Web-content adap-
tation, and the role of annotation is to characterize ways of content adaptation
rather than to describe individual contents themselves.

3.1 Annotation Framework

Annotations can be embedded into a Web document as an inline annotation.
Inline annotations are often created as comments or extra attributes of document
elements. Because of its simplicity, inline annotation has been often adopted as a
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Fig. 3. Overview of an annotation-based transcoding

way of associating annotation with HTML documents [T922]T0]. An advantage
of the inline annotation approach is the ease of annotation maintenance without
the bookkeeping task of associating annotations with their target document.
The inline approach, however, requires annotators to have document ownership,
because annotated documents need to be modified whenever inline annotations
are created or revised. Furthermore, mixing of contents and metadata is not
desirable with regard to the design consideration that separates content from
presentation.

The external annotation approach [TI[T4J20l24], on the other hand, does
not suffer from the issues related to the document ownership. Moreover, the
most important point of the external annotation is that this approach facilitates
the sharing and reuse of annotations across Web documents. Since an external
annotation points to a portion of a Web document, the annotation can be shared
by Web documents that have the same document fragment.

Annotations provide additional information about Web contents, so that an
adaptation engine can make better decisions on the content re-purposing. The
role of annotations is to provide explicit semantics that can be understood by a
content adaptation engine [13]. Fig.[3 depicts an overview of an annotation-based
transcoding process. Upon receipt of a request from a client, a Web document is
retrieved from a content server. Taking account of the capabilities of the client
specified in the HTTP request header, a transcoding proxy selects one or more
transcoding modules, which are indicated as plug-ins in Fig. Bl When a selected
transcoding module requires an annotation document, an annotation file is also
retrieved from a content server, which may or may not be the same server that
retrieved the Web document. The transcoding module may simply return the
original document, if a client agent has the rendering capabilities compatible with
ordinary desktop computers [Fig. [J (a)]. Alternatively, the original document
may be returned with modification, so that the original content can fit into a
small screen device [Fig. Bl (b)]. The decisions about the content adaptation are
made taking account of the client capabilities specified in the HTTP request
header.
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Fig. 4. Illustration of content-adaptation process

3.2 Annotation-Based HTML-Page Clipping

Fig. @lshows a catalog page of notebook computers. The catalog page contains a
lot of information, such as details of the product specification, a search field, and
numerous links to other areas of the site that might be of interest to the user.
However, it may be necessary to deliver portions of this page for users to access
through a Web-enabled phone rather than a desktop browser. In such a case,
the images and nested HTML tables prepared for a nicely laid out page are a
hindrance rather than help. The sheer amount of information becomes unwieldy
in the small display, and potentially expensive depending on the user’s wireless
service.

Content adaptation as illustrated in Fig. [ can be done, for example, by
using an annotation-based page-clipping engine [24]. At content delivery time,
the page-clipping engine may modify the original document with reference to
page-clipping annotations and client profiles sent over HTTP. The main idea in
the page-clipping annotation language is the notion of a clipping state. By using
<keep> and <remove> elements in the annotation descriptions, users can specify
the clipping state to indicate whether the content being processed should be
preserved or removed.

As a simple example, an HTML page and its clipped results are shown in
Fig. [Bl In this example, the header and the first paragraph are preserved as
shown in Fig.[H(a). The table element is modified by deleting the third column
and the second row. The cell-padding attribute of the table is increased, so that
each table cell can be provided with margin space [Fig. E(b)]. In addition, the
whole of the second paragraph is removed as shown in Fig. [B(c).
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Fig. 5. Simple example of an HTML page and its clipped result

Fig. [6| shows an example of annotation document that allows the page clip-
ping illustrated in Fig. Bl The <description> element prescribes a unit of
an annotation statement in the annotation language. The target attribute
is set to an XPath expression [27], and identifies the node on which the an-
notation will be applied, and the take-effect attribute indicates whether
the annotation is applied before or after the target node. By specifying
target="/HTML[1]/BODY[1]/*[1]" as in Fig. Bl(a), the clipping state is acti-
vated after the first element after the first <BODY> element, which in this case
is an <H1>. The <keep> element in Fig. Bla) indicates that all the document
elements encountered are preserved, until otherwise instructed by another anno-
tation statement.

The clipping state is changed to 'remove’ just before the second <P> element
[Fig. Bl(c)], and changed back to ’keep’ after the <P> element [Fig. Bld)]. As re-
sults, the second paragraph element indicated by "/HTML[1]/B0ODY[1]/P[2]" is
removed while preserving the elements just before and after the removed element.

Since HTML tables can often be complex elements to clip, the annotation lan-
guage provides special-purpose elements to make table clipping easier. The <row>
and <column> elements allow user to clip rows and columns without relying on
complicated XPath expressions. The table-clipping elements are used in the de-
scription shown in Fig. B(b). This description sets the clipping state to ’keep’
just before the first table element, and also changes the value of cellpadding
attribute to 4 by using the <insertattribute> element. The name attribute
of <insertattribute> can be specified with an arbitrary name of an attribute
available for a target document.

In addition, the description element [Fig.[6(b)] declares that the third column,
which is indicated by the index value of the <column> element, is discarded,
while the remaining columns are preserved. Note here that the wildcard character
to indicate multiple columns (index="*"). If a wildcard is specified, all rows (or
columns) will be affected, except for those specifically indicated by a separate
<row> (or <column>) element. So, all rows but the second will be preserved for
the target table.
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<?xml version='1.0’ ?>
<annot version="2.0">

<!-- (a) Set the default clipping state to ’'keep’ -->

<description take-effect="before" target="/HTML[1]/BODY[1]/*[1]">
<keep/>

</description>

<!-- (b) Remove a column and a row of the first table, -->

<!-- and change a cellpadding attribute value -->

<description take-effect="before" target="/HTML[1]/BODY[1]/TABLE([1]">
<keep/>
<table>

<column index="3" clipping="remove"/>
<column index="*" clipping="keep"/>
<row index="2" clipping="remove"/>
<row index="*" clipping="keep"/>

</table>

<insertattribute name="cellpadding" value="4"/>
</description>
<!-- (c) Set the clipping state to ’‘remove’ -->

<description take-effect="before" target="/HTML[1]/BODY[1]/P[2]">
<remove/>

</descriptions>
<!-- (d) Set the clipping state back to ’‘keep’ -->
<description take-effect="after" target="/HTML[1]/BODY[1]/P[2]">
<keep/>
</description>
</annot>

Fig. 6. Example of a page-clipping annotation document

4 Automatic Generation of Annotation

In the page-clipping annotation language, annotation elements such as <keep>,
<remove>, and <insertattribute> impose modifications of a target document,
and can be regarded as the transformational annotations. On the other hand,
in the other annotation languages, such as a page-splitting annotation language
[11], the language provides assertional elements like <role> for specifying a role
for an annotated element (as one of the values like proper content, advertisement,
or decoration), and <importance> for specifying the priority of an annotated
element in relation to the other elements in the same page.

Every annotation is an assertion in essence, but some annotations may further
imply document transformation with regard to the procedural semantics of a
runtime engine. Taking account of this distinction between annotations, it is
possible to think about two approaches to annotation authoring: annotation by
assertion, and annotation by transformation.

4.1 Annotation by Assertion
Existing annotation editors support the creation of assertional annotations by

providing views easy to indicate a location to be annotated (e.g., an HTML
browser view [I5820l23] and a WYSIWYG HTML editor [12[14]). We have
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Fig. 7. Sample display of the authoring tool for assertional annotations

developed an annotation editor, which follows the annotation by assertion ap-
proach [I]. Fig. [ shows a screen of the annotation editor.

This annotation editor can be customized for different annotation vocabular-
ies as long as the language is compliant with a prescribed schema for a class of
annotation languages [I]. With this annotation editor, a user can select a node
to be annotated in either a target document viewer [Fig. [((a)] or an HTML
browser view [Fig. [lc)] if the target document is an HTML page. The node
selection in either view synchronizes with the other, and a user can create an
annotation description by using a popup menu that appears when the user clicks
the right mouse button. The details of the annotation content can be edited by
using the menu-based annotation document editor [Fig.[d(b)], which can provide
context-sensitive help based on the annotation language schema at hand. Since
the page-clipping annotation language mentioned earlier is compliant with the
prescribed schema, the annotation document shown in Fig. [6 for example, can
be created with this annotation editor.

In this way, the annotation editor allows users to indicate a position to be
annotated and declare properties as the content of an annotation. The HTML
browser view, for example, is very helpful to indicate the position. However,
the HTML page or target document remains unchanged, even when annotations
specify transformation (e.g., insertion and removal) of the annotated portions.

4.2 Annotation by Transformation

By using a WYSIWYG editor, it is easy for the users to modify a target docu-
ment toward the desired results of the customization. The annotation by trans-
formation is an approach to generating the content customization metadata au-
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Content authoring tool ‘ ‘ Add-on module

Operation history

Initial (1) WYSIWYG . Metadata
document editor generator
AApAA
@ I ®

Customized | .| Runtime \ _ .| Customization
document engine metadata
)

Fig. 8. Environment for generating transformational annotations

tomatically from the user’s editing operations for the customization. An envi-
ronment for generating transformational annotations is depicted in Fig.[R. With
this metadata generation tool, first a user opens a document to be customized
(e.g., an HTML file). The user then edits the document by using the full capa-
bilities of the WYSIWYG authoring tool. The user’s actions are recorded into
an operation history while working in a recording mode. The user, however, does
not have to care about the recording process behind the scenes. When the edit-
ing is finished, the user will have a customized document. At the same time, the
metadata generator creates the customization metadata that can be used by a
runtime engine to replicate the transformation from the initial document to the
customized document.

Since users can perform a given editing task in different ways, it is necessary
to prescribe a set of edit operations to be recorded in the user interface. The
essential mechanism of the metadata generation depends solely on the Document
Object Model (DOM) [7], and can be used for not only as arbitrary metadata
format when a custom generator is provided, but also with an arbitrary content
authoring tool as long as the editor adopts the DOM as an internal document
model.

Fig. @ shows a screenshot of the prototype environment that generates page-
clipping annotations on the basis of users’ editing operations with a WYSIWYG
HTML editor [Fig. [@(a)]. The area of the WYSIWYG editor can be changed
by selecting one of the sizes available from the page size button [Fig. @(b)], for
example, reducing the area in the screen shot 1/4 VGA size.

Fig. @l(c) shows the generated metadata, which is an XML document in the
page-clipping annotation language. The look and feel of this WYSIWYG editor
is exactly the same as in the original HTML editor, except for the small window
for the generated annotations. A recording button [Fig.[0(d)] is used to start and
stop recording a user’s operations. While the toggle button remains depressed,
the user’s operations are recorded. When the button returns to its normal state,
the recording stops. A page-clipping annotation document is created from the
recorded operations by pressing the create annotation button [Fig. Be)].
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(a) WSYIWYG HTML editor (b) Page size button

(e) Create annotation button
———(d) Start/stop recording button

(c) Generated annotations

Fig. 9. Sample display from the environment for generating transformational annota-
tions

Transformations for the page-clipping shown in Fig. [5] includes the removal
of a table column and a row, and change of a table attribute value [Fig.[G(b)], as
well as the removal of a paragraph [Fig.[6(c)]. All of the transformations can be
done easily by using the HTML editor in a WYSIWYG manner. For example, a
table row can be removed by selecting a cell in the row to be deleted and then
choosing the menu item ”Delete Row” from a popup menu (Fig.[) that appears
after clicking the right mouse button. The cellpadding attribute of the table
can also be changed from a dialog window for the table attribute settings.

All the above-mentioned editing operations actually modify the target docu-
ment by means of DOM manipulation operations, and can be created as trans-
formational annotations. However, intrinsically assertional annotations cannot
be created on the basis of the DOM manipulation operations, but need to be
declared explicitly as assertions. Annotation editors that follow the annotation
by assertion approach play a complementary role in such situations instead of
the metadata generator for the transformational annotations.
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<description take-effect="before" target="/HTML[1]/BODY[1]/H1[1]"
condition=" (User-Agent=*CNF*) ">
<remove/>
</description>

<description take-effect="after" target="/HTML[1]/BODY[1]/H1[1]"
condition=" (User-Agent=*CNF*) ">
<keep/>
</descriptions>

Fig. 10. Examples of conditional annotations

An example of assertional annotation is given below in the page-clipping
annotation language. Annotations may be applied conditionally depending on
a delivery context, or depending on profiles of a client agent to be specified in
the HTTP header field. By adding a condition attribute to a <description>
element, the annotation will be executed only if the condition is true [26]. When
it is necessary to remove the header element (<H1>) at the beginning of the
sample document, the user needs to add a pair of annotations to start a remove
state before the first H1 element and set the state back to 'keep’ just after the
H1 element. In addition, it is necessary for these annotations to be applied only
if a client agent is given with a particular profile attribute value.

Fig.[I0lshows examples of conditionally applied annotation descriptions. That
is, the removal of the first H1 element is done only when a substring "CNF” is
included as a device type in the HTTP header. The asterisk (*’) here is a wild-
card expression for the string matching. In addition, more complex conditions
can be given by using conjunctive and/or disjunctive expression.

4.3 Metadata Generation Procedure

The DOM (Document Object Model) [7] defines a logical structure for docu-
ments, and provides ways of accessing and manipulating XML or well-formed
HTML documents. The DOM represents a document as a hierarchy of node ob-
jects, which may be associated with attributes. DOM trees are changed by node
insertion (insertBefore, replaceChild, appendChild), node removal (removeChild),
or attribute change (setAttribute, removeAttribute). Since the DOM provides
standardized, general-purpose operations for the transformation of DOM trees,
it is reasonable to record users’ operations as a sequence of DOM manipulation
operations rather than as primitive operations such as a sequence of keystrokes
and mouse clicks. Therefore, along with the notion of current node, which may be
either a leaf node or an entire subtree, the model of WYSIWYG editing adopted
here consists of the four basic operations: insert to add a subtree, remowve to
delete a subtree, modify to change a node, and copy to replicate a subtree. The
rationale behind this editing model was already reported in another article [15].

Since the WYSIWYG editing for page clipping is typically done by removing
the unnecessary portion of the original document, it is assumed that the clipping
state of a created annotation document begins with ’keep’ as shown in Fig. [6l(a).



Annotation by Transformation for the Automatic Generation 279

Start of the
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nodes in column

nodes in row
’ : (b)
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[ cart attribte |
»| insert attribute >
modify (attribute)
N > replace >
modify (text)
- insert html I >
insert or copy
= | remove, keep >
remove /
End of the !
procedure

Fig. 11. Procedure for the generation of page-clipping annotations

Individual annotations are then created by examining the sequence of the user’s
recorded operations from the beginning to the end.

Fig. [[1] depicts the procedure of annotation generation. In the figure, the
terms in bold face are the primitive operations prescribed in the model of edit-
ing, while the terms in italics correspond to the elements of the page-clipping
annotation language.

The generation procedure consists of the two sub-processes: one is to deal
with manipulation with in a HTML table element, and the other is for other
cases. When a focal node is a descendant of a TABLE element and its operation
is removal [Fig.[IT(a)], the generator creates annotations for removing the table
rows or columns by using the <column> and <row> elements. In other cases
[Fig. I(b)], clipping annotations are created taking account of the distinction
of the primitive operations (i.e., insert, remove, modify, and copy),
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5 Concluding Remarks

Annotation by transformation is an innovative approach to helping users with
the generation of content customization metadata, because it allows the users to
create a customized result interactively with an example, rather than abstractly
without any concrete example. Since users of the metadata generator do not have
to learn the annotation language at all, this approach is particularly suitable
for page designers or novice programmers who are not necessarily familiar with
annotation languages. However, it is also useful for skilled designers too, because
the environment allows users to concentrate on customizing Web pages without
paying any attention to the metadata authoring task.

It has been pointed out that the success of an environment for programming
by example depends far more on the user experience of interacting with the
environment than the induction algorithms used to create the user’s programs
[]. The advantage of annotation by transformation in this regard is that it does
not rely on any particular editors, including a conventional WYSIWYG HTML
editor, rather than a special editor tailored for the annotation generation. Fur-
ther research will be needed to investigate the applicability of this technique.
The main problem is to determine to what extent users are willing to accept the
annotation by transformation environment that guesses what they are doing,
and that occasionally might make inadequate or inappropriate generalizations.
However, the approach proposed in this paper would be an important step to-
wards the realization of a full-fledged support tool for a device-agnostic authoring
environment.
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Abstract. We present SCAN, the Scalable Content Access Network.
SCAN combines dynamic replica placement with a self-organizing appli-
cation-level multicast tree to meet client QoS and server resource con-
straints. It utilizes an underlying distributed object routing and location
system (DOLR) as an essential component. Simulation results on both
flash-crowd-like synthetic workloads and real Web server traces show that
SCAN deploys close to an optimal number of replicas, achieves good load
balance, and incurs a small delay and bandwidth penalty for update mul-
ticast relative to static replica placement on IP multicast. We envision
that SCAN could enhance a number of different applications, such as
content distribution and peer-to-peer file sharing.

1 Introduction

Exponential growth in processor performance, storage capacity, and network
bandwidth is changing our view of computing. Our focus has shifted away
from centralized, hand-choreographed systems to global-scale, distributed, self-
organizing complexes — composed of thousands or millions of elements. Unfortu-
nately, large pervasive systems are likely to have frequent component failures and
be easily partitioned by slow or failed network links. Thus, use of local resources
is extremely important — both for performance and availability. Further, perva-
sive streaming applications must tune their communication structure to avoid
excess resource usage. To achieve both local access and efficient communication,
we require flexibility in the placement of data replicas and multicast nodes.
One approach for achieving this flexibility while retaining strong properties
of the data is to partition the system into two tiers of replicas[9] — a small,
durable primary tier and a large, soft-state, second-tier. The primary tier could
represent a Web server (for Web content delivery), the Byzantine inner ring of
a storage system [3/[16], or a streaming media provider. The important aspect of
the primary tier is that it must hold the most up-to-date copy of data and be
responsible for serializing and committing updates. We will treat the primary
tier as a black box, called simply “the data source”. The second-tier becomes
soft-state and will be the focus of this paper. Examples of second-tiers include
content-distribution networks (CDNs), file system caches, or web proxy caches.
Because second-tier replicas (or just “replicas”) are soft-state, we can dynam-
ically grow and shrink their numbers to meet constraints of the system. We may;,
for instance, wish to achieve a Quality of Service (QoS) guarantee that bounds

F. Mattern and M. Naghshineh (Eds.): Pervasive 2002, LNCS 2414, pp. 282-296] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Fig. 1. Architecture of a SCAN system

the maximum network latency between each client and replicas of the data that
it is accessing. Since replicas consume resources, we will seek to generate as
few replicas as possible to meet this constraint. As a consequence, popular data
items may warrant hundreds or thousands of replicas, while unpopular items
may require no replicas.

One difficult aspect of unconstrained replication is ensuring that content
does not become stale. Slightly relaxed consistency, such as in the Web [10],
OceanStore [16], or Coda [14], allows delay between the commitment of updates
at the data source and the propagation of updates to replicas. None-the-less,
update propagation must still occur in a timely manner. The potentially large
number of replicas rules out direct, point-to-point delivery of updates to replicas.
In fact, the extremely fluid nature of the second tier suggests a need to self-
organize replicas into a multicast tree; we call such a tree a dissemination tree
(d-tree). Since interior nodes must forward updates to child nodes, we will seek
to control the load placed on such nodes by restricting the fanout of the tree.

The challenge of second-tier replication is to provide good QoS to clients
while retaining efficient and balanced resource consumption of the underlying
infrastructure. To tackle this challenge, we propose a self-organizing soft-state
replication system called SCAN: the Scalable Content Access Network. Figure [I]
illustrates a SCAN system. There are two classes of physical nodes shown in the
network-plane of this diagram: SCAN servers (squares) and clients (circles). We
assume that SCAN servers are placed in Internet Data Centers (IDC) of major
ISPs with good connectivity to the backbone. Each SCAN server may contain
replicas for a variety of data items. One novel aspect of the SCAN system is
that it assumes SCAN servers participate in a distributed routing and location
(DOLR) system, called Tapestry [11]. Tapestry permits clients to locate nearby
replicas without global communication.

There are three types of data illustrated in Figure[l: Data sources and replicas
are the primary topic of this paper and reside on SCAN servers. Caches are the
images of data that reside on clients and are beyond our scopd] Our goal is to

! Caches may be kept coherent in a variety of ways (for instance [22]).
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translate client requests for data into replica management activities. We make
the following contributions:

— We provide algorithms that dynamically place a minimal number of replicas
while meeting client QoS and server capacity constraints.

— We self-organize these replicas into d-tree with small delay and bandwidth
consumption for update dissemination.

The important intuition here is that the presence of the DOLR system enables
simultaneous placement of replicas and construction of a dissemination tree with-
out contacting the data source. As a result, each node in a d-tree must maintain
state only for its parent and direct children.

The rest of the paper is organized as follows: Section [2 presents related work.
Section Blintroduces the Tapestry DOLR while Section [] describes SCAN algo-
rithms. Results are given in Section Bl while discussion is given in Section 6l We
conclude with Section [7.

2 Related Work

Much previous work on replica placement involves static placement of replicas —
assuming that clients’ distribution and access patterns are known in advance[20]
12]. These techniques ignore server capacity constraints and assume explicit
knowledge of the global IP network topology. Content Distribution Networks
(CDNs) use DNS-based redirection to route clients’ requests [TJ7J25]. Such cen-
tralized services do not record locations for each replica. Thus CDNs often place
more replicas than necessary, consuming excess storage and update bandwidth.

Inter-domain IP multicast is not widely available; it is also not ideal for Inter-
net distribution [8]. Application-Level Multicast (ALM) builds data distribution
trees on top of an efficient overlay network of unicast connections [SI4|6IT3/28].
Most ALM systems utilize a central node to maintain state for all existing chil-
dren [BJT3T9/4] and are not very scalable; some replicate the root to help with
this problem [13].

Similar to SCAN, Bayeux [28] is an overlay multicast system build on the
Tapestry [I1] DOLR; however, unlike SCAN, Bayeux filters all “join” requests
through a replicated set of root nodes. Scribe [24] provides a scalable, event-
notification multicast system built on top of the Pastry [23] DOLR. It provides
mechanisms for dynamic, decentralized construction of multicast groups, but
does not include mechanisms for replica placement.

3 Distributed Object Location and Routing

Peer-to-peer researchers have begun to explore distributed object location and
routing (DOLR) services [TT2T26l23]. DOLR systems offer a distributed frame-
work in which objects that are named by opaque strings can be located quickly.
Since information about objects is distributed throughout the system, messages
are routed to objects by passing them from node to node until they reach their
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G
Replica—1

= \
Replica—2 1212 9598

Fig. 2. The Tapestry Infrastructure: Nodes route to nodes one digit at a time: e.g. 0325
— B4F8 — 9098 — 7598 — 4598. Objects are associated with a particular “root”
node (e.g. 4598). Servers publish replicas by sending messages toward root, leaving
back-pointers (dotted arrows). Clients route directly to replicas by sending messages
toward root until encountering a pointer (e.g. 0325 — B4F8 — 4432)

destination. Some DOLR systems have the important property of routing local-
1ty. This means two things: First, that messages destined for a given object will
be routed over a minimal overlay path to their destination; and Second, when
two or more objects have the same name, messages destined for that name will
be routed to a close object rather than a distant object.

SCAN is built on top of Tapestry [11], a DOLR that exhibits routing locality.
Tapestry is an IP overlay network that uses a distributed, fault-tolerant archi-
tecture to track the location of objects in the network. In Figure [l the SCAN
servers double as Tapestry nodes. Each client talks to its nearby Tapestry node
(the prozy) to send object requests. In practice, the proxy node can be located
through bootstrap mechanisms.

Figure [21 shows a portion of Tapestry. Each Tapesty node has neighbor links
to other Tapestry nodes, forming a routing mesh. Neighbor links provide a route
from every node to every other node through incremental, single-digit resolu-
tion of the destination. Nodes are added and removed from Tapestry via dy-
namic membership algorithms [11]. The neighbor-link construction process en-
sures routing locality.

Each replica is associated with a Tapestry root node through a deterministic
mapping function]. To advertise a replica, the SCAN server storing the object
sends a publish message toward the Tapestry location root for that object, de-
positing location pointers each hop. Figure 2 shows two replicas and the Tapestry
root for an object. Each object location message is routed toward the object’s
root until it encounters a pointer, at which point it routes directly to the object.

2 This root is for location purposes only and has nothing to do with the data source.
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The Essential Property: The important property of Tapestry for SCAN is that
it provides routing locality, e.g. for Figure 2 Client (0325) will find Replica-1
instead of Replica-2. Any DOLR that provides this property will be compatible
with the SCAN algorithms in the next section.

4 SCAN Replica Management Algorithms

The presence of an underlying DOLR with routing locality can be exploited
to perform simultaneous replica placement and tree construction. Every SCAN
server is a member of the DOLR. Hence, new replicas are published into the
DOLR. Further, each client directs its requests to its proxy SCAN server; this
proxy server interacts with other SCAN servers to deliver content to the client.

Although we use the DOLR to locate replicas during tree building, we other-
wise communicate through IP. In particular, we use IP between nodes in a d-tree
— parents and children keep track of one another. Further, when a client makes
a request that results in placement of a new replica, the client’s proxy keeps a
cached pointer to this new replica. This permits direct routing of requests from
the proxy to the replica. Cached pointers are soft state since we can always use
the DOLR to locate replicas.

4.1 Goals for Replica Placement

Replica placement attempts to satisfy both client latency and server load con-
straints. Client latency refers to the round-trip time required for a client to read
information from the SCAN system. We keep this within a pre-specified limit.
Server load refers to the communication volume handled by a given server. We
assume that the load is directly related to the number of clients it handles and
number of d-tree children it serves. We keep the load below a specified max-
imum. Our goal is to meet these constraints while minimizing the number of
deployed replicas, keeping the d-tree balanced, and generating as little traffic
during update as possible. Our success will be explored in Section [l

4.2 Dynamic Placement

Our dynamic placement algorithm proceeds in two phases: replica search and
replica placement. The replica search phase attempts to find an existing replica
that meets the client latency constraint without being overloaded. If this is
successful, we place a link in the client and cache it at the client’s proxy server.
If not, we proceed to the replica placement phase to place a new replica.
Replica search uses the DOLR to contact a replica “close” to the client proxy;
call this the entry replica. The locality property of the DOLR ensures that the
entry replica is a reasonable candidate to communicate with the client. Further,
since the d-tree is connected, the entry replica can contact all other replicas. We
can thus imagine three search variants: Singular (consider only the entry replica),
Localized (consider the parent, children, and siblings of the entry replica), and
Ezhaustive (consider all replicas). For a given variant, we check each of the
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procedure DynamicReplicaPlacement_Smart(c, o)

¢ sends JOIN request to o through DOLR, reaches entry server s

From s, request forwarded to children (sc), parent (p), and siblings (ss)

3 Each family member ¢ with rc; > 0 collects distrp(c,t).
Each t returns rc; and distrp(c,t) to s.

4 At s: Choose family member ¢ with biggest rc; and distip(t,¢) < de.
Send result to c.

5 if ¢ gets positive result t then

N =

6 ¢ chooses t as parent
else

7 ¢ sends PLACEMENT request to o through DOLR, reaches entry server s
Request collects IP/, dist;p(c,s’) and rcy for each server s’ on the path.
8 At s, choose s’ on path with rc,s > 0 and largest dist;p(t,c) < d.

9 s puts a replica on s’ and becomes its parent, s’ becomes parent for c
10 s’ publishes replica in DOLR
end

Algorithm 1: Smart Replica Placement. Notation: Object o. Client ¢ with latency
constraint d.. Entry Server s. Every server s’ has remaining capacity rc, (additional
children it can handle). IP distance, dist;p(x,y), collected by sending “pings”

included replicas and select one that meets our constraints; if none meet the
constraint, we proceed to place a new replica.

We restrict replica placement to servers visited by the DOLR routing proto-
col when sending a message from the client’s proxy to the entry replica. We can
locate these servers without knowledge of global IP topology. The locality prop-
erties of the DOLR suggest that these are good places for replicas. We consider
two placement strategies: Fager places the replica as close to the client as pos-
sible and Lazy places the replica as far from the client as possible. If all servers
that meet the latency constraint are overloaded, we replace an old replica; if the
entry server is overloaded, we disconnect the oldest link among its d-trees.

Dynamic Techniques: We can now combine some of the above options for search
and placement to generate dynamic replica management algorithms. Two that
we would like to highlight are as follows (see [5] for more informatiorﬁ).

— Naive Placement: A simple combination utilizes Singular search and FEager
placement. This heuristic generates minimal search and placement traffic.

— Smart Placement: A more sophisticated algorithm is shown in Algorithm [l
This algorithm utilizes Localized search and Lazy placement.

The tradeoff between these approaches is that the latter one consumes more
“join” traffic, but constructs a tree with fewer replicas, less update delay, and
lower bandwidth consumption. We evaluate this in Section [5.

3 In fact, in [5] we show how overlay distance can be used to estimate IP distance and
reduce ping traffic for part of the algorithm.
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Static Comparisons: The dynamic methods above are unlikely to be optimal in
terms of the number of replicas deployed, since clients are added sequentially
and with limited knowledge of the network topology. For comparison, we will
consider two static placement methods in Section Bt

— IP Static: Each data source has global IP topology knowledge and is given
complete knowledge of all clients. It runs an optimal algorithm [B] to place
replicas. It is assumed that the d-tree is formed from IP multicast.

— Qwerlay Static: Again the data source knows the identities of all clients at
once. However, it utilizes the overlay distances instead of IP distances to
place replicas and build the d-tree.

The first of these is a “guaranteed-not-to-exceed” optimal placement. We expect
that it will consume the least total number of replicas and lowest multicast
traffic. The second algorithm explores the best that we could expect to achieve
gathering all topology information from the DOLR system.

4.3 Soft State Tree Management

Soft-state infrastructures have the potential to be extremely robust, precisely
because they can be easily reconfigured to adapt to circumstances. For SCAN
we target two types of adaptation: fault recovery and performance tuning.

To achieve fault resilience, the data source sends periodic heartbeat messages
through the d-tree. Members know the frequency of these heartbeats and can
react when they have not seen one for a sufficiently long time. In such a situa-
tion, the replica initiates a rejoin process — similar to the replica search phase
above — to find a new parent. Further, each member periodically sends a refresh
message to its parent. If the parent does not get the refresh message within
a certain threshold, it invalidates the child’s entry. With such soft-state group
management, any SCAN server may crash without significantly affecting overall
CDN performance.

Performance tuning consists of pruning and re-balancing the d-tree. Replicas
at the leaves are pruned when they have seen insufficient client traffic. To balance
the d-tree, each member periodically rejoins the tree to find a new parent.

5 Evaluation

In this section, we evaluate the performance of the SCAN dynamic replica man-
agement algorithms. What we will show is that:

— For realistic workloads, SCAN places close to an optimal number of repli-
cas, while providing good load balance, low delay, and reasonable update
bandwidth consumption relative to static replica placement on IP multicast.

— SCAN outperforms the existing DNS-redirection based CDNs on both repli-
cation and update bandwidth consumption.

— The performance of SCAN is relatively insensitive to the SCAN server de-
ployment, client/server ratio, and server density.

— The capacity constraint is quite effective at balancing load.
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5.1 Experimental Setup

We utilize an event-driven simulation of SCAN. This includes a packet-level
network simulator (with a static version of the Tapestry DOLR) and a replica
management framework. The soft-state replica layer is driven from simulated
clients running workloads.

Our goal is to evaluate the replica schemes of Section [£:2] These strategies
are dynamic naive placement (od_naive), dynamic smart placement (od_smart),
overlay static placement (overlay_s), and static placement on IP network (IP_s).
We compare the efficacy of these four schemes via three classes of metrics:

— Quality of Replica Placement: Includes number of deployed replicas and de-
gree of load distribution, measured by the ratio of the standard deviation
vs. the mean of the number of client children for each replica server.

— Multicast Performance: We measure the relative delay penalty (RDP) and
the bandwidth consumption which is computed by summing the number of
bytes multiplied by the transmission time over every link in the network.
For example, the bandwidth consumption for 1K bytes transmitted in two
links (one has 10 ms, the other 20 ms latency) is 1KB x (10420)ms =
0.03(KB.sec).

— Tree Construction Traffic: We count both the number of application-level
messages sent and the bandwidth consumption for deploying replicas and
constructing d-tree.

In addition, we quantify the effectiveness of capacity constraints by computing
the maximal load with or without constraints. The maximal load is defined as
the maximal number of client cache children on any SCAN server. Sensitivity
analysis are carried out for various client/server ratios and server densities.

Network Setup. We use the GT-ITM transit-stub model to generate five 5000-
node topologies [27]. The results are averaged over the experiments on the five
topologies. A packet-level, priority-queue based event manager is implemented
to simulate the network latency. The simulator models the propagation delay
of physical links, but does not model bandwidth limitations, queuing delays, or
packet losses.

We utilize two strategies for placing SCAN servers. One selects all SCAN
servers at random (labeled random SCAN). The other preferentially chooses
transit and gateway nodes (labeled backbone SCAN). This latter approach mim-
ics the strategy of placing SCAN servers strategically in the network.

To compare with a DNS-redirection-based Web content distribution network
(CDN), we simulate typical behavior of such a system. We assume that every
client request is redirected to the closest CDN server, which will cache a copy of
the requested information for the client. This means that popular objects may
be cached in every CDN server. We assume that content servers are allowed to
send updates to replicas via IP multicast.
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Table 1. Statistics of Web site access logs used for simulation

Web site|Period # Requests # Clients|# Client groups |# Objects
total - simulated total - simulated |simulated
MSNBC [10-11 am, 8/2/99|1604944 - 1377620{139890 |16369 - 4000 4186
NASA |All day, 7/1/95 [64398 - 64398 5177 1842 - 1842 3258

Workloads. To evaluate the replication schemes, we use both a synthetic work-
load and access logs collected from real Web servers. These workloads are a first
step toward exploring more general uses of SCAN.

Our synthetic workload is a simplified approximation of flash crowds. Flash
crowds are unpredictable, event-driven traffic surges that swamp servers and dis-
rupt site services. For our simulation, all the clients (not servers) make requests
to a given hot object in random order.

Our trace-driven simulation includes a large and popular commercial news
site, MSNBC [I7], as well as traces from NASA Kennedy Space Center [I§].
Table [1] shows the detailed trace information. We use the access logs in the
following way. We group the Web clients based on BGP prefixes [I5] using the
BGP tables from a BBNPlanet (Genuity) router [2]. For the NASA traces, since
most entries in the traces contain host names, we group the clients based on their
domains, which we define as the last two parts of the host names (e.g., al.bl.com
and a2.bl.com belong to the same domain). Given the maximal topology we can
simulate is 5000 (limited by machine memory), we simulate all the clients groups
for NASA and 4000 top client groups (cover 86.1% of requests) for MSNBC. Since
the clients are unlikely to be on transit nodes nor on server nodes, we map them
randomly to the rest of nodes in the topology.

5.2 Results for Synthetic Workload

We start by examining the synthetic, flash crowd workload. 500 nodes are chosen
to be SCAN servers with either “random” or “backbone” approach. Remaining
nodes are clients and access some hot object in a random order. We randomly
choose one non-transit SCAN server to be the data source and set as 50KB the
size of the hot object. Further, we assume the latency constraint is 50ms and
the load capacity is 200 clients/server.

Comparison between Strategies. Figure ] shows the number of replicas
placed and the load distribution on these servers. Od_smart approach uses only
about 30% to 60% of the servers used by od_naive, is even better than overlay._s,
and is very close to the optimal case: IP_s. Also note that od_smart has better
load distribution than od_naive and overlay_s, close to IP_s for both random and
backbone SCAN.

Relative Delay Penalty (RDP) is the ratio of the overlay delay between the
root and any member in d-tree vs. the unicast delay between them [6]. In Figure
Hl od_smart has better RDP than od_naive, and 85% of od_smart RDPs between
any member server and the root pairs are within 4. Figure [l contrasts the band-
width consumption of various replica placement techniques with the optimal IP
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static placement. The results are very encouraging: the bandwidth consumption
of od_smart is quite close to IP_s and is much less than that of od_naive.

The performance above is achieved at the cost of d-tree construction (Figure
). However, for both random and backbone SCAN, od_smart approach produces
less than three times of the messages of od_naive and less than six times of that
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for optimal case: IP_s. Meanwhile, od_naive uses almost the same amount of
bandwidth as IP_s while od_smart uses about three to five times that of IP_s.

In short, the smart dynamic algorithm has performance that is close to the
ideal case (static placement with TP multicast). It places close to an optimal
number of replicas, provides better load distribution, and less delay and multicast
bandwidth consumption than the naive approach — at the price of three to five
times as much tree construction traffic. Since d-tree construction is a much less
frequent than data access and update this is a good tradeoff.

Due to the limited number and/or distribution of servers, there may exist
some clients who cannot be covered when facing the QoS and capacity require-
ments. In this case, our algorithm can provide hints as where to place more
servers. Note that experiments show that the naive scheme has many more un-
covered clients than the smart one, due to the nature of its unbalanced load.
Thus, we remove it from consideration for the rest of synthetic workload study.

Comparison with a CDN. As an additional comparison, we contrast the
overlay smart approach with a DNS-redirection-based CDN. Compared with a
traditional CDN, the overlay smart approach uses a fraction of the number of
replicas (6-8%) and less than 10% of bandwidth for disseminating updates.

Effectiveness of Distributed Load Balancing. We study how the capacity
constraint helps load balancing with three client populations: 100, 1000 and 4500.
The former two are randomly selected from 4500 clients. Figure [[ shows that
lack of capacity constraints (labeled w/o LB) leads to hot spot or congestion:
some servers will take on about 2-13 times their maximum load. Performance
with load balancing is labeled as w/ LB for contrast.

Performance Sensitivity to Client/Server Ratio. We further evaluate
SCAN with the three client populations Figure 8 shows the number of repli-
cas deployed. When the number of clients is small, w/ LB and w/o LB do not
differ much because no server exceeds the constraint. The number of replicas
required for od_smart is consistently less than that of overlay_s and within the
bound of 1.5 for IP_s. As before, we also simulate other metrics, such as load
distribution, delay and bandwidth penalty for update multicast under various
client /server ratios. The trends are similar, that is, “od-smart” is always better
than “overlay_s”, and very close to “IP_s”. We omit the graphs to save the space.

Performance Sensitivity to Server Density. Next, we increase the density
of SCAN servers. We randomly choose 2500 out of the 5000 nodes to be SCAN
servers and measure the resulting performance. Obviously, this configuration can
support better QoS for clients and require less capacity for servers. Hence, we
set the latency constraint to be 30 ms and capacity constraint 50 clients/server.
The number of clients vary from 100 to 2500.

With very dense SCAN servers, our od_smart still uses less replicas than
overlay_s, although they are quite close. IP_s only needs about half of the replicas,
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as in Figure 0l In addition, we notice that the load balancing is still effective.
That is, overloaded machines or congestion cannot be avoided simply by adding
more servers while neglecting careful design.

Due to space limitations, we cannot show all simulation results here. In sum-
mary, od_smart performs well with various SCAN server deployments, various
client /server ratios, and various server densities. The capacity constraint based
distributed load balancing is effective.
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5.3 Results for Web Traces Workload

Next, we explore the behavior of SCAN for Web traces with documents of widely
varying popularity. Figure[I0la characterizes the request distribution for the two
traces used (note that the z-axis is logarithmic.). This figure reveals that the
request number for different URLs is quite unevenly distributed for both traces.

For each URL in the traces, we compute the number of replicas generated
with od_naive, od_smart, and I P_s. Then we normalize the replica numbers of
od_naive and od_smart by dividing them with the replica number of IP_s. We
plot the CDF of such ratios for both NASA and MSNBC in Figure [I0.b. The
lower percentage part of the CDF curves are overlapped and close to 1. The
reasons are most of the URLs have very few requests, and we only simulate a
limited period, thus the number of replicas deployed by the three methods are
very small and similar. However, od_smart and od_naive differ significantly for
popular objects, exhibited in the higher percentage part. Od_smart is very close
to I P_s, for all objects, the ratio is less than 2.7 for NASA and 4.1 for MSNBC,
while the ratio for od_naive can go as high as 5.0 and 15.0, respectively.

In addition, we contrast the bandwidth consumption for disseminating up-
dates. Given an update of unit size, for each URL, we compute the bandwidth
consumed by using (1) overlay multicast on od_naive tree, (2) overlay multicast
on od_smart tree, and (3) IP multicast on I P_s tree. Again, we have metric (1)
and (2) normalized by (3), and plot the CDF of the ratios. The curves are quite
similar to Figure [0lb. So we omit them in the interest of space.

In conclusion, although od_smart and od_naive perform similarly for infre-
quent or cold objects, od_smart outperforms dramatically over od_naive for hot
objects which dominate overall requests.

6 Discussion

How does the distortion of topology through Tapestry affect replica placement?
Notice that the overlay distance through Tapestry, on average, is about 2-3
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times more than the IP distance. Our simulations in Sec. Bl shed some light
on the resulting penalty: Overlay_s applies exactly the same algorithm as IP_s
for replica placement, but uses the static Tapestry-level topology instead of IP-
level topology. Simulation results show that overlay_s places 1.5 - 2 times more
replicas than IP,. For similar reasons, od_smart outperforms overlay_s. The
reason is that od_smart uses ”ping” messages to get the real IP distance between
clients and servers. This observation also explains why od_smart gets similar
performance to I P_s. One could imagine scaling overlay latency by an expected
“stretch” factor to estimate real IP distance — thereby reducing ping probe traffic.

We start this paper with a general discussion of second-tier, soft-state replica-
tion. How does the SCAN system fulfill that role? Our initial results are encour-
aging precisely because they demonstrate that a dynamic, self-organizing system
can utilize resources conservatively in the interior of the network to meet client
QoS requirements. This is in marked contrast to many peer-to-peer replication
systems that cache information only at clients, or CDN systems that cache data
widely. The underlying DOLR (Tapestry) provides the essential mechanism for
distributing information about resources and topology. The exploitation of such
an infrastructure is a powerful organizing principle for future systems.

7 Conclusions

The importance of adaptive replica placement and update dissemination is grow-
ing as distribution systems become pervasive and global. In this paper, we
present SCAN, a scalable, soft-state replica management framework built on top
of a distributed object location and routing framework (DOLR) with locality.
SCAN generates replicas on demand and self-organizes them into an application-
level multicast tree, while respecting client QoS and server capacity constraints.
An event-driven simulation of SCAN shows that SCAN places close to an optimal
number of replicas, while providing good load distribution, low delay, and small
multicast bandwidth consumption compared with static replica placement on IP
multicast. Further, SCAN outperforms existing DNS-redirection based CDNs in
terms of replication and update cost. SCAN shows great promise as an essential
component of global-scale peer-to-peer infrastructures.
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